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Abstract—The anonymity of blockchain may be exploited by
criminals for illegal fund transfers, thus a conditional privacy-
preserving scheme is important for blockchain regulation. Cur-
rently, sharding technology under a multi-chain architecture is
used to improve blockchain scalability. However, current condi-
tional privacy-preserving schemes cannot work on this architecture.
To protect the privacy of the transaction, we present a conditional
privacy-preserving transaction scheme (MC-CPPT) for multi-chain
blockchain system. In this system, we proposed a zero-knowledge
proof based anonymous transaction, in terms of the identities of
transaction participants and amounts, which also enables the
unlinkability of transactions and indistinguishability between cross-
chain and intra-chain transactions in multi-chain blockchain sys-
tem. In addition, a multi-node regulatory agency is introduced to
control the transaction amount and frequency in the system without
a single point of failure. Moreover, an ECC-based encryption
scheme is proposed to achieve the traceability of suspicious transac-
tions. A security model is defined and the security of MC-CPPT is
demonstrated to meet the expected security goals. Evaluating the
prototype revealed acceptable performance and additional security
features.

Index Terms—Blockchain, scalability, UTXO model, conditional
privacy-preserving.

I. INTRODUCTION

LOCKCHAIN technology leverages security mechanisms,
such as public key encryption, hash chains, and proof-of-
work consensus, to achieve a decentralized, tamper-resistant,
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and forgery-proof shared ledger [1], [2], [3], [4]. Owing to its
decentralization, immutability, transparency, and trustlessness,
blockchain has become a groundbreaking technology, applied in
various fields [5], [6], [7], [8], [9]. Blockchain technology cur-
rently faces two major issues: poor scalability and lack of regu-
latory oversight in privacy preservation during cryptocurrency
transactions. To address the scalability and efficiency concerns,
blockchain systems based on sharding technology have been
proposed [10], [11], [12], such as Pyramid [13], Fleetchain [14],
Rapidchain [15], HIBEChain [16], and OmniLedger [17]. Fur-
thermore, HIBEChain [16] combines sharding mechanisms with
hierarchical multi-chain parallel processing to handle transac-
tions, thereby increasing the system throughput. This structure
is suitable for the blockchain system of smart cities with IoT
consumer electronics [18], [19].

The aforementioned studies addressed the scalability and effi-
ciency issues to a certain extent. However, owing to the ano-
nymity of the blockchain, the cryptocurrency transactions it
supports still face a lack of regulatory oversight for privacy pres-
ervation. Currently, there are two main methods for recording
transactions on a blockchain: the account model and the unspent
transaction output (UTXO) model. Transactions in the account
model inevitably expose identity and balance privacy, making
the UTXO model more advantageous for privacy preservation.
Consequently, researchers have focused on privacy preservation
in UTXO models. Although strong privacy preservation pro-
vides users with a high level of data security, it also creates
opportunities for criminals [20]. Some criminals exploit the
anonymity of the UTXO model blockchain to hide their true
identities during illegal fund transfers, evading traditional finan-
cial regulations. Therefore, regulating privacy preservation
and implementing traceable privacy-preserving transactional
schemes are imperative.

Recently, many conditional privacy-preserving schemes [21],
[22], [23], [24], [25], [26], [27] have been proposed for UTXO
blockchains; however, most of them are designed for single-
chain systems, such as DCAP [21], PRCash [24], TRCT [25],
and Traceable Monero [26]. However, solutions for existing
single-chain systems cannot be directly applied to multi-chain
systems. These blockchains may have some form of connection
at a physical or logical level, whereas single-chain systems
involve only a single blockchain. In multi-chain systems, intra-

0018-9340 © 2025 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and similar technologies.
Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Anhui University. Downloaded on March 24,2026 at 08:37:48 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0001-7258-3418
https://orcid.org/0009-0002-5605-8482
https://orcid.org/0000-0002-0392-9734
https://orcid.org/0000-0002-2600-6748
https://orcid.org/0000-0003-2465-7982
https://orcid.org/0000-0002-2446-7436
mailto:zhongh@ahu.edu.cn
mailto:hedebiao@163.com

2474

chain or cross-chain transactions may become easily distin-
guishable because of the information contained in the transac-
tions. This allows attackers to infer sensitive information, such
as user identities or transaction habits, by analyzing transaction
types combined with big data, leading to privacy leaks.
Although HIBEChain employs a decentralized hierarchical
identity signature scheme to enhance system security, it disre-
gards privacy preservation. Moreover, Deshpande [27] uses
adapter signatures and Schnorr signatures to ensure that cross-
chain transactions are indistinguishable from intra-chain trans-
actions, albeit with an added overhead. HyperMaze [28] is one
of the few solutions that consider both privacy preservation and
scalability; however, it is designed for the account model, which
can hardly hide the identity information of the payer. Currently,
multi-chain architectures increase transaction complexity, and
hiding the indistinguishability between intra-chain and cross-
chain transactions remains a challenge that is crucial for privacy
preservation.

To address these issues, we propose a conditional privacy-
preserving transaction scheme (MC-CPPT) for the UTXO-
based multi-chain blockchain system. The contributions of the
proposed scheme are as follows:

e To address the scalability of blockchain, an extended
hierarchical framework based on HIBEChain is proposed
for UTXO-based blockchain transactions. This frame-
work supports the parallel processing of transactions
across multiple blockchains, allowing the conversion of
incompatible cryptocurrencies such as Bitcoin and Ether-
eum into new compatible cryptocurrencies and reverse
conversion.

e To improve the anonymity of blockchain transactions, a
conditional privacy-preserving transaction scheme within
our proposed framework is proposed based on zero-
knowledge proof and ECC-based encryption. In the pro-
posed scheme, the users could send anonymous transac-
tions, in terms of the identities of the transaction
participants or specific amounts and the cross/intra-chain
transactions are indistinguishable. Moreover, the infor-
mation encrypted by ECC-based algorithms is provided
for the traceability of suspicious transactions.

e Security analyses of the scheme are conducted, and the
results indicate that MC-CPPT can achieve the expected
security features. We also evaluated the performance of
MC-CPPT and compared it with existing schemes. Com-
pared to other privacy-preserving transaction schemes,
the evaluation results prove that the MC-CPPT condi-
tional privacy-preserving scheme only generates a con-
siderably low additional overhead.

The remainder of this paper is organized as follows. Section II
reviews the related work on blockchain privacy preservation.
Section III introduces the knowledge prerequisites used in this
study. Section IV describes the system model and security
model of MC-CPPT. Section V outlines the MC-CPPT and
details its design. Section VI demonstrates the security of
MC-CPPT. Section VII evaluates the performance of the
MC-CPPT. Section VIII concludes the study.
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II. RELATED WORKS

The current state of research on privacy preservation and con-
ditional privacy preservation will be provided in the following
text.

A. Privacy-Preserving Transaction Scheme

To protect the privacy of both transaction parties, Miers et al.
[29] proposed Zerocoin, an encrypted extension of Bitcoin,
which utilizes zero-knowledge proofs in the process of minting
and redeeming Zerocoin to hide the information of transaction
senders and receivers. However, this scheme does not support
users directly paying Zerocoin to other users, and the denomina-
tions of Zerocoin are fixed. Based on Zerocoin, Eli et al. [30]
proposed Zerocash, allowing users to directly pay Zerocoin to
other users and supporting transactions of any denomination,
increasing flexibility. However, anonymous transactions in this
scheme are untraceable. Nosouhi et al. [31] proposed an unlink-
able coin called Ucoin, which does not rely on trusted third-
party entities. It destroys the link between input addresses and
output addresses in transactions by mixing multiple users’ trans-
actions into a single aggregated transaction. Xiao et al. [32]
introduced a decentralized mixed-coin scheme where users with
transaction intentions form a group. By splitting and mixing
coins, the transaction participants and transaction amounts are
concealed. However, the information for establishing the group
needs to be published on third-party social software, increasing
the risk of privacy leakage. Ruffing et al. [33] combined Coin-
Join, confidential transactions and additionally stealth addresses
to propose ValueShuffle, a mixing confidential transactions
scheme that provides comprehensive privacy for cryptocurren-
cies, including sender anonymity, receiver anonymity, and
transaction amount privacy. However, this scheme is vulnerable
to DoS attacks and sybil attacks. Guan et al. [34] proposed
BlockMaze, an account-based privacy-preserving scheme that
employs a dual-balance mechanism and a two-stage fund trans-
fer process to ensure unlinkability between two transactions.
However, this scheme is designed for single-chain systems, with
low throughput, which is difficult to meet the needs of large-
scale financial trading systems. Liu et al. [28] applied the dual-
balance account model of BlockMaze to each leaf blockchain in
the HIBEChain hierarchical multi-chain architecture, proposing
a privacy-preserving and scalable permissioned blockchain sys-
tem called HyperMaze. However, transactions in this scheme
are untraceable.

B. Conditional Privacy-Preserving Transaction Scheme

Liang et al. [21] proposed a traceable distributed anonymous
payment scheme based on Zerocash, utilizing homomorphic
commitments to tally transaction amounts and frequencies.
However, the sender of a pour transaction in this scheme can
determine whether the receivers of his two pour transactions are
the same person. Lin et al. [22] introduced a decentralized con-
ditionally anonymous payment system called DCAP, where
users’ anonymous addresses are derived from long-term
addresses. Managers can use anonymous addresses to trace
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suspicious transaction users’ long-term addresses (i.e., real iden-
tities) and revoke their permissions. However, abnormal detec-
tion to determine whether a transaction is suspicious requires
additional resources as it involves tracking transaction addresses
and fund flows to monitor intra-chain and cross-chain financial
activities on the blockchain. Lin et al. [23] designed a traceable
anonymous key generation mechanism, publicly verifiable
authorization mechanism, knowledge signatures and smart con-
tracts using public-key encryption, partially homomorphic
encryption and accumulators, proposing an anonymous, confi-
dential, and auditable transaction system called ACA. However,
this scheme only limits the maximum expenditure amount of a
user in a single transaction, and criminals intending to launder
money may utilize this rule to initiate multiple transactions
while controlling each transaction within the limit. Wiist et al.
[24] proposed PRCash, a blockchain currency that enables fast
payments, privacy preservation, and regulatory control, limiting
the total expenditure of users within a period. However, attack-
ers can link two transactions based on pseudonymous identities
in anonymous transactions. Duan et al. [25] combined the par-
tially extractable zero-knowledge proof scheme EPoK and the
classical anonymous transaction protocol RingCT to propose a
traceable anonymous transaction protocol called TRCT, which
is the first scheme that publicly verifies the traceability of trans-
actions while maintaining anonymity, ensuring that users cannot
forge relevant proofs to evade tracing. Li et al. [26] improved
the traditional cryptocurrency Monero by introducing traceable
Monero and proposed two tracing mechanisms. Regulatory
agencies can trace one-time addresses and long-term addresses
separately and issue traceability proofs that can be verified by
any user. However, this scheme is tailored specifically for
Monero.

The aforementioned studies have contributed to privacy pres-
ervation and conditional privacy preservation, but many chal-
lenges and limitations remain. For instance, the use of third-
party social software may lead to an increased risk of privacy
breaches, necessitate additional resources for detecting suspi-
cious transactions, result in linkability, or may only be applica-
ble to certain specific cryptocurrencies.

III. PRELIMINARIES
A. Hierarchical Blockchain System

HIBEChain [16] is a hierarchical blockchain system that
enhances scalability by parallel processing cryptocurrency
transactions.

As shown in Fig. 1, HIBEChain consists of multiple block-
chains organized in a tree structure. Each node in the tree repre-
sents an independent blockchain. Based on their position in the
tree, blockchains can be categorized into leaf blockchains, inter-
mediate blockchains, and root blockchains. Each leaf blockchain
manages terminal devices within a specific area, where these
devices submit transactions to their respective leaf blockchain
without interaction with other types of blockchains. Here is an
overview of the functions of each type of blockchain:

e Leaf Blockchains: They are responsible for handling pay-

ment transactions from terminal devices within their
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Fig. 1. Example of a 4-layer hierarchical blockchain system.

jurisdictions. The validators of the leaf blockchains, upon
successful verification, collect the transactions into a
block and submit a header transaction to their parent
chain. The header transaction contains the hash value of
the block, which is referred to as the block header.

e Intermediate Blockchains: They are responsible for han-
dling header transactions from their child chains. After
verifying the authenticity of header transactions, the vali-
dators of the intermediate blockchains collect them into a
block and submit a header transaction, containing the
hash value of this block to their parent chain.

e Root Blockchain: The root blockchain is unique and
responsible for handling header transactions submitted
by its child chains. The validators of the root blockchain
verify the authenticity of header transactions, collect
them into a block to form a final block header and broad-
cast it to its child chains. Similarly, child chains also
broadcast it to their respective child chains, ultimately
achieving global consensus.

B. Extended Merkle Tree

Unlike the Merkle tree (MT) used in single-chain systems,
HyperMaze [28] employs an extended Merkle tree (EMT) to
prove the validity of specific transactions. The EMT is essen-
tially a combination of multiple Merkle trees. Structurally, the
EMT is obtained by replacing the blockchains in the hierarchical
blockchain system’s tree structure with standard Merkle trees.
The root node of a child Merkle tree corresponding to a child
chain is also a leaf node of the parent Merkle tree corresponding
to the parent chain. To prove the validity of a transaction, it is
only necessary to demonstrate that the Extended Merkle proof
from that transaction to the root are valid. Fig. 2 presents an
example of the EMT proof. EMT Distributed across the hierar-
chical blockchain system, each blockchain maintains a portion
of the Merkle tree and synchronizes the tree structure with each
other. Users only need to acquire the complete proof when they
want to demonstrate the existence of a specific transaction,
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Fig.2. Example of EMT proof.

which can be achieved by inquiring the blockchain validator in
their respective jurisdiction.

C. Zk-SNARK

Zk-SNARK (Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge) [35] is suitable for proving statements
that are denoted as arithmetic circuits. Assuming C represents
an arithmetic circuit, which Rc expresses a NP relation Re =
{(x,w)|C(x,w) =0}. The language of is Lc = {x|Jow,
5..C(x,w) = 0}. zk-SNARK is suitable for statements that can
be expressed as arithmetic circuits, producing proofs of small
size that can be verified in milliseconds. A zk-SNARK system
for the language L consists of three polynomial algorithms
(KeyGen, Prove, Verify):

e (PKyz,VKz) « KeyGen(1*,C). The algorithm takes a
security parameter A\ and a circuit C as input, and outputs
proving key PKy, and verification key VKz. Both of them
are public to the prover and validator.

e 7« Prove(PKy,x,®). The algorithm takes a proving
key PKz, a public input x and a private input w for the
circuit C, and outputs a proof 7.

e {0,1} « Verify(VKz,x,n). The algorithm takes a verifi-
cation key VK7, a public input x, and a proof 7, and out-
puts 1 if the verification is successful, or 0 otherwise.

D. ECC-Based Threshold Encryption and Signature Scheme

ECC-based threshold encryption and signature scheme
require participants to collaboratively generate secret shares and
system public keys. In the ECC-based threshold encryption
scheme without a trusted center [36], any ¢ participants can
jointly decrypt without revealing the system private key. In the
ECC-based threshold signature scheme without a trusted center
[37], any ¢ participants can jointly sign without revealing the
system private key. This encryption and signature scheme con-
sists of six algorithms (Setup, KeyGen.Enc, Dec, Sig, Ver):

e pp — Setup(1*). The Setup algorithm inputs security
parameters A and outputs public parameters pp, including
finite fields F,, and elliptic curves G;. The Setup algo-
rithm also sets participant identities {/D;} and thresholds

(t,n).
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e (PK,{SK;}) < KeyGen(pp). The KeyGen algorithm
inputs public parameters pp. Each participants generates
a partial private key SK; and uses it to compute public
information, which is then used to compute the system
public key PK based on the public information. PK is
made public to all users.

¢ — Enc(PK,m). The Enc algorithm inputs public key
PK and plaintext message m, and outputs ciphertext c.

m «— Dec({SK;},c). The Dec algorithm inputs ciphertext
¢ and private keys {SK;} of any t participants, and uses
the private keys to generate decryption factors. The plain-
text message m is then computed using these decryption
factors.

o — Sig({SK;},m). The Sig algorithm inputs private
keys of any combination of ¢ participants SK; and the
message m to be signed. First, the hash of m is computed,
and then participants calculate partial signatures using
SK;. Any combination of 7 partial signatures can be com-
bined to form a complete signature o.

{0,1} < Ver(PK,m, ). The Ver algorithm inputs mes-
sage m, signature o, and public key PK. If verification is
successful, it outputs 1; otherwise, it outputs O.

IV. SYSTEM MODEL AND SECURITY MODEL
A. System Model

MC-CPPT adopts a sharded hierarchical multi-chain architec-
ture [16] to achieve system scalability. Non-leaf blockchain in
the system is maintained solely by verification agency, while the
leaf blockchain system model mainly comprises the following
four entities, as shown in Fig. 3:

e Leaf blockchain: The leaf blockchain acts as a distributed
ledger, recording the transactions submitted by valida-
tors. All leaf blockchains are based on the UTXO model.

e Verification agency: The verification agency consists of
multiple validators. It is responsible for verifying transac-
tion correctness, adding compliant transactions to the leaf
blockchain and submitting suspicious transactions to the
regulatory agency.

e Regulatory agency: The regulatory agency consists of
multiple regulators. It is responsible for negotiating and
publicly disclosing parameters in regulatory guidelines
and revealing the true identities of senders involved in
transactions that exceed limits.
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MC-CPPT4YT ()

L.pp < Setup(1*)

2.L + A°(pp)

31T Send — A° (L)

4.4 f trgenq-sender has not yet registered then return 1
5.return 0

MC-CPPTVP())

L.pp < Setup(1*)

2.(L0,L1) — A00,:01 (pp)

3.6 & {0,1}

4.Q ¥i3 {Register, Mint, Send, Receive}
5.a + Queryr, (Q)

6.b" «+ A9O1(Lg, Ly, a)

T.return b=1b

MC-CPPTEAL())

L.pp < Setup(1*)

2.L + A°(pp)

3.tTSend — A9 (L)

4.4 f txgenqg-input # txgenqg-output then return 1
5.return 0

MC-CPPTYNE())

1.pp < Setup(1*)

2.L + A°(pp)

3.(t1‘]y“nt, txllwmt) «— A© (L)

4 f txpsine.minter = txprine.minter then return 1
5-(txlwint7tx5'end) — AO(L)

6.1 f txprrine-minter = txgend.sender then return 1
7.(tl‘send, tx/Send) «— A© (L)

Fig. 4. Security experiments.

e Users: Users are entities requiring transactions.

We assume users are untrustworthy; malicious users may
attempt to spend assets that do not belong to them, spend the
same asset twice or even more, or exploit the anonymity of
blockchain for illegal fund transfers. Furthermore, external
attackers may infer sensitive information such as users’ real
identities, transaction amounts, account balances, transaction
habits, etc., by observing and analyzing transactions on the
blockchain. They may also exploit publicly available transaction
data to link two transactions together. Due to the traceability
and immutability of blockchain, it ensures that the entire block-
chain is trustworthy to external observers. In order to simplify
the design of the scheme, we assume that the verification agency
and regulatory agency are honest and curious.

B. Security Model

As a blockchain transaction scheme for conditional pri-
vacy preservation, MC-CPPT needs to satisfy authenticity,

8.4 f tTgeng.sender = tx'y ., .sender
Send
tTsend.-sender = tx' .receiver
Send
||tz sena.receiver = ta'y,, ,.receiver then return 1
9.return 0

MC-CPPTYMA(N) :

1.pp < Setup(1?)

2.L + A°(pp)

3.t$Mmt — .Ao (L)

4af 3ty € L st txpine.cmsn =ty ,.comsn
then return 1

5.1TSend — A° (L)

6.4f Jtaly,,q € L s.t. txgeng.cmsn = txly,,,  .cmsn
then return 1

T.return 0

MC-CPPTZ- NP ())

1.pp + Setup(1*)

2.L + A°(pp)

3.txgeng — A° (L)

4.gtype < A°(tzsend)

5. f trsend-type = gtype then return 1
6.return 0

MC-CPPTZEA()N)

1.pp < Setup(1?)

2.L « A°(pp)

3.txgeng — A° (L)

44f 3ty € L && violates regulatory guidelines
&& Trace(trsend) 7 trsend-sender then return 1
o.return 0

indistinguishability, balance, unlinkability, non-malleability,
and traceability. These properties are defined as follows, with
experiments shown in Fig. 4, including challenger C, adversary
A, and oracle O, where A is a polynomial-time adversary.

o Authenticity of the user: A user is considered authentic if
transactions submitted by users not registered with regu-
latory agency cannot be published on the ledger even if
they are valid and compliant with regulatory guidelines.
If for every probabilistic polynomial-time adversary A
and sufficiently large A, we have Pri]MC — CPPT4""())
= 1] <1+ negl()), then the user is considered authentic
(Where Pr[MC — CPPT4"(\) = 1] is the probability of
A winning in the AUT experiment).

e Indistinguishability of the ledger: The ledger is consid-
ered indistinguishable if it does not reveal any informa-
tion other than publicly disclosed information, such as
user identities, transaction counts, and transaction
amounts. The ledger is indistinguishable if for every
probabilistic  polynomial-time adversary A4 and
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sufficiently large )\, we have Pr[MC —CPPT/”()\) =
1] <1+negl(\) (Where Pr[MC—CPPT}”(\)=1] is
the probability of .4 winning in the IND experiment).

e Balance of transactions: A transaction is considered bal-
anced if the total input amount equals the total output
amount. A transaction is balanced if for every probabilis-
tic polynomial-time adversary A and sufficiently large A,
we have Pr([MC — CPPT5*(X) = 1] <1+ negl()) (where
Pr[MC — CPPT84(\) = 1] is the probability of A win-
ning in the BLA experiment).

e Unlinkability of transactions: A transaction is considered
unlinkable if the publicly disclosed information in the
transaction cannot be used to link two transactions. A
transaction is unlinkable if for every probabilistic
polynomial-time adversary A and sufficiently large A,
we  have  Pr[MC — CPPTY"()\) =1] <1+ negl())
(where Pr[MC — CPPTY""()\) = 1] is the probability of
A winning in the UNL experiment).

e Non-malleability of transactions: A transaction is consid-
ered non-malleable if the adversary cannot generate a
new transaction with the same disclosed data (i.e., coin
serial numbers) as a previous transaction but different
from it. A transaction is non-malleable if for every proba-
bilistic polynomial-time adversary .4 and sufficiently
large A, we have Pr[MC — CPPT)"*(\) = 1] <1+ negl(\)
(where Pr[MC — CPPT*4(\) = 1] is the probability of
A winning in the NMA experiment).

¢ Indistinguishability of transaction types: The transaction
types are considered indistinguishable if the adversary
cannot distinguish whether a transaction belongs to
on-chain transactions or cross-chain transactions. Trans-
action types are indistinguishable if for every probabilis-
tic polynomial-time adversary A and sufficiently large A\,
we have Pr[MC — CPPT'""?(X) = 1] <1+ negl()) (where
Pr[MC — CPPT'"*P(\) = 1] is the probability of A win-
ning in the 7_IND experiment).

e Traceability of transactions: A transaction is traceable if
regulatory agency can correctly recover the real identity
of the sender for transaction that violate regulatory guide-
lines. A transaction is traceable if for every probabilistic
polynomial-time adversary A and sufficiently large A,
we have Pr[MC — CPPT*(\) = 1] <1+ negl()) (where
Pr[MC — CPPT’f*()\) = 1] is the probability of A win-
ning in the TRA experiment).

V. SYSTEM DESIGN
A. Overview of MC-CPPT

The system process of MC-CPPT is divided into 6 stages:
Setup, Register, Mint, Send, Receive, and Trace. During the
Register stage, users must apply to the regulatory agency for
registration and authentication. To conduct transactions using
the universal cryptocurrency, users must mint coins in the Mint
stage, generate fxu;,, and submit them to the verification
agency. In the Send stage, users can transfer received or minted
coins in the Mint stage to others, generating #xs,,s that include

IEEE TRANSACTIONS ON COMPUTERS, VOL. 74, NO. 7, JULY 2025

proofs of transaction validity and compliance. The verification
agency is required to forward suspicious transactions to the reg-
ulatory agency for traceability. The receivers of the transaction
can obtain coins in the Receive stage. During the Trace stage,
the regulatory agency can recover the true identity of users who
registered in the Register stage.

Due to the UTXO model used by MC-CPPT, where the
input coins in fxs,,y are outputs from another txg,,4, attackers
may use this feature to link these transactions. The MT Proof
can hide the input coins in fxge,s. Considering MC-CPPT
operates within a multi-chain framework, the root of the MT
reveals the specific leaf blockchain, which allows attackers
to distinguish between intra-chain transactions and cross-
chain transactions. Therefore, we employ EMT Proof [28]
instead of MT Proof to achieve indistinguishability. To pre-
vent external observers from deducing the specific coin iden-
tity through the path in EMT Proof, we use zero-knowledge
proof to conceal the path. To prevent double-spending, each
coin is assigned a serial number, which users must reveal
when sending to prove the coin hasn’t been used before.
Since the denomination of coins is unknown, malicious
actors may exploit this loophole for money laundering. Thus,
we introduce regulatory guidelines on transaction amounts
and frequencies. Specifically, the total amount and total fre-
quency that the user can send within a certain period of time
are both limited. Each user has a counter to accumulate trans-
action amounts and frequencies. To prevent attackers from
correlating fxs.,qs using the counter, we use zero-knowledge
proof and MT Proof to hide the counter.

B. Details of MC-CPPT

Each leaf blockchain is equipped with n regulators, and user
identity authentication or tracing requires the participation of at
least 7 regulators. The processing of transactions on Leaf block-
chain is parallel and independent. The proposed scheme mainly
consists of six stages: Setup, Register, Mint, Send, Receive, and
Trace. The following will provide a detailed explanation of the
system from the perspective of one leaf blockchain.

Setup: Input security parameter A, the root blockchain selects
a g-order elliptic curve group G, where points on the elliptic
curve are defined over a finite field F,. g is a generator of the
group G. Define the collision-resistant hash function

H:{0.1}* — {0.1}*. Define the commitment scheme COM and
pseudo-random function PRF. We use the hash function to
instantiate the commitment scheme and pseudo-random func-
tion. Construct circuits Cregisiers Cints Csend_coms Csend_exe for
zero-knowledge proof, where Cseng com 1S for transactions that
comply with regulatory guidelines, and Cggg e is for transac-
tions that do not comply with regulatory guidelines. Employ
KeyGen(1,,C) to compute the proving keys and verification
keys (PKzs e VKt )» (PR VK21 )3 (PR 211 0 VR Lt )
(P KZSemLm > VKZSMJ,W ) .

Leaf Blockchain uses DKG technology to build and distribute
keys within its jurisdiction, as follows. Suppose the threshold of
regulators for a leaf blockchain is (z,n), where each regulator
Regi(where i € {1,n}) has a unique identity ID;. Reg; chooses a
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t—1 degree polynomial fi(x)=aj +ajpx+ -+ ay_x'™"

modg, computes f;(ID;) and f;(ID;), and sends f;(ID;) to Reg;.
Reg; broadcasts {b;, = g*}(w =0,1,...,t — 1) among the reg-
ulators of this leaf blockchain. When regulator Regj(where j €
{1,n} and j # i) receives {b;,} sent by the other n — 1 regula-
tors, it can determine the validity of f;(ID;) by verifying whether

gibi) = H;;_:lo bl{ijw holds. If it does not hold, reject f;(ID;) and

notify Reg; to recalculate and resend it. When regulator Reg;
receives fi(ID;) sent by the other n — 1 regulators, it can calcu-

late its personal regulatory private key sk; = Z]’.l:l fi(ID;)modg.

Then, Reg; calculates pk; = gfk’ based on sk; and broadcasts pk;
among the regulators of this leaf blockchain. According to
Lagrange interpolation, the regulators of this leaf blockchain

can calculate the regulatory public key pk = g** = gZizl di0 —

[T, pk""modp (where L(i)= [T, ?éi%), and publicly
announce the regulatory public key pk to the users of this leaf
blockchain. Additionally, according to regulatory guidelines,
the regulators of this leaf blockchain also need to jointly deter-
mine the maximum total transaction amount Nj;,,;; and total fre-
quency Vi, for anonymous transactions that users can conduct
within a period 7, and publicly announce 7, Ny, and Vi, to
the users of this leaf blockchain.

Register: The user U with identity of id selects rt —R Z;,
computes the initial counter serial number ctsn = PRF (idlllrt)
and the commitment of the initial counter ctmgy. Since the
counter commitment format is as follows: ctm = COM (id||
ctsn||Vo||No), where Vi and Ny represent the accumulated trans-
action amount and transaction frequency of the counter, respec-
tively, and the initial counter has not been used to accumulate
transaction amounts or frequencies, thus ctmy = COM (id||ctsn||
0]|0). At the same time, the user also needs to generate a proof
TRegisier UsiNg algorithm Prove(PKz,,,,,,.%,®), where x=
(id, ctmg) and @ = (rt, ctsn). Tregisier Proves that

e ctsn = PRF(id||rt)

o ctimy = COM(id||ctsn||0]|0)

U will send x,7tgegister to any of the regulators of the
respective leaf blockchain. Upon receiving the information
from the user, the regulator Reg; will first use algorithm
Verify(VKz, 0»Xs TRegiser) to verify the correctness of
TtRegister- 1f it is correct, the process will continue to the next
step; if it is incorrect, the regulator will refuse to authenticate
the user.

Reg; publicly disclose ctm to be signed at the regulatory
agency. Other regulators such as Reg; selects d; <R Z;, calcu-
lates D; = g%, and send D; to Reg;. After Regj receives t— 1 D;,
the signature group RT forms. Reg; need to calculate
ey = H(Cln’l()), (X(), Yo) =D= H;:l D; and [ = Xy — epmodg.
Reg; (where i€ RT) calculates o; = L(i)sk;l + d;modg and
publicly announces o; within the group. Reg; aggregates o; to
form the signature 0.4, = (I,0) = (> /_, 0;). Similarly, the
signature group can obtain g;; by signing id. (ctmg, 6.4,) Will be
sent to the validators, who will add it to the MT T,,, with the
counter commitment as the leaf node. At the same time, the sig-
nature of the user identity ¢;; and the initial counter o, will be
sent to U.
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After receiving o;; and o.,,, the user can verify its correct-
ness. Taking verification of ¢, = (/,0) as an example, the user
calculates ey = H(ctmy), X{, =1+ ¢, mod ¢, and using elliptic
curve calculations to obtain the corresponding Y}, then checking
if (X5, Y;) =g°/ pk! holds true. If it does, the signature is valid;
otherwise, the user notifies regulator Reg; to recalculate.

Mint: If U needs to mint a coin with a value of v, they must
first pay an equivalent amount of Bitcoin or other cryptocur-
rency to the backing escrow pool. Then, U selects ra, rs —R Z;,
computes a one-time address addr = PRF(id||ra), the coin’s
serial number cmsn = PRF (addr||rs) and the coin commitment
cm = COM (addr||cmsn||rs||v), and store the coin in the wallet
in the following format ¢ = (cm, addr, cmsn, rs,v). Additionally,
the user also needs to generate a proof my;,, using algorithm
Prove(PKz,,, .x,®), where x=(v,cm) and o = (id,addr,
ra,rs,cmsn). Ty, proves that

e addr = PRF(id||ra)

e cmsn = PRF(addr||rs)

o cm = COM (addr||cmsn||rs||v)

Subsequently, U submits the Mint transaction fxy, =
(x, Tying ) to the validators.

Upon receiving txyz,, the validators first use algorithm
Verify(VKz,,,,» X, Topine) to verify the correctness of myy;,,. After
successful verification, the validators add the coin commit-
ment cm to the T2 of this leaf blockchain (where Y is the
Merkle tree with coin commitment as leaf nodes) and sends
the root of 7Y to the validators of the parent blockchain.
Since the leaf blockchain processes transactions in parallel,
the parent blockchain collects a large number of similar roots
in a short period. These roots are used as leaf nodes to con-
struct a new Merkle tree, obtaining a higher-level root, which
is then sent to a higher-level parent blockchain. The coin com-
mitments generated by the leaf blockchains are passed layer
by layer in this manner until they reach the root blockchain.
Ultimately, the root of the Merkle tree constructed by the root
blockchain is obtained by hashing all the cm generated during
the period.

Send: If a user wishes to transfer cryptocurrencies to another
user, the sender S needs to create a Send transaction. Without
loss of generality, let’s assume that both the number of input
coins and output coins in the Send transaction are 2. For
ke {1,2}, the receiver R; who is identified as id; selects

K .
rai” <=2z, compute a one-time address addr;" =

PRF (idy||ra}®"), and selects an encryption secret key esky ﬁZ;‘
to generate an encryption public key epk; = g%, sending
addr}®” and epk; to S. To mint the new coin c, the sender first

R eqe M b
selects rs;" <—Z;, utilizes Ry’s addr]®” to calculate the coin’s

serial number cmsn}®’ = PRF(addr}®"||rs}¢’) and the coin
commitment cm}® = COM (addr}®"||cmsn;”|rs;” ||vi¢"). The
new coin format is as follows: ¢} = (cmi®,addr}",
cmsnpe”, rsi Vi), S needs to encrypt (cmsni®||rsi ||vVieY)
using AES algorithm to obtain Mh;. Meanwhile, the sender
encrypts the AES key mh; using Ry’s encryption public
key epk; in the following manner: choosing rhkiz(;‘,
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computing chy = (chyy,chiz) = (g, mhy x epk}™) and send-
ing (th,chk) to Ry.

To calculate the user’s transaction amount V' and transaction
frequency N over a period, the user needs to add the total
amount involved in this transaction v to V° and increase the

transaction frequency N°“ by 1, then record the new amount

V" and N™" into the new counter: select r#"*" £Z;, compute
ctsn™ = PRF(id||rf™"), ctm™ = COM (id||ctsn™® || V¥ | N"").
To ensure that the content of the payment transaction is not
arbitrarily tampered with by malicious attackers, the sender also
needs to sign the transaction data. Suppose the transaction data
to be signed is mu. Let mu = (rootem||root||root,||cmsn{"
(| cmsnS ||z || cmise™ ||V pup || ctsn®? || com™” || info), where root .y,
is the root of T.,,, root;, root, are the roots of EMT T.,,;, where
emS em9d reside, cmsng .cmsng' is the serial number of
gl 5 emii® ,cm3®” is the commitment of <1 3", vy is the
amount to restore the coin to the original currency like Bitcoin,
which is public, and the user can also set v,,; = 0, info is the
address to restore the original currency, such as a Bitcoin wallet
public key, ctsn,; is the serial number of the counter, ctm,,,, is
the commitment of the counter. The sender first selects

R
kg, T1 Z , computes the signature pubhc key is pky, = g,

next computes e=H(mu), (X,Y)=g", let p=Xmodp, if
p = 0 then reselect ru, computes 7 = rk‘1 (€ + sksig * p) mod p,
and the signature os.,y = (p,7) is obtained. The sender com-
putes h.sig = H(pksig)a and h; = PRF(add}’Jl)[dthg), hy =
PRF (addry' || hg), these two values bind hy;, with the one-time
addresses addr, addry". 1f the transaction amount and fre-
quency do not exceed the limit, the user need to generate a proof

Tiseng Using  algorithm Prove(PKz,, ...X,®), where x=

(rootl,rootg,cmsn?ld cmsnz'd cm’l”)w cnty®™ , Vpup, Bgigs i1, hy,
00t i, ctsn®™, ctm™)  and = (pathy,pathy,id, ray, ray,

Clddl"OZd, addr”]d, VSOId, VSOId, vold’ vald’ cm”ld, Cmold’ ddd}'new,
2 1 2 l 2 1 2 1
addrnew m)w rsgew’ cmsnl Cmsngew, Vr]ww’ vgew, old’ Yew

p athctm’ Vald7 Nold, Vnew, Nnew’ rtold’ ctm old, rtnew’ ctsnnew)_ TCSend
proves that
e root; = EMT (path,)

root, = EMT (path;)
addr¢" = PRF (id||ra;)
addr$' = PRF (id||ra,)

cmsn"ld PRF (addr||rs¢')

cmsngld PRF (addrs"|| rs”ld)

cmfld coM (addr”ld I cmsn"ld I rs”ld I vdd)
em$l = COM (addr$||cmsns 1d||rs ld]|ygid)
cmsn'|® = PRF (addr®”||rs|*")

cmsny®™ = PRF (addri®”||rs5")

cm’l’ew COM (addre*||cmsn}®” ||rsie” |[Vie")
cmy® = COM (addry®” || cmsnb®” ||rs§ew [[v3e)
Vold — Vold 4 vold

vneW — v’ileW + vgew

vold = yrew Vpub

hy = PRF (addr{"|| hy,)

hy = PRF (addr3" | hy,)

roOt ey = MT (path )
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yrew — Vold + Vold

Nrew — Nold + 1

ctsn®™® = PRF (id||rt°")

ctm®® = COM ((id || ctsn®™|| VoM ||N4)
ctsn"®” = PRF (id||ri™")

C new — COM(ld”Ctsnl’lEM/” VI’IEW”NVLEW)
ynew ¢ [0’ Vllmlt]

Nnrew < [O, Nlimil]

S submits the Send transaction seng = (X, Tsends Phsigs
Osend» Info) to the validators if 7xs.,, is compliant. If the transac-
tion amount or frequency exceeds the limit, S does not need to
prove the last two points of the proof above. Instead, the user
need to include the identity information for investigation. To
protect identity privacy, the information needs to be encrypted
using the regulatory public key pk. The encryption method is as
follows: encrypt (id||o;4) using AES algorithm to obtain Md,

select rd ﬁZ;, calculate cd = (cdy,cdsy) = (g%, md + pk'®) to
encrypt the AES key md, add Md, cd to txs.,y. To prevent
identity theft, S is required to additionally prove in the zero-
knowledge proof that the encrypted id matches the id that gener-
ated the addr’¥, i.e. tid = H(id||c;;). In this case, S generate
Ttsena Using algorithm Prove(PKz, , . .x, ). At the same time,
the user needs to add #id to x and submits the Send transaction
WXsend = (Md, cd, X, Tsend, Pksigs Osena, info) to the validators.

When the validators receive x4, they first check whether it
contains (Md,cd). If it does, validators use algorithm
Verify(VKzy,, ..., Tisena) to verify the correctness of 7mg,,q; If
not, they use algorithm Verify(VKz,, ..., X, Tisena) to verify the
correctness of mg,,y. If the verification fails, the transaction
request will be rejected. Otherwise, the validators verify the
correctness of  ogzg = (p,7). The validators calculate
€' = H(rootuy||root||rooty||cmsng™|| cmsns'® || e || cmg”w 1Vpus
\|ctsn®®||ctm” ||info), ¢ = t~'mod p, (X', Y') = 3 = g pkfl];,
check if X’ equals p. If they are equal, it indicates that the signa-
ture is correct. If the transaction complies with regulatory guide-
lines, meaning that #xs.,, does not contain (Md,cd), the
validators add ctmy,,, to Ty, add ctsn,jy to the set of the counter
serial numbers (indicating that the counter has been used), add
cmp™ to Tif:ffl and add cmsng™ to the set of coin serial numbers
(1ndlcat1ng that the coin has been used). Similar to cm from
Xpine, cm from txs.,q Will be eventually added to 779" of the
root blockchain through layer-by-layer propagation. If the trans-
action does not comply with regulatory guidelines, meaning that
1Xseng contains (Md, cd), the validators send £xs,,q to the regula-
tory agency to trace its real identity.

Receive: After receiving (Mh, ch) sent by S, R first decrypts
ch using the encrypted secret key esk, computes mh' =
chy chl‘“", decrypts Mh with the AES key mh’' to obtain
(cmsn||rs||v). Then R receives the coin in the following format:
¢ = (cm,addr,cmsn, rs,v).

Trace: In the case of tracing, any arbitrary ¢ regulators from
the leaf blockchain can conduct identity tracing on transactions
that violate regulatory guidelines. These ¢ regulators form a reg-
ulatory group. Each member Reg; of the regulatory group com-
putes ss; = cd; " “L0) and broadcasts ss; within the regulatory
group, enabling members to compute md' = cd, * cdy s and
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decrypt Md with the AES key md' to obtain (id||g;s). At the
same time, the regulatory is able to judge whether the user is a
registered and legitimate user by verifying the validity of ¢;;. In
order to ensure the unlinkability of transactions, regulatory
agency also need to generate a new signature o;; for the sender
if the user is ultimately proven not to have participated in illegal
fund transfers.

VI. SECURITY PROOF

In this section, we will prove the security of MC-CPPT, dem-
onstrating that it satisfies the following properties: user authen-
ticity, ledger indistinguishability, ledger balance, transaction
unlinkability, transaction non-malleability, transaction type
indistinguishability and transaction traceability.

Theorem 1: If the signature scheme is existentially unforge-
able under chosen message attacks (EUF-CMA secure), and the
hash function is collision-resistant, then MC-CPPT can achieve
user authenticity.

Proof: Since the validator can verify the ctm during the
validation of the Send transaction, it ensures that the user is a
legitimate user registered with the regulatory agency in its juris-
diction. Regarding the types of ctm, we categorize them for dis-
cussion. For the initial counter ctmy, it has a signature ¢,
authenticated by the regulatory agency. If a forged signature
that can successfully deceive the validator, it contradicts the
existence of the signature scheme’s unforgeability. As for non-
initial counters, they are constructed based on the previous
counter. Similarly, the previous counter is also constructed
based on the counter before it, and this backward induction con-
tinues until the initial counter. Hence, it can be categorized as
the first case.

Theorem 2: If zk-SNARK is zero-knowledge, the encryption
scheme is indistinguishable under chosen plaintext attacks (IND-
CPA secure), the commitment scheme is statistically hiding, and
the pseudorandom function is indistinguishable from a random
function, then MC-CPPT can achieve ledger indistinguishability.

Proof: We need to ensure that the ledger does not reveal
any information other than the publicly disclosed information,
such as user identities, transaction frequencies, and transaction
amounts. We construct an experiment sequence {E,wl,E 1, E>,
E3,Egin }, where C modifies the original experiment E, in the
security model. We will demonstrate that the difference in
advantage between A in E . and Eg;, can be negligible.

Firstly, C sends the public parameters pp to A and initializes
two oracles Oy and O;. In experiment E, after sampling
b€ {0,1}, C uses a simulator S to modify the key generation
and proof generation of zk-SNARK in E,.,. C does not call the
key generation algorithm KeyGen(1*,C) of zk-SNARK, but uses
S to generate proof keys PKyz, verification keys VK7, and
trapdoor. For the proof algorithm in zk-SNARK, S uses the
public input x and trapdoor to generate proof m without using
private input w. Since zk-SNARK is zero-knowledge, the dis-
tributions of proofs generated by S and the proof algorithm
Prove(PKz,x,) are the same. Therefore, the difference
between E; and E,,; is 0.
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In experiment E,, C replaces the ciphertext generated by the
receiver’s public key with ciphertext of random strings. Specifi-
cally, for each oracle, it first replaces the address addr with ran-
domly strings, and then replaces the plaintext to be encrypted
with randomly chosen strings from the plaintext space. Let g5 be
the total number of Send queries sent by A. If A has an advan-
tage €; in the IND-CPA experiment of the encryption scheme,
then the advantage difference between experiments E; and E; is
atmost4 - gs - €.

In experiment E3, C modifies £, by replacing the generated
pseudo-random function values with random strings. Specifi-
cally, the old coin serial number cmsn¢ in the Send query will
be replaced with random strings of the same length. Let gp be
the total number of times A uses PRF. If A has an advantage ¢,
in distinguishing pseudo-random functions from random func-
tions, then the advantage difference between experiments E, and
E5 isatmost gp - €.

In experiment Eg;,, C modifies E3 by replacing the generated
coin commitment with commitments of random strings. Specifi-
cally, addr||cmsn||cm||v in the Mint query will be replaced with
commitments of random strings of the same length, and cm}®” in
the Send query will also be replaced with commitments of random
strings of the same length. Let gy, be the total number of Mint
queries sent by A. If A has an advantage €3 in the hiding experi-
ment of the commitment scheme, then the advantage difference
between experiments E5 and Egim is at most (qy +4 - qp) - €3.

Since in experiment Ej;,, the responses and ledgers shown to
A are independent to b, the advantage of A in experiment Eg, is
0. Therefore, the advantage of A in E,qy is Advy <4-qp- €
+qp-e2+ (gu+4-qp) - 6.

Theorem 3: If the commitment scheme is computationally
binding, the hash function is collision-resistant, zk-SNARK is
sound, and the pseudo-random function is collision-resistant,
then MC-CPPT can achieve ledger balance.

Proof: The balance property is proven by modifying the
defined balancing experiment in the security model, allowing C
to obtain an augmented ledger where, for each payment transac-
tion, in addition to the original parameters, there is also a private
input . However, for A, the view of the ledger remains
unchanged. We represent the augmented ledger as (L,a ), where
a; is the private input x; of the i-th Send transaction. For transac-
tions generated by O, C can obtain the private input by querying
O. For Send transactions created and inserted into the ledger by
A, C can use the knowledge extractor of zk-SNARK to obtain
the corresponding private input.

The ledger (L,a ) satisfies balancing if the following condi-
tions are met:

e For any #xg,,,, the coin commitment cm¢ must correspond

to the output parameter of a previous Xy, O 1Xsend-

e There cannot be one coin commitment with two different

opening values.

e The total input amount in any fxs.,; must be equal to the

total output amount.

e If a cm¢ is an output parameter of £xjjuq, then the value
vzld of the coin must be equal to the value of the crypto-
currency deposited by the user into the backing escrow

pool. If a cmZ’d is an output parameter of fxg,,’, then the
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9l of the coin must be equal to the value V"’

value v{

responding to cm}" in txsenq'.

e The coins spent by A must either be minted by A itself

or received by A.

If the ledger L is unbalanced, it implies that A violates at least
one of the above conditions with a non-negligible probability.
We analyze each condition as follows and point out the contra-
dictions with the assumptions:

If condition 1 is not met, then cmzld does not exist on Ty,
and consequently, there is no verification path pathy. If the
authentication path passes verification, it implies a collision in
the hash function, contradicting its collision resistance property.

If condition 2 is not met, it means cm{? =cm but
cmsn,‘zld #* cmsnzld’, contradicting the binding property of the
commitment scheme.

If condition 3 is not met, it contradicts the soundness of zk-
SNARK.

If condition 4 is not met, it means cm =cm but
vl £ 0l contradicting the binding property of the commit-
ment scheme.

If condition 5 is not met, it means there exist addrgld/ and ra’
such that addr? = PRF(id||ra’), contradicting the collision
resistance property of the pseudo-random function.

Theorem 4: If zZk-SNARK is zero-knowledge, then MC-CPPT
can achieve transaction unlinkability.

Proof: Transaction unlinkability relies on the same parame-
ter appearing in two different transactions. For example, the
cmsn in a Xy, is equal to cmsnz’d in a txg,q, the cm,f’d in a tXgeq
is equal to the cm in a DXy, the cm in a txge,q is equal to the
cm®” in a DXsend > the cmsn® in a tXgepq 1 equal to the cmsnzld
in a xg,,y , and the ctm® in a txg.,q is equal to the ctm™" in a
IXsend' . However, cmsn in txy;, is a private input of 7y, and
em, emsn®” | ctm®™ in txse,q are private inputs of Tge,g, which
contradicts the zero-knowledge property of zk-SNARK.

Theorem 5: If the signature scheme is unpredictable, the hash
function is collision-resistant, the pseudo-random function is
collision-resistant, then MC-CPPT can achieve transaction non-
malleability.

Proof: A may attempt to alter the info field of txg,,,q, chang-
ing the original address to their own wallet public key in order to
gain benefits. Below, we categorize and discuss attack scenarios.
If A does not change the original signature, they would need to
find info’ such that the signature Gg.uy’ of (rOOtqy,||root; ||root,
(| cmsn$™||cmsng || cm® || cmbe” || vpus||ctsn® ||ctm™” ||info)" is
equal to the original og.,g. This contradicts the unpredictability
of the signature scheme and the collision resistance of the hash
function. If A uses their own signature key to sign, they would
need to find (pky;,’, sky,") such that satisfies /. = hy. This contra-
dicts the collision resistance of the pseudo-random function.

Theorem 6: If zZk-SNARK is zero-knowledge and the commit-
ment scheme is statistically hiding, then MC-CPPT can achieve
indistinguishability of transaction types.

Proof: Because the Merkle tree storing coin commitments
is global, regardless of which leaf blockchain’s Merkle tree T/
ultimately integrates into the final block header hash hash,,, of
the root blockchain, the difference in root; can only indicate that

the coin was minted or sent at different times. Therefore, A

cor-
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cannot distinguish whether a given #xg.,, is an intra-chain trans-
action or a cross-chain transaction based on root;. If zk-SNARK
is zero-knowledge, the path path; of cm' in T5¢'¢ will not be
revealed in 7tg,,y of txg,,q. If the commitment scheme is statisti-
cally hiding, the difference in Ry s’ addresses addry will not
affect the probability distribution of cm}*", thereby preventing A
from using cm®" to determine the transaction type.

Theorem 7: If the signature scheme is existentially unforge-
able under chosen message attacks (EUF-CMA secure) and
zero-knowledge proofs are reliable, then MC-CPPT can achieve
transaction traceability.

Proof: 1f a transaction violates regulatory guidelines, A4
cannot generate a valid range proof, as doing so would contradict
the reliability of the range proof scheme. Therefore, when a
transaction violates regulatory guidelines, the user needs to
include their identity certificate encrypted within the transaction.
Regulatory agency can decrypt it using their regulatory private
key to recover the user’s identity certificate. Additionally, since
the identity certificate is signed by the jurisdiction’s regulatory
agency, by verifying the signature’s correctness, regulatory
agency can confirm that the user is legitimately registered. If 4
can forge signatures and pass verification, it contradicts the
unforgeability of the signature scheme.

VII. PERFORMANCE EVALUATION
A. Functional Comparison

We conducted a functionality comparison with several rele-
vant schemes and summarize the comparison results in Table 1.
We comprehensively analyzed the schemes from different
functional aspects, including ledger indistinguishability, non-
malleability, unlinkability, transaction type indistinguishability,
scalability and traceability. Due to some studies only involving
single chain transactions, the indistinguishability between intra-
chain and cross-chain transactions, as well as the scalability of
blockchain, are not within the scope of discussion.

B. Performance Analyses

To evaluate the performance of MC-CPPT, we conducted an
experiment on a computer with an Intel(R) Core(TM) i7-11700
@ 2.50GHz and 16GB RAM. We used the circomlib library as
the zero-knowledge proof library, the BLS12381 curve as the
elliptic curve, and the SHA-512 hash function as the secure hash
function. To better analyze the computational overhead of the
proposed scheme, we listed the involved notations in Table II.
We conducted a theoretical analysis of computational overhead,
as shown in the Table III.

We tested the computational overhead and communication
overhead of stages in MC-CPPT. We set the threshold (¢,7) to
(7,10), the system level to 4, the depth of Tiif,’: to 6, and the
depth of T, to 10, the number of input and output coins in the
Send transaction to 1. In the Setup stage, the computational over-
head for the regulators is 58.497 seconds. In the Register stage,
the computational overhead for the regulators is 0.549 seconds,
for the validators is 0.018 milliseconds, and for the users is
0.641 seconds. In the Mint stage, the computational overhead
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TABLE I
COMPARISON OF TRANSACTION SCHEME

Scheme Wan et al. [16] Liu et

al. [28] Guan et al. [34] Xue et al. [21] Ours

The numbers of blockchains Multi-chain

Multi-chain

Single-chain Single-chain Multi-chain

Ledger indistinguishability X v v v v
Non-malleability 4 v v v v
Transaction type indistinguishability v v - - v
Scalability v v - - 4
Unlinkability X v v v v
Traceability v X X v v
TABLE II
NOTATIONS AND DESCRIPTIONS
Notation Description Notation Description
Toenreg Time of generating an 7gegiser proof operation Ty Time of a hash operation
Tyerreg Time of verifying an 7gegiser proof operation Tna Time of a modular addition operation
Tgennint Time of generating an 7, proof operation T Time of a modular multiplication operation
Tvertine Time of verifying an 7y, proof operation Ty Time of a point addition operation
Teensend Time of generating an 7,y proof operation Tom Time of a point multiplication operation
Tversend Time of verifying an mg,,s proof operation
TABLE III
COMPUTATIONAL COMPUTATIONAL OVERHEAD OF MC-CPPT
Stage Regulators Validators Users
(nt+12 = 1Ty
Setup +(2nt + 262 =3n— )Ty - -
+(nt =n)Tpg + (nt +n+1)Tp,
Register 2Ty + (214 2)Ta deptheoTh + Tyergeg ATy 4 2T 00 + 2T pa + 4Ty + Tyenreg
4Tmm + (2t - 2)Tpa + 2Tpm
Mint - depthcoin Th + TverMint 3Th + TgenMin!
(coiny, * deptheoin + depthey, + 1)Ty (2¢0inyu; + coiny, +4) Ty + Ting + 2Tum
Send - +2Tm + Tpu + 2Tpm + TverSend +Coingy Tpa + (ZC{Jin(mt + 2)Tpm + TgenSend
(+Th + Tpa + 2Tpm)
Receive - - Ty + Tpm
Trace 2T+ (t4+ V)T + 26T - -

+(t4+ D) Tpa + 3T

Note: *In the table, n represents the number of leaf blockchain supervisors, ¢ represents the threshold of supervisors, depth,,i, represents the depth of

Th"%f

coin>

depth

represents the depth of T, coin;, represents the number of coins input in the Send transaction, and coin,, represents the number of coins output in the Send

transaction.

for the validators is 0.534 seconds, and for the users is 0.654
seconds, the communication overhead was 902B. In the Send
stage, the computational overhead for the validators is 0.538
seconds, for users complying with regulatory guidelines is 1.119
seconds, and for users violating regulatory guidelines is 1.143
seconds, the communication overhead was 1447B. In the
Receive stage, the computational overhead for the users is 0.197
milliseconds. In the frace stage, the computational overhead for
the regulators is 0.652 milliseconds. Considering that the Serup
stage only needs to be executed once, we deem its relatively
long computational overhead acceptable. We also tested the
computational overhead and communication overhead of
HyperMaze [28] with 4-system level and 6-depth of MT. In the
Setup algorithm, the computational overhead for the validator
was 48.861 seconds. In the Convert algorithm, the computa-
tional overhead for the validator was 0.534 seconds and for the
user was 0.686 seconds, the communication overhead was
1124B. In the Redeem algorithm, the computational overhead
for the validator was 0.539 seconds and for the user was 0.696
seconds, the communication overhead was 1126B. In the Send

algorithm, the computational overhead for the validator was
0.546 seconds and for the user was 0.712 seconds, the communi-
cation overhead was 1283B. In the Receive algorithm, the com-
putational overhead for the validator was 0.532 seconds and for
the user was 0.941 seconds, the communication overhead was
1219B. We also tested the computational overhead and commu-
nication overhead of BlockMaze [34] with 6-depth of MT. In
the Setup algorithm, the computational overhead for the valida-
tor was 42.916 seconds. In the Mint algorithm, the computa-
tional overhead for the validator was 0.540 seconds and for the
user was 0.682 seconds, the communication overhead was
1124B. In the Redeem algorithm, the computational overhead
for the validator was 0.539 seconds and for the user was 0.696
seconds, the communication overhead was 1126B. In the Send
algorithm, the computational overhead for the validator was
0.548 seconds and for the user was 0.762 seconds, the communi-
cation overhead was 1348B. In the Deposit algorithm, the com-
putational overhead for the validator was 0.553 seconds and for
the user was 0.788 seconds, the communication overhead was
1286B. The Mint stage in MC-CPPT serves a similar function to
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Fig. 7. Computational overhead across number of receivers.

the Send algorithms in [28], [34]. However, our computational
overhead is significantly lower.

We kept other conditions constant and varied the system level
to 2, 3, 4, 5, 6, comparing the results with [28], as shown in the
Fig. 5. Similarly, we kept other conditions constant and varied
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the MT depth to 4, 6, 8, 10, and 12, comparing the results with
HyperMaze [28] and BlockMaze [34], as shown in the Fig. 6.
The higher overhead in the Setup stage for MC-CPPT compared
to [28] is due to our need to generate two types of circuits for
the Send transaction: one for users who comply with regulatory

Authorized licensed use limited to: Anhui University. Downloaded on March 24,2026 at 08:37:48 UTC from IEEE Xplore. Restrictions apply.



CUI et al.: CONDITIONAL PRIVACY-PRESERVING TRANSACTION

guidelines, which requires proving that the transaction amount
and frequency are within the limits, and one for users who vio-
late regulatory guidelines, which requires proving that the user
has truthfully bound their identity. The Send stage in MC-CPPT
is similar in function to the Receive algorithm in [28] and the
Deposit algorithm in [34]. Our computational overhead is
slightly higher because ours includes checks for the range of
transaction amounts and frequencies, enhancing the system’s
security. Therefore, we consider the slightly increased computa-
tional overhead to be acceptable.

Additionally, MC-CPPT’s Send stage allows the payer to
transfer coins to multiple receivers in a single transaction,
whereas users in [28], [34] need to initiate multiple transactions
to transfer cryptocurrency to multiple receivers. Consequently,
as the number of receivers increases, our computational over-
head is significantly better, as shown in Fig. 7.

VIII. CONCLUSION

In this study, we proposed MC-CPPT, a conditional privacy-
preserving transaction scheme for the UTXO-based blockchain
with multi-chain architecture. A multi-node regulatory agency is
introduced to establish regulatory guidelines, limit users’ trans-
action amounts and frequencies, and restore the real identities of
suspicious users. The validity and anonymity of the transactions
are achieved through zero-knowledge proofs. The security of
the proposed scheme is formally proven under a defined security
model. In addition, we evaluated the performance, and experi-
mental results showed that the performance of MC-CPPT is
acceptable with more security features.
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