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Achieving Fair and Efficient Revocable Access
Control for IIoT Data Sharing: A

Blockchain-Enabled Approach
Bei Li , Hong Zhong , Jing Zhang , Qingyang Zhang , Jiaxin Li, and Jie Cui , Senior Member, IEEE

Abstract—With the advancement of computing and com-
munication technologies, Industrial Internet of Things (IIoT)
has emerged accordingly. In IIoT environments, efficient data
sharing is achieved through collaboration among end devices,
edge servers, and cloud servers. However, ensuring the security,
efficiency, and fairness of service data access for end devices
remains a significant challenge. To address this, we propose
a fair and efficient revocable access control scheme based on
blockchain. The proposed scheme leverages smart contracts to
establish a fair payment mechanism, ensuring fairness for IIoT
data sharing. In addition, a proxy-assisted decryption approach
is employed to minimize the decryption overhead on end devices.
Moreover, the scheme supports efficient user revocation without
requiring updates to the private keys of end users. This enhances
the overall security and usability of the system. Finally, a
thorough security and performance analysis indicate that the
proposed scheme fits well within IIoT scenarios.

Index Terms—Attribute-based encryption (ABE), data sharing,
fair payment, user revocation, verifiable outsourced decryption.

I. INTRODUCTION

W ITH the development of cloud computing and commu-
nication technologies, the Industrial Internet of Things

(IIoT) has been widely adopted. In the IIoT, devices are
characterized by limited computational resources and large
quantities, making traditional centralized cloud-based data-
sharing architectures increasingly inadequate for meeting the
demands of low latency and high quality of service. An edge
computing-based IIoT architecture can facilitate data trans-
mission between cloud servers and industrial devices, thereby
reducing computational and transmission delays. However, this
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architecture raises a number of security concerns, particularly
in access control and trustworthy distribution [1], [2].

First, it is imperative to preserve the confidentiality of
service data and support flexible access control during sharing
and transmission. To this end, Attribute-based encryption
(ABE) has emerged as a widely used technique due to its
ability of fine-grained access control [3]. Nevertheless, in
practical deployments, if an end device is compromised, the
keys it holds may be misused, thereby endangering the security
of the data and models. Consequently, it is essential for the
system to support dynamic user revocation. Devices in the IIoT
often have limited resources, and cannot conduct too many
sophisticated processes. Therefore, the computational cost of
the device should be considered when achieving revocation.

By transferring the time-consuming work to a proxy server,
outsourced ABE reduces the computational overhead on the
data user side [4], [5]. However, outsourced ABE poses data
security and online payment issues. For example, a user may
pay for an outsourced decryption service, but a proxy server
corrupts the integrity of the data during data computation
or provides an incorrect result. Malicious users can even
obtain free outsourced services by accusing the proxy server
of providing incorrect results. Consequently, obtaining fair
payments in outsourced computing is challenging [6].

A possible solution involves introducing a trusted
third-party institution as an intermediary to enable fair pay-
ments [7], [8]. However, conventional payment methods suffer
from several limitations. First, the requirement that trusted
third parties always participate in an exchange can lead to
a payment bottleneck. Second, some users who value their
privacy are concerned about the transparency of transactions
during the payment process, even if a trusted authority operates
fairly.

Blockchain has recently received considerable attention
owing to its decentralization and self-control features [9].
Blockchain-based platforms, such as Ethereum, can operate
autonomously and independently of any single party. Both
parties can use smart contracts to achieve fair payments;
the smart contracts verify the results of the outsourced
computation to ensure fair transaction execution. Although
blockchain-based fair payments have been used in public
data audits [10], [11], searchable encryption [12], [13], and
machine learning [14], [15], blockchain technology is rarely
applied in a universal and fair manner for outsourced comput-
ing in the IIoT environment.
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A. Motivation and Contribution

Currently, the process of data sharing in IIoT should satisfy
the following security requirements. The first security require-
ment involves quickly repairing the system and revoking
corresponding users in the event of a data leakage. The sec-
ond security requirement concerns maintaining data integrity
while ensuring secure and efficient data sharing. The third
security requirement is the ability to make fair payments for
resource-constrained devices in IIoT contexts when adopting
data outsourcing services. Based on these requirements, we
develop an efficient and fair revocable access control scheme
to enable data sharing for IIoT. To provide revocable access
control with data integrity checks, we combine revocable ABE
with verifiable outsourced computation, and then leverage
blockchain to enable fair payment in outsourced computation.
The contributions are as follows.

1) A server-aided revocable ABE scheme with data
integrity and decryption verification is proposed to
alleviate the security and privacy challenges of resource-
restricted devices in data sharing. The proposed scheme
employs proxy servers to offer data users outsourced
computing and achieve efficient user revocation. Data
integrity and decryption verification address the issue
of incorrect computing results generated by outsourced
computing.

2) A blockchain-aided data sharing for the IIoT context is
designed to address the fair payment issue caused by
the deployment of proxy servers. Blockchain technology
is integrated with the proposed revocable ABE scheme
to ensure fair and efficient data sharing in resource-
restricted contexts while addressing the three security
requirements described above.

3) A formal security proof and detailed performance analy-
ses are presented to validate the security and usability of
the designed system. The results show that the proposed
scheme achieves both secure and efficient, and the
simulated smart contract results further highlight the
feasibility and utility of the blockchain-integrated data
sharing solution.

B. Related Work

To achieve the verifiability of outsourced computation
results, Lai et al. [16] first proposed a verifiable outsourced
ABE model, and then provided a particular structure based
on Green et al.’s approach [17]. However, the recommended
solution demands additional storage and outsourced computa-
tion expenditure due to the extra ciphertext generated during
encryption. Lin et al. [18] developed an ABE scheme with
verifiable outsourced decryption using the key encapsula-
tion technique. The solution combines symmetric encryption
technology and a commitment technology to optimize the
computation overhead of encryption and outsourced decryp-
tion. Ning et al. [19] developed an auditable outsourced
ABE technique that also accomplished user anonymity and a
restricted number of fine-grained access while resisting key
disclosure concerns. Li et al. [20] constructed a verifiable out-
sourced decryption scheme, in which a ciphertext embedding

a redundant random message is generated during encryption to
enable verification of the decryption result by both authorized
and unauthorized users. Miao et al. [21] proposed a verifiable
outsourced ABE scheme, where the verifiable tag mecha-
nism is utilized to achieve the outsourced result verification.
Sun et al. [22] introduced a verifiable data sharing scheme
based on a commitment mechanism, and leveraged a proxy
server to convert attribute-based ciphertexts into public-key
ciphertexts. Although the aforementioned approaches all take
into account the verifiability of computing results in access
control, they do not achieve the malicious user revocation and
the fair payment in outsourced computing.

Cui et al. [4] introduced a proxy-assisted user revocation
scheme, Qin et al. [5] introduced a dual-server-assisted revo-
cation technique to address decryption key leakage issue.
Guo et al. [23] leveraged blockchain technology to tackle the
key escrow problem in ABE scheme, and introduced a group
manager to manage users and support revocation. In [24], the
cloud server updates ciphertexts associated with the data owner
to achieve user revocation. Meng and Cheng [25] designed
an efficient tracing mechanism for proxy-assisted revocation
schemes, enabling user revocation by updating the proxy
server’s transformation key. To address the issues of user revo-
cation and verifiability of outsourced decryption, Ge et al. [26]
proposed a revocable ABE scheme, in which user revocation
is achieved by updating the ciphertext access policy on the
cloud server. Additionally, verifiability of the decryption result
is ensured by generating redundant ciphertext components
during encryption. Chen et al. [27] proposed a revocable access
control scheme with support for decryption result verification.
It ensures verifiability by generating ciphertexts containing
redundant messages and employing a commitment mechanism,
while user revocation is achieved by updating the ciphertext
access policy. However, this approach introduces additional
overhead on the user side. Liu et al. [28] also employed a
commitment mechanism to achieve verifiability of outsourced
computation results, and utilized puncturable encryption to
enable data file erasure.

Fair payment has been proposed and intensively researched
in order to alleviate the trust problem in outsourced com-
puting and preserve the interests of the participants [29].
Chen et al. [7] developed a fair payment approach address-
ing the trust problem of distributed outsourced computing.
Because the method is based on the regular electronic payment
system, a semi-trusted third party is required to complete the
transaction, which may be a payment bottleneck. Cui et al. [30]
proposed a blockchain-assisted method for outsourced func-
tional encryption that provided fair payment while ensuring the
verifiability of the outsourced computing results. Lin et al. [6]
used blockchain and cryptography technologies to create an
optimal fair payment system. Because the approach does not
reliant on zero-knowledge proof, it performs better than the
prior solutions. Liu et al. [31] proposed a fair hybrid data trans-
action system used the blockchain, in which cloud servers offer
data storage and blockchain facilitates fair and transparent data
transactions. Ge et al. [32] proposed an efficient verifiable
outsourced decryption scheme, and blockchain only requires
to perform a small amount of meta computation to validate
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TABLE I
COMPARISON OF THE RELATED WORK

Fig. 1. Example of binary tree with eight users.

the correctness of the outsourced computation results, while
ensuring fair payment between proxy servers and data users.
Feng et al. [33] constructed a fair data trading scheme based on
blockchain, and ABE is adopted to enforce fine-grained access
control. Merkle tree and commitment techniques are employed
to ensure data integrity verification. Chen et al. [34] also
employed Merkle trees to implement fair data trading based
on a trusted third party and blockchain. However, they do not
consider user revocation or proxy decryption. Ruan et al. [35]
proposed a blockchain based revocable outsourcing access
control scheme that achieves fairness between outsourcing
servers and data users. The comparison is shown in Table I,
where the OutDec stands for outsourced computation, Rev
means revocation, and FairPay means fair payment.

II. PRELIMINARIES

A. Revocation Mechanism

This tree structure was introduced in [36] to achieve efficient
revocation. Here we briefly recall the revocation techniques.
Given a binary tree BT with at least N leaves, and the leaf
node is associated with the user. For a node θ , path(θ) is the
path from θ to the root root. And cover(rl) denotes a minimum
nodes set, which can cover all the nonrevoked users. For any
nonrevoked user associated with leaf node θi, there must exist
one node xi = path(θi) ∩ cover(rl).

As shown in Fig. 1, the tree has eight leaves related to
the users. Suppose the current revocation list rl = {id1, id3},
then cover(rl) = {8, 10, 2} and path(id5) = path(11) =
{11, 5, 2, 0}. For the nonrevoked user id5, he can find a node
xi = cover(rl) ∩ path(id5) = {2}. Note that the minimum set
outputted by cover(rl) is actually the same as that of KUNodes

Fig. 2. System model.

in [4], the difference is we use the minimum set to generate
the updated ciphertexts instead of the user’s secret key.

B. Commitment Scheme

A commitment scheme Com consists a pair of algorithms
Com = (Init, C, V). The Com.Init initializes the commitment
scheme and generates parameters cp. When a sender wants to
commit to a message m, he generates a commitment cm =
Com.C(m, r) and returns it to the receiver. The receiver can
verify the commitment through Com.V(cm, m, r)

?= 1. The
receiver accepts the commitment if Com.V(cm, m, r) = 1. The
correctness of the commitment requires that ∀m ∈ M if cm←
Com.C(m, r) then Pr[Com.V(cm, m, r) = 1] = 1. And it needs
to satisfy the following properties.

Hiding: It requires that the commitment reveals nothing
about the message m.

Binding: It requires that the commitment value computed
by the sender can not be opened as two inconsistent mes-
sages. This implies it is infeasible for an adversary to
choose two different messages m0 �= m1 and the com-
mitment value Com.C(m0, r) = Com.C(m1, r) = cm and
Com.V(cm, m0, r) = Com.V(cm, m1, r) = 1.

III. SYSTEM MODEL

This section presents the architecture of the proposed
blockchain-aided data sharing framework. Furthermore, the
definition of server-aided revocable ABE with verifiable
decryption (SR-ABE-VD) is presented. After that, we present
the security definition of SR-ABE-VD.

A. System Architecture

As shown in Fig. 2, SR-ABE-VD is composed of six
components: central authority, data owner, data user, cloud
server, proxy server and blockchain.
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1) Central Authority: The completely trusted central
authority is responsible for the system initialization and
the user key generation.

2) Data Owner: It is the owner of the shared digital assets.
To make better use of the data, it will encrypt and upload
the data to the cloud for analysis by the appropriate data
user.

3) Data User: It is the one who uses the data. When it
needs to access the data, the corresponding ciphertext
is retrieved from the cloud, and it then outsources part
of the decryption procedure to the proxy server to
decrease computational cost. It will pay the associated
computation fee if the proxy server produces the correct
computation result.

4) Cloud Server: It is in charge of maintaining shared
data and contains a significant number of storage and
computational power.

5) Proxy Server: It has sufficient computing capability to
handle outsourced computing tasks. It is semi-trusted
and may deliver inaccurate or partial computing results.
When the proxy server honestly executes the outsourced
computing tasks published by the data user, it will earn
the relevant service charge, and vice contrary, it will be
fined.

6) Blockchain: It is a decentralized and reliable platform
maintained by a large number of record nodes. Any
blockchain supporting smart contracts can be integrated
into the proposed system. Smart contracts are deployed
on the blockchain and performed automatically when
particular events occur (e.g., data users submitting com-
puting tasks), and can be used to ensure fair payments
between data users and proxy servers. Both parties must
pay a deposit when initiating a task, data users when
submitting tasks and proxy servers when accepting them.
Upon mutual agreement, the smart contract transfers
the payment to the proxy server. In case of disputes,
it resolves them fairly. If the proxy returns incorrect
results, its deposit is compensated to the user. If the
user maliciously accuses the proxy, their deposit is
transferred to the proxy.

B. Definition

Next, based on the system architecture, we give the defini-
tion of the proposed SR-ABE-VD.

1) Setup(1λ) → (msk, pp): Taking as input λ, the central
authority executes this algorithm to initialize the system
and outputs the public parameters pp and the master
secret key msk.

2) UKGen(pp, id) → (pkid, skid): Taking as input pp, the
central authority executes this algorithm to generate the
public secret key pair (pkid, skid) and (pkpxy, skpxy) for
the proxy server.

3) PxyKGen(msk, Uid, pkid, pkpxy) → PxyKid: Taking as
input msk, a set of attributes Uid and the proxy server’s
public key pkpxy, the central authority executes this
algorithm to generate the proxy decryption key PxyKid
for the proxy server.

4) Encrypt(pp, (M, π ), msg, rl) → CTrl: Taking as input
pp, an access structure (M, π), a message msg and a
revocation list rl, the data owner executes this algorithm
to generate the ciphertext CTrl.

5) CTUpd(CTrl, rl′) → CTrl′ : Taking as input the cipher-
text CTrl associated with the revocation list rl and an
updated revocation list rl′, the central authority runs
this algorithm to update the ciphertext. The updated
ciphertext CTrl′ will replace the old ciphertext CTrl and
be stored in the cloud server.

6) PxyDec(CTrl, id, PxyKid) → CT ′: Taking as input the
ciphertext CTrl, the user identity id and the proxy
decryption key PxyKid associated with user id, the proxy
server generates the partially decrypted ciphertext CT ′rl.

7) Decrypt(CTrl, CT ′rl, skid)→ msg: On input the original
ciphertext CTrl, a partially decrypted ciphertext CT ′rl and
the user’s secret key skid, the data user executes this
algorithm to recover the underlying message msg or an
invalid symbol ⊥. The data user accepts the message if
it can pass the decryption verification.

8) Audit(CTrl, CT ′rl, msk, pkid) → {0, 1}: This algorithm
takes pkid of the data user id, the master secret key msk,
the original ciphertext CTrl and a partially decrypted
ciphertext CT ′rl as input, and the central authority run
it to determine whether the proxy server returns an
incorrect result.

9) Revoke(id, rl) → rl′: Taking as input rl and a revoked
user identity id, the central authority executes this
algorithm to update the revocation list rl→ rl′.

Note that in the SR-ABE-VD, the proxy decryption key
does not need to be updated. To enforce forward and back-
ward security, we utilize the ciphertext update mechanism.
Concretely, encryption consists of two steps: one gener-
ates access policy-related ciphertext and the other generates
ciphertext on the revocation state. When a revocation event
occurs, the central authority needs to modify rl and the
revocation-related ciphertext components. To achieve verifi-
able decryption, a commitment to the message is generated
during the encryption. This commitment can be utilized to
verify the integrity of the message when the data user executes
the ciphertext decryption.

Definition 1 (Correctness): A SR-ABE-VD scheme
�SR−ABE−VD is correct, implying that for any λ and all
msg selected from the message space, if the attributes of
id satisfy the access policy and the user is not revoked, we
have that Decrypt(CTrl, CT ′rl, skid) = msg where CT ′rl ←
PxyDec(Enc(pp, (M, π), msg, rl), id, PxyKid).

C. Security

Considering the security of SR-ABE-VD, we expect
the scheme to meet two requirements: indistinguishability
against chosen plaintext attacks (indistinguishability under
chosen-plaintext attacks (IND-CPA)) and ciphertext decryption
verifiability.

To prove the IND-CPA security, we reduce it to the IND-
CPA security of SR-ABE-VD without verifiable decryption
(SR-ABE) and the computationally binding property of the
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underlying commitment scheme. And the IND-CPA security
of the SR-ABE can be described by a game as follows.

Setup: B runs setup to generate pp, msk, rl ∈ ∅ for
revocation, (pkpxy, skpxy) for a proxy server and a user tree
BT . B returns pp to A and keeps msk privately.

Phase 1: The simulator generates two empty list L1, L2 and
A can adaptively queries to B.

1) UKGen(id): A requests a private key query with an
identity id, B executes the UKGen algorithm and inserts
(id, pkid, skid) into L1.

2) PxyKGen(id, Uid): A requests a proxy decryption key
with a set of attributes Uid and an identity id, B
executes the PxyKGen algorithm to obtain the attribute
related proxy decryption key PxyKid. Then the tuple
(id, Uid, PxyKid) will be inserted into L2.

3) Corrupt(id): The simulator inserts (id, pkid, skid) into
L1 if the entry does not exist, otherwise it aborts and
returns ⊥.

4) Corrupt(PxyKid): B inserts (id, Uid, PxyKid) into L2
if the entry does not exist, otherwise it aborts and
returns ⊥.

5) Revocation(id): A requests with an identity id, B exe-
cutes the Revoke algorithm and returns an updated
revocation list rl′.

Challenge: The adversary A chooses two equal length
messages msg0, msg1 and an access structure (M∗, π∗) with
the following restrictions.

1) For any id∗ has been queried to UKGen(id) and
(id∗, Uid∗) has been queried to the PxyKGen(id, Uid).
If the attribute set Uid∗ satisfies (M∗, π∗), the
revocation(id) needs to be queried.

2) For a nonrevoked user id∗ whose attribute set Uid∗
satisfies the access structure (M∗, π∗), then the id∗
should not be queried to the UKGen(id) previously.

B chooses b ∈R {0, 1} and runs the Encrypt on message
msgb to obtain the challenge ciphertext CT∗rl. Finally, CT∗rl will
be sent to adversary A.

Phase 2: A requests queries with the same restrictions as
in Phase 1.

Guess: A outputs a bit b′, it wins at the condition that b′ =
b. And its advantage in winning the game is Adv = |Pr[b =
b′]− 1/2|.

Definition 2: An SR-ABE scheme satisfies the IND-CPA
security if no efficient A can win the game defined above
with a non-negligible advantage. The selective security can
be achieved by putting a Init step before Setup step where A
outputs an access structure.

Definition 3: We say that the proposed SR-ABE-VD is
selective secure if the SR-ABE is selectively IND-CPA
security and the underlying commitment scheme satisfies
computationally hiding property.

The ciphertext decryption verifiability of the proposed SR-
ABE-VD can be captured by the following game.

1) Setup: The simulator B obtains pp and msk, and for-
wards pp to the adversary A.

2) Phase 1: A can query to B as in the IND-CPA security
game.

3) Challenge: A queries on a challenge value (M∗, π∗)
and a message msg∗, the simulator B executes Encrypt

algorithm to obtain (CT∗rl, cm∗) and sends them to the
adversary.

4) Phase 2: A makes queries as in Phase 1.
5) Output: A submits a partially decrypted ciphertext

CT∗T . The adversary wins if Dec(CT∗rl, CT∗T , sk∗id) /∈
{msg∗,⊥}.

Definition 4: An SR-ABE-VD scheme achieves the decryp-
tion verifiability if no adversary can win the above verifiability
game with a non-negligible advantage.

IV. MAIN CONSTRUCTION

In this section, a concrete construction of the proposed SR-
ABE-VD is presented, then we integrate it with the blockchain
to implement the fair payment.

A. Generic Construction

Setup(1λ): This algorithm calls a group generator Gen(λ)

to generate a bilinear group description G = (p, G, GT , e),
then it chooses g, u, w, h, v ∈ G and α ∈ Zp and sets as
the public parameters pp = (G, g, u, w, h, v, e(g, g)α) and the
master secret key msk = α. Finally, it initializes an empty
revocation list rl and a binary tree BT with at least N leaf
nodes, where N denotes the maximal number of system users.
All the nodes i of the BT are embedded with a tuple (yi, gyi),
where gyi = gyi is public and yi ∈ Zp need to be kept privately.

UKGen(pp, id): The central authority takes as input the
public parameters pp and a user identity id, it chooses a hash
function H : {0, 1}∗ → Zp and computes xid = H(id) and
sets (pkid = gxid , skid = xid) as the public secret key pair
of user id. And this algorithm can also generate the key pair
(pkpxy = gxpxy , skpxy = xpxy) for the proxy server.

PxyKGen(msk, Uid, pkid, pkpxy): The central authority takes
as input the master secret key msk, a set of attributes Uid =
{U1, U2, . . . , Uk}, the user’s public key pkid and the proxy
server’s public key pkpxy, it selects β, r, r1, r2, . . . , rk ∈ Zp

and computes

K0 = gβrpkα
idpkβ

pxywr, K1 = gr, K2 = gβ

{
Kτ,2 = grτ , Kτ,3 =

(
uUτ h

)rτ v−r
}

τ∈{1,2,...,k}.

Then it fetches the leaf node θi associate with the user
id and retrieves gyθi

from the leaf node. Then it chooses
b ∈ Zp to compute (D = gβrgb

yθi
, E = gb). Finally, the

proxy decryption key for the user id is set to be PxyKid =
(K0, K1, K2, D, E, {Kτ,2, Kτ,3}τ∈{1,2,...,k}).

Encrypt(pp, (M, π), msg, rl): The data owner takes as
input the public parameters pp, the message msg, a revoca-
tion list rl and an access structure (M, π) satisfies M ∈
Zl1×l2

p , π : [l1] → Zp, where [l1] denotes 1, 2, . . . , l1.
It chooses the column vector 
v = (s, v2, v3, . . . , vl2) and
computes the shares {λi = Mi
v}i∈[l1]. Then it chooses
rm, t1, t2, . . . , tl1 ∈ Zp and two hash function H1 : GT →
Zp, H2 : {0, 1}∗ → Zp to compute

C = (msg||rm)⊕ H1
(
e(g, g)αs)

C0 = gs, cm = gH2(msg)hH2(rm)

{
Cτ,1 = wλτ vtτ , Cτ,2 =

(
uπ(τ)h

)−tτ
, Cτ,3 = gtτ

}

τ∈[l1]
.
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Let cover(rl) be the minimum cover set of the revo-
cation list rl, then for all nodes j ∈ cover(rl)
it computes Cj = gs

yj
. Finally, it sets CTrl =

((M, π), C, C0, cm, Cτ,1, Cτ,2, Cτ,3τ∈[l1], {Cj}j∈cover(rl), rl) as
the final ciphertext.

CTUpd(CTrl, rl′): The central authority runs this algorithm
to update the ciphertext. Given the current revocation list
rl′ and the old revocation list rl, let cover(rl′) denotes
the minimum cover set associated with rl′. For node j′ ∈
cover(rl′), if there exists j ∈ cover(rl) and j = j′, then set
C′j = Cj. Else, if node j ∈ cover(rl) and j ∈ path(j′), i.e.
path(j′) = path(j)∪ {ydep(j)+1, . . . , ydep(j′)}, it computes Cyj′ =
(Cyj)

(yj′/yj) = gs
yj′ . Finally, it updates the ciphertext as follows:

CTrl′ = ((M, π), C, C0, cm, Cτ,1, Cτ,2, Cτ,3τ∈[l1], {Cj′ =
gs

j }j′∈cover(rl′), rl′).
PxyDec(CTrl, id, PxyKid): The proxy server takes as input

the ciphertext CTrl, the user id, and the proxy decryption key
PxyKid, the proxy server abort the algorithm if the attributes
in PxyKid do not satisfy the access structure in CTrl or the
user has been revoked, i.e. id ∈ rl. Otherwise, it can compute
a set of constants ωi ∈ Zp for I = {i : π(i) ∈ Uid}, and
the constants satisfy the equation

∑
i∈I ωiMi = (1, 0, . . . , 0).

Then the proxy server needs to request the proxy decryption
key update module by submitting (id, E = gb) to the central
authority. When the user id is not revoked, then the central
authority retrieve a node j ∈ path(θi) ∩ cover(rl), where θi is
a leaf node associated with id and path(θi) is the path from
the root to the node θi. The central authority computes E′ =
Eyθi/yj and returns E′ to the proxy server. Then the proxy server
computes

B =
∏
i∈I

(
e(Ci,1, K1)e(Ci,2, Kτ,2)e(Ci,3, Kτ,3)

)ωi

C′ = e(C0, K0)e
(
E′, Cj

)

e
(
C0, (K2)

skpxy · D) · B = e(g, pkid)
αs

and outputs the partially decrypted ciphertext CT ′rl ={(M, ρ), C′}.
Decrypt(CTrl, CT ′rl, skid): The data user takes as input the

partially decrypted ciphertext CT ′rl and parses as the original
ciphertext CTrl = ((M, π), C, C0, cm, Cτ,1, Cτ,2, Cτ,3τ∈[l1]).

Then it computes (msg||rm) = C⊕H1(C′sk−1
id ). If the equation

gH2(msg)hH2(rm) = cm holds, the data user accepts the message
msg. Otherwise, the data user discards the message.

Audit(CTrl, CT ′rl, msk, pkid): The central authority takes as
input the original ciphertext CTrl, a partially decrypted cipher-
text CT ′rl, the master secret key msk and the public key
pkid of user id, it retrieves C0 from CTrl and C′ from CT ′rl.
Then it checks whether the equation e(pkα

id, C0) = C′ holds.
If yes, it outputs 1 and means the proxy server returns a
correct computing result. Otherwise, it outputs 0 and means
the computing result is incorrect.

Revoke(id, rl): When a user’s decryption key is leaked or
the user maliciously accuses the proxy server of returning an
incorrect result, the central authority adds the user identity id
to the revocation list and updates it to rl′ = rl ∪ id.

Fig. 3. Workflow of the protocol.

Fig. 4. Fair and efficient revocable data sharing protocol.

B. Integrating With Blockchain

To achieve fair payment, we integrate the proposed SR-
ABE-VD with the blockchain. Since the smart contract is not
suitable for performing too many cryptographic operations,
most algorithms still need to be executed off the chain.
Specifically, the proposed revocable data sharing scheme with
fair payment has the following smart contract functions:
SubmitTask, SubmitResult, SubmitConfirm, Payment, Withdraw
and Judge. The workflow can be found in Fig. 3. And the high-
level protocol can be found in Fig. 4. In the figure, the process
of ciphertext uploading by the data owner is not depicted.

SubmitTask: After obtaining the ciphertext from the cloud,
the data user can generate a computing task for the proxy
server. To lower the communication overhead and the storage
overhead of the blockchain, the data user can store the
computing task in the cloud server and only submit the index
of the task. It submits the task to the blockchain by receiving
the task index and computation fee. To avoid the data user
refusing to pay for the computing service, this function is set
to be payable. When the data user executes this function, he
needs to pay a certain amount of security deposit. We set a
condition for the amount to be no less than the computing fee.
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SubmitResult: When the proxy server gets a computing task,
he can execute the PxyDec algorithm to obtain the task result.
Then he runs this contract function to submit the result. It
receives the task index and partially decrypted ciphertext as
input and submits the result to the blockchain. This is also
a payable function, which is used to avoid the proxy server
submitting an incorrect result. The condition of the security
deposit amount is the same as that of the SubmitTask function.

SubmitConfirm: When the data user accepts the computing
result, which means the partially decrypted ciphertext can pass
the integrity check, the data user can execute this contract
function to submit a confirmation of the computing task.

Payment: When the data user submits confirmation of the
computing task, the proxy server or the data user can execute
this contract function to complete the payment. It takes the
task index as input and handles the fee transfer to the proxy
server. This function will check whether the data user submits
confirmation of the task, then will check whether the payment
has not been executed for this task. If all the conditions
hold, the function will record the transaction and complete the
payment.

Withdraw: When the task has been paid, the data user or
proxy server can execute this contract function to retrieve the
security deposit.

Judge: When the data user object to the computing result
(resp. the data user keeps not submitting the result confir-
mation), the data user (resp. the proxy server) can request
arbitration from the central authority. This contract function
enables the central authority to determine whether the result
is correct. The task index is passed to this function, and
the contract function will execute the Audit algorithm and
automatically confirm the task status if the computing result
is correct. At this point, the proxy server can run the Payment
function to complete the payment. If the computing result is
incorrect, the contract will mark this task as completed and
send the deposit paid by the proxy server to the corresponding
data user as compensation. And when the task is marked as
completed, the Payment will not transfer the computing fee to
the proxy server.

V. SECURITY ANALYSIS

Security analyses are provided in this section. We develop
the analyses from two aspects: 1) the selectively IND-CPA
security and 2) the verifiability of decryption defined in
Definition 2, Definition 3 and Definition 4. After that, we use
the automated tools to verify the security formally.

A. Formal Analysis

Theorem 1: If the CP-ABE scheme in [37] is selectively
IND-CPA secure, then the proposed SR-ABE satisfies the
selectively IND-CPA security.

We use �sr to stand for the SR-ABE scheme and use �rw to
denote the underlying CP-ABE scheme, respectively. Assume
there exists an adversary can break the selectively IND-CPA
security of the proposed scheme �sr with a non-negligible
probability, then we can construct a simulator B to selectively
break the scheme �rw with a non-negligible probability.

Init: The simulator B obtains the tuple (M∗, π∗) from the
adversary A, where (M∗, π∗) is an access structure.

Setup: B forwards (M∗, π∗) to the challenger of �rw to
obtain the public parameters pp∗rw = (G, g, w, v, u, h, e(g, g)α).
Then it chooses xpxy ∈ Zp and computes pkpxy = gxpxy . The
proxy server’s public secret key pair is set to be (pkpxy =
gxpxy , skpxy = xpxy). Finally, the simulator initializes rl ∈ ∅ and
a user tree BT , and the tuple (pp∗ = pp∗rw, pkpxy, skpxy) is sent
to A.

Phase 1: B generates two empty list L1, L2 and responds
the adversary’s query requests as follows.

1) UKGen(id): The adversary queries on id to the UKGen
query, the simulator B runs the UKGen algorithm to gen-
erate (pkid = gxid, skid = xid) if id has not been queried
to the UKGen. Then the simulator inserts (id, pkid, skid)

into L1.
2) PxyKGen(id, Uid): Upon receiving the PxyKGen query

on (id, Uid), B checks whether the id has been queried
to UKGen(id), if not B generates (pkid,skid) as in the
UKGen(id) query. Then for the attribute set Uid �
(M∗, π∗), where � means the attribute set satisfies the
access policy, B computes the proxy server’s decryp-
tion key PxyKid = (K0, K1, K2, D, E, {Kτ,2, Kτ,3}τ∈[k])

as in the PxyKGen algorithm, i.e., it chooses
β, b, r, r1, r2, . . . , rk ∈ Zp and computes K0 =
gβrpkα

idpkβ
pxywr, K1 = gr, K2 = gβ, {Kτ,2 =

grτ , Kτ,3 = (uUτ h)rτ v−r}τ∈{1,2,...,k}. Then it computes
D = gβrgb

yθi
, E = gb. If the attribute set Uid �

(M∗, π∗), where � means the attribute set does not
satisfy the access policy, B sends Uid to the challenger
of �rw to acquire the attribute related secret key SKU =
(K∗0 , K∗1 , {K∗i,2, K∗i,3}i∈[k]), where K∗0 = gαwr, K∗1 =
gr, {K∗i,2 = gri , K∗i,3 = (uUτ h)rτ v−r}i∈[k]. Then it chooses
β, b, α and computes the proxy server’s decryption key
PxyKid = (K0, K1, K2, D, E, {Kτ,2, Kτ,3}τ∈[k]) as K0 =
K∗0 gβrpkα

idpkβ
pxy, K1 = K∗1 , K2 = gβ, E = gb, D =

gβrgb
yθi

, {Kτ,2 = K∗i,2, Kτ,3 = K∗i,3}τ∈[k]. Finally, the
simulator inserts (id, Uid, PxyKid) into L2.

3) Corrupt(id): The simulator B checks whether the entry
(id, pkid, skid) exists in the list L1, it aborts and returns
⊥ if no such entry exists. Otherwise, it inserts the entry
to the list L1.

4) Corrupt(PxyKid): The simulator B checks whether the
entry (id, Uid, PxyKid) exists in the list L2, it returns ⊥
if it not exists. Otherwise, it returns PxyKid.

5) Revocation(id): Upon receiving a query on identity id,
B inserts id into the revocation list rl.

Challenge. The adversary A chooses a message tuple
(msg0, msg1) with the restriction that |msg0| = |msg1|
and submits it to the simulator. B forwards the message
tuple to the challenger of �rw to obtain the cipher-
text CTrw = (C, C0, Cτ,1, Cτ,2, Cτ,3τ∈[l1]), where C =
msgb · e(g, g)αs, C0 = gs, {Cτ,1 = wλτ vtτ , Cτ,2 =
(uπ(τ)h)−tτ , Cτ,3 = gtτ }τ∈[l1] Then B computes C∗ = C/msgb
and sets CT∗rl = (C∗, C0, cm, Cτ,1, Cτ,2, Cτ,3τ∈[l1], {Cj =
gs

j }j∈cover(rl), rl). Finally, the challenge ciphertext CT∗rl is sent
to A.
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Phase 2: A requests queries as in Phase 1.
Guess: A submits b′ ∈ {0, 1} and the simulator B sends it

to the challenger of �rw.
According to the above analysis, we can observe that the

distributions of the public parameters, secret keys and the
ciphertext in the above IND-CPA game are identical to the real
system. Therefore, the adversary that can selectively break the
IND-CPA game of �sr with a non-negligible probability can
also break �rw with the same probability.

Theorem 2: The proposed SR-ABE-VD scheme achieves
selective IND-CPA secure, provided that the underlying SR-
ABE is selective IND-CPA secure and the commitment
scheme is computationally hiding.

Proof: We denote the length of the challenge message of
the challenge phase in Theorem 1 to be |msg0| = |msg1| =
l1 and the fixed length of the random value selected in the
Encrypt algorithm to be |rm| = l2. And the IND-CPA security
of SR-ABE-VD can be proved as follows.

Game0: The selective IND-CPA security game of SR-ABE-
VD. Upon receiving the challenge message (msg0, msg1)

and an access structure (M∗, π∗) from the adversary, the
simulator chooses b ∈ {0, 1} and r∗ and computes CT∗rl =
Encrypt(msgb||r∗m, (M∗, π∗)) and the commitment of the
message cm∗ = Com.C(msg∗b, r∗m), respectively.

Game1: This game is basically the same as Game0. When
the adversary requests two message (msg0, msg1), the simu-
lator computes the challenge ciphertext by executes CT∗rl =
Encrypt(0l1+l2 , (M∗, π∗)).

Game2: This game is basically the same as Game1. When
the adversary requests two message (msg0, msg1), the simu-
lator computes the challenge ciphertext by executes cm∗ =
Com.C(0l1 , r∗m).

To complete the proof we introduce two lemma to prove
that AdvGame0

A ≈ AdvGame1
A and AdvGame1

A ≈ AdvGame2
A , where

≈ means computationally indistinguishability. In Game2, the
challenge messages selected by the adversary is indepen-
dent of the ciphertext which means the adversary has no
advantage. According to the fact that AdvGame0

A ≈ AdvGame1
A

and AdvGame1
A ≈ AdvGame2

A , we can obtain that AdvGame0
A ≈

AdvGame2
A . Thus, we can conclude that the adversary A has

a negligible advantage in the selective IND-CPA security of
SR-ABE-VD (Game0).

Lemma 1: Assuming the SR-ABE satisfies selective IND-
CPA secure, it follows that no PPT adversary is able to
distinguish Game0 and Game1 with non-negligible advantage.

Proof: Assume that A can distinguish Game0 and Game1
with non-negligible advantage, then we can construct B that
can break the IND-CPA security of the SR-ABE with non-
negligible advantage.

We denote C the challenger in the IND-CPA security game
of SR-ABE. And B answers A’s requests as follows.

Setup: C executes Setup to obtain pp and msk. The pp is
sent to the simulator B and B then runs ppcm ← Com.Init(1λ)

to get the parameters of the commitment scheme. The tuple
(pp, ppcm) is sent to A.

Phase 1: Upon receiving the UKGen query (resp. PxyKGen
query) on user identity id (resp. user attributes Uid) from

the adversary A, B executes its own UKGen oracle (resp.
PxyKGen oracle) and returns the outputs to A.

Challenge: A chooses two challenge message |msg0| =
|msg1| = l1 and an access structure (M∗, π∗) satisfies that
U � (M∗, π∗) for all queried (id, Uid). The challenge mes-
sages and the access structure are submitted to the simulator
B. B chooses r∗ ∈ Zp and computes cm∗ = Com.C(msgb, r∗m)

by randomly chooses a bit b ∈ {0, 1}. Then it sets (M0, M1) =
(msgb||r∗m, 0l1+l2) and forwards it along with an access struc-
ture (M∗, π∗) to the challenger C. The challenger C executes
CT∗rl = Encrypt(Mb, (M∗, π∗)) and returns it to the simulator.
Finally, B constructs the tuple (CT∗rl, cm∗) and sends it
to A.

Phase 2: This phase is basically the same as Phase 1 except
that A cannot query the UKGen on the identity id that the
attributes Uid associated with id satisfy the access structure
(i.e., Uid � (M∗, π∗)).

Guess: The adversary A submits b′ ∈ {0, 1} to the simulator,
B outputs 0 if b = b′ else outputs 1.

We can observe that if the encrypted message is M0 =
msgb||r∗m, then it is exactly the same as in Game0. And when
the encrypted message is M1 = 0l1+l2 , it is exactly the same
as in Game1. Suppose there exists adversary A can exhibit
a non-negligible difference in advantage between the Game0
and Game1, then we can construct algorithm B break the
selective IND-CPA security of SR-ABE with a non-negligible
advantage. Thus, we can prove the above lemma.

Lemma 2: If the underlying commitment scheme of SR-
ABE-VD is computationally hiding, then no adversary can
distinguish Game1 and Game2 with a non-negligible advan-
tage.

Proof: Assume that the PPT adversary A can distinguish
Game1 and Game2 with a non-negligible advantage, then
we can construct B that can break the underlying commit-
ment scheme in the hiding property with a non-negligible
advantage.

We denote C the challenger in the underlying commitment
hiding property game. The simulator B responds A’s requests
as follows.

Setup: The challenger C executes ppcm ← Com.Init(1λ) to
get the public parameters of the commitment scheme. Given
the input ppcm, B runs Setup to obtain pp and msk. The tuple
(pp, ppcm) is sent to A.

Phase 1: Upon receiving the UKGen queries or the
PxyKGen queries from the adversary A, the simulator B
executes its own UKGen oracle or PxyKGen oracle and returns
the outputs to the adversary.

Challenge: A chooses two challenge message |msg0| =
|msg1| = l1 and an access structure (M∗, π∗) satisfies
that Uid � (M∗, π∗) for all queried (id, Uid). The tuple
(msg0, msg1, (M∗, π∗)) will be submitted to the simulator
B. B executes the Encrypt algorithm to obtain the ciphertext
CT∗rl = Encrypt(0l1+l2 , (M∗, π∗)) and chooses a random bit
b ∈ {0, 1}. Then it sends (M0, M1) = (msgb, 0l1) to C to obtain
the commitment on Mβ . The challenger C chooses a random
value r∗m ∈ Zp and computes cm∗ = Com.C(Mβ, r∗m). Finally,
B constructs the tuple (CT∗rl, cm∗) and sends it to A.
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Phase 2: This phase is basically the same as Phase 1 except
that A cannot query the UKGen on the identity id that the
attributes Uid associated with id satisfy the access structure.

Guess: The adversary A submits b′ ∈ {0, 1} to the simulator,
B outputs 0 if b = b′ else outputs 1.

We can observe that the view of adversary A is basically
the same as in Game1 if β = 0 and when β = 1 the view of A
is identical to that of Game2. If A can exhibit a non-negligible
difference in advantage between the Game1 and Game2, then
we can construct algorithm B breaks the commitment scheme’s
hiding property. Thus, we can prove the above lemma.

Theorem 3: If the scheme �cm is computationally binding,
then �sr is decryption verifiable.

Proof: Assume that A can break the verifiability game of
SR-ABE-VD, then we can utilize A to construct a simulator
algorithm B that can break the binding property of �cm with
non-negligible advantage.
B obtains (ppcm, pp, msk) as in the natural way and sends

the tuple to the adversary A. B can answer the UKGen and
PxyKGen queries using the master secret key. Upon receiving
the challenge message msg∗ and an access structure (M∗, π∗)
from A, B constructs (CT∗rl, cm∗) and returns to A. B contin-
ues to response the queries from A as above. Finally, A returns
((M∗, π∗), CT∗T), where CT∗T is a partially decrypted cipher-
text. A wins the game if Dec(CT∗rl, CT∗T , skid) /∈ {m∗,⊥},
where skid is associated with the challenge access structure
(M∗, π∗).

When A wins the verifiability game, we can obtain a dif-
ferent message msg′ satisfies msg′||r′m = Dec(CT∗rl, CT∗T , skid)

and Com.V(msg′, r′m, cm∗) = 1 where msg′ /∈ {msg∗,⊥}. This
means the simulator B reveals the commitment and gets two
different messages (msg∗, msg′), which is conflict with the
binding property of �cm. Thus, we can prove the theorem,
i.e., the proposed scheme is decryption verifiable.

B. Further Analysis

To further analyze the security, we employed the automated
verification tool ProVerif [38] to formally verify the protocol’s
security. As ABE is not natively supported in ProVerif, we
modeled it as a probabilistic public key encryption scheme.
In addition, we modeled the decryption behavior of the proxy
server and the commitment generation performed by the data
owner during encryption.

The primary security goal of our scheme is IND-CPA, i.e.,
the adversary should not be able to distinguish which of two
chosen plaintexts was encrypted. This property is captured
in ProVerif using observational equivalence. Another goal
is to ensure that an adversary without a valid private key
cannot decrypt the ciphertext, thus guaranteeing both message
confidentiality and key secrecy. This property is expressed
in ProVerif through query-based secrecy specifications. Since
equivalence properties and adversary queries are incompatible
in ProVerif, the two security goals must be verified separately.
Fig. 5 illustrates part of the source code used to implement
the protocol. Fig. 6 presents a summary of the verification
results, combining the outcomes of both analyses into a single

Fig. 5. Main processes in ProVerif.

Fig. 6. Output of the verification.

overview. The results confirm that our scheme satisfies the
intended security goals.

VI. PERFORMANCE EVALUATION

This section presents the comparisons of the proposed
scheme and other schemes [4], [26], [30], [35]. The
reason for choosing these schemes to analyze is that
scheme [4] first introduced server-aided revocable ABE and
scheme [26], [30], [35] have the property of data integrity or
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TABLE II
BENCHMARK RESULTS OF VARIOUS OPERATIONS (MS)

decryption verifiability. In the following, we concentrate on the
analysis with respect to computing overhead, communication
overhead, and smart contract overhead.

Computing Overhead: We use the Charm (version 0.5)
framework and Python 3.7 to implement the proposed scheme
and the comparison schemes. Experiments were executed
on a desktop computer with an Intel core i5-10500 CPU
@ 3.1 GHz and 12 GB RAM running the Windows Subsystem
for Linux (Ubuntu 20.04) in a Windows 11 host environment.

In Table II, the benchmark time of basic operations are
provided. We used the SS512 curve for testing, and the
benchmark time is the average of 100 runs. In the table mul
is the multiplication operation, exp stands for the exponential
operation, h1 is the hash operation of hashing an attribute to
a group element, hr denotes the hash operation of hashing an
attribute to a random integer, p is the pairing operation, sr is
the operation of selecting a random integer. From the table we
can see that the operations of exp, h1 and p take more time.
Therefore, we only consider these operations in the following
theoretical analysis.

In Table III, the efficiency comparisons are provided. For
the Keygen algorithm, the scheme [35] requires minimal
exponential operation and [4] requires a maximal exponential
operation. The Keygen algorithm here denotes the genera-
tion of attribute-related keys (e.g. PxyKGen of the prosed
scheme). For the Encrypt algorithm, the scheme [26] requires
more exponential operations than other schemes. Since the
underlying attribute encryption algorithm of the proposed
scheme and schemes [4], [30] is the same, the exponential
operation required in the Encrypt algorithm time is basically
the same. For the Decrypt algorithm, the proposed scheme
and schemes [4], [30], [35] both introduce a proxy server to
assist the user decryption and both involve a few exponential
operations. For the Transform algorithm (e.g. PxyDec of the
proposed scheme), the scheme [30] needs to generate an
additional transformation ciphertext for verification, which
requires about twice the computation operation compared
with the proposed scheme and scheme [4]. For the Revoke
algorithm, the scheme [4] needs to generate the transformation
update key component and the updated transformation key.
Scheme [26], [35] must merge the revoked access policy with
the original one to form a new access policy and update the
ciphertext. Only the ciphertext module relating to the revoked
user has to be updated in the proposed scheme.

To further evaluate the computing overhead of the proposed
scheme, we implement prototypes of the proposed scheme
and other schemes. The access policy follows the form
“Att1 and Att2, . . . and Attn”s, the attributes number involved
in the Keygen, Encrypt, Transform, Decrypt and Revoke is set
from 10 to 50 in increments of 10. The number of revoked
attributes in [26], [35] is set equal to the attributes number

Fig. 7. Keygen.

Fig. 8. Encrypt.

used in the encryption phase. The results are the average
runtime measured for ten runs of each algorithm.

Fig. 7 shows the correlation between the computing over-
head of key generation algorithm and the attributes number. It
should be noted, however, that in scheme [4], the generation
of attribute keys is related to the tree hierarchy in which the
user node is located. A user must generate the corresponding
private key for each node on its path. We only show the time
required to generate a node key for the sake of analysis.

As illustrated in Fig. 8, encryption overhead in these
schemes is attribute-dependent and increases accordingly. The
encryption overhead of [4], [30] and the proposed scheme is
essentially the same, which is consistent with the theoretical
analysis results. Since scheme [26] generates extra cipher-
text when implementing integrity, its encryption overhead is
roughly double that of the other schemes.

As shown in Fig. 9, there is no significant difference in
transformation overhead between the proposed scheme and
scheme [4]. Scheme [30] requires the generation of additional
outsourcing transformation ciphertext in order to implement
outsourced computing verification, and its computing overhead
is relatively high.

As shown in Fig. 10, the proposed scheme and
schemes [4], [30] have low decryption costs that do not
vary with the attributes number because of the adoption
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TABLE III
EFFICIENCY COMPARISONS

Fig. 9. Transform.

Fig. 10. Decrypt.

of server-aided decryption. Scheme [26] has high com-
putational overhead because it does not use server-aided
decryption.

It is worth noting that although our scheme performs slightly
worse than that of [35] in the key generation, transformation,
and encryption, it achieves better performance in user revo-
cation. In addition, [35] attains fairness by involving multiple
blockchain nodes to perform partial decryption and compar-
ing their results with those of the outsourced computation
provider, thereby ensuring both verifiability and fairness of the
computation. In contrast, our scheme enables the verification
of outsourced results with significantly lower computational
overhead. With respect to revocation, their approach requires
updating the ciphertext access policy, resulting in substantial
computational costs.

Fig. 11. Revoke.

Fig. 12. Computation cost on Raspberrypi.

Fig. 11 shows our scheme incurs the minimal computational
overhead for user revocation. In contrast, the revocation
process in [26], [35] involves operations that are related to
both the attributes number used in the encryption phase and
attributes number to be updated, resulting in higher overhead.

To validate the computational efficiency of our scheme, we
carried out additional experiments using a Raspberry Pi 4B
with 4 GB RAM to simulate a resource-constrained device,
and a cloud server equipped with a 4 GB RAM Intel Xeon
Gold 6133 CPU @ 2.50 GHz to simulate an edge server.
We performed encryption and decryption on the Raspberry Pi,
while the outsourced transformation and revocation operations
were executed on the edge server. Fig. 12 demonstrates that
our scheme achieves efficient decryption performance on
resource-constrained devices. Although the encryption phase
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Fig. 13. Computation cost on edge server.

TABLE IV
COMMUNICATION COMPARISONS

incurs a higher overhead, it remains acceptable—with an
encryption time of less than 0.6 s when the number of
attributes is 50. For the edge server, the main computational
cost lies in ciphertext transformation, which takes less than
0.2 s for 50 attributes. The experimental results can be found
in Fig. 13.

Communication overhead: In Table IV, we analyze the
communication overhead of these schemes in terms of key
size, ciphertext size and transformed ciphertext size. From the
table we can see that the attribute-related key in [26] has the
least group elements of G. The key sizes in the proposed
scheme and [30] are comparable. Scheme [4] generates larger
keys, as the number of group elements depends on the depth of
the user’s leaf node. Our scheme maintains a similar ciphertext
size to schemes [4] and [30]. Since the proposed scheme, as
well as schemes [4], [30] and [35], employ comparable server-
aided decryption methods, their transformed ciphertext sizes
are roughly identical.

Smart Contract Overhead: To evaluate the smart contract
overhead, we use the Solidity language (version 0.8.13) to
implement the prototype of our smart contract with Remix
online development environment. Due to the implementation
of the Judge function requires a pair compute and comparison
and Ethereum does not provide a pairing check function
that can be directly used for the judgment, we created a
precompiled smart contract to complete this function, which
also limits the contract’s testing to the private chain. The
gas cost of Deploy, SubmitTask, SubmitResult, SubmitConfirm,
Payment, Judge, and Withdraw functions were all tested.
Fig. 14 shows the gas cost of these functions. When the price
of gas is set at 1 Gwei and the exchange rate is 1 eth = 1805.75
USD at the time of writing, the capital cost is U.S. $2.99,
U.S. $0.20, U.S. $0.19, U.S. $0.08, U.S. $0.12, U.S. $0.19,

Fig. 14. Contract cost.

and U.S. $0.03„ respectively. The block generation interval on
Ethereum is approximately 12 s, which determines the upper
bound of response latency for on-chain operations. Assuming
a block can accommodate about 200 KB of transaction data
and an average transaction size of 300 bytes, a block can
theoretically include over 600 transactions. This corresponds
to a throughput of approximately 50 transactions per second
(TPS), which is sufficient for many IIoT environment, espe-
cially considering that most operations happen off-chain.

To address the scalability concern in IIoT scenarios with
potentially high-frequency data access and task submission,
our design minimizes on-chain workload. All cryptographic
operations, such as key generation, encryption, and partial
decryption are executed off-chain. Only the minimal metadata
and transaction outcomes (e.g., task submission status and
final payment) are uploaded on-chain. This ensures that the
throughput of our scheme is bounded not by the blockchain’s
transaction rate. Furthermore, since the payment process is
decoupled from data access, and disputes are rare in typical
use, the Judge function is expected to be triggered infrequently,
further reducing the overall chain overhead. In conclusion,
by minimizing on-chain cryptographic operations and care-
fully partitioning tasks between the blockchain and external
components, the proposed approach ensures security, fairness,
and scalability, demonstrating its practicality for deployment
in IIoT contexts.

VII. CONCLUSION

In this study, we constructed a fair and efficient revocable
access control to enable fine-grained data sharing for IIoT
environment. The key contribution lies in the secure integra-
tion of cryptographic primitives with blockchain technology.
To balance security and efficiency, the scheme minimizes
the cryptographic operations required on-chain. By integrating
server-aided revocable ABE with verifiable decryption and
leveraging blockchain technology, our scheme ensures not only
confidentiality and revocation flexibility, but also fair payment
and result verifiability. Formal security analysis proves that our
scheme achieves desired security goals. Experimental results
further confirmed its practicality and acceptable overhead. As
part of future research, we will examine the integration of
advanced cryptographic tools with blockchain technology to
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enable fair payment among multiple parties, thus extending
the scheme’s applicability to more complex and practical
scenarios. In addition, we aim to design privacy-preserving
access control schemes with support for policy hiding, which
is particularly desirable in decentralized environments, such as
blockchains.
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