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Abstract—In unmanned aerial vehicle (UAV) scenarios, the
execution of specific flight missions requires anonymous certificates
containing multiple attributes as proof of authorization. However,
existing certificate- management schemes are ineffective in
achieving an optimal trade-off between verification overhead
and attribute-level revocation. First, most existing schemes bind
multiple attributes to a single certificate but typically lack the
capability of fine-grained revocation at the individual attribute
level. Second, most existing schemes rely on centralized certificate
authorities, necessitating UAVs to apply for certificates from
multiple regions separately when performing cross-regional access.
This scenario increases the certificate management burden. To
address these challenges, this paper proposes a distributed multi-
attribute anonymous certificate management scheme for UAVs.
First, the proposed scheme integrates redactable signatures and
dynamic accumulators, enabling the selective disclosure and
fine-grained revocation of attributes within a single certificate.
Second, the proposed scheme utilizes a distributed key-generation
mechanism, enabling decentralized certificate issuance and secure
management.

Index Terms—Anonymous Authentication, UAVs, redactable
signature, distributed, traceable, fine-grained revocation.

I. INTRODUCTION

S key components of low-altitude intelligent networks [1],

[2], unmanned aerial vehicles (UAVs) are responsible for
core functions such as perception, communication, and service
coordination. They drive the development of intelligence and
networking in low-altitude spaces. Considering their broad
application potential across various mission scenarios, the
“Low-altitude Intelligent Networked Technology System White
Paper” explicitly states the necessity of accelerating UAV
deployment in regions such as emergency response, low-altitude
logistics, and ecological monitoring [2], [3]. This enables UAVs
to be fully integrated into all aspects of public production and
daily life, thereby becoming powerful drivers of low-altitude
economic growth [4].

Fig. 1 illustrates the typical architecture for UAV multi-
service cross-region access. For this task, UAVs must subscribe
to services provided by multiple service providers based
on their specific requirements, such as high-precision maps,
data analytics, and network communication services [5], [6].
Each service provider manages their region, and during task
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execution, the UAV must submit valid credentials to the service
provider of the corresponding region to gain access [6]. To
improve availability and reduce access latency, each service
provider deploys the same service across the edge nodes in
multiple physical regions. UAVs can traverse different regions
during task execution because of their high mobility. Therefore,
a UAV can access the edge nodes in any nearby region based
on its current location to obtain the required services [5].
To ensure security, service eligibility is defined as a set of
attributes signed by service providers to generate anonymous
certificates for UAVs. First, UAVs must register with the Air
Traffic Control (ATC) center to obtain a legitimate identity.
Second, when requesting services, UAVs must provide valid
certificates to the roadside base stations for authentication
purposes. If the certificates are valid, then the UAV can access
the corresponding services. Finally, if a dispute arises between
the UAV and the service provider, the ATC center will intervene
to arbitrate and reveal the true identity of the malicious UAV.
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Fig. 1: UAV Multi-Service Cross-Region Access Framework.

In the multi-service cross-region access system for UAVs,
fine-grained revocation enables issuers to precisely control
the UAVs’ service permissions, which not only prevents
unauthorized access but also ensures stable system operation.
However, existing revocation mechanisms are often too coarse-
grained, and once specific permission is revoked, the UAV
may be unable to access all related services (e.g., navigation),
potentially leading to UAV malfunction. Therefore, this area
still faces numerous challenges.

(1) It is difficult to efficiently verify the validity of certifi-
cates in distributed multi-service cross-region scenarios.
UAVs can subscribe to a large number of services to
perform various tasks. Therefore, reducing the burden on
certificate management to ensure a timely service provision
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for UAVs is crucial. Traditional centralized certificate
generation systems typically rely on trusted centers to
issue signing keys [7], [8], [9]. Once the trusted center
is compromised and keys are leaked to the attacker, the
attacker can forge a valid certificate [10], [11]. Furthermore,
in the existing schemes, UAVs must register with and
maintain the corresponding certificates for each regional
service provider to access their services [12], [13]. When
UAVs move across different regions, they must frequently
update their authentication certificates, thereby increasing
the operational complexity. Therefore, utilizing distributed
systems to build service provider alliances and enhance
the fault tolerance of a system is an important issue that
cannot be ignored.

It is difficult to achieve fine-grained revocation of
UAV service permissions while efficiently verifying
the validity of multi-attribute certificates. In existing
schemes, a single certificate can only validate the legitimacy
of one attribute [7], [14], leading to computational and
communication overheads that increase linearly with the
number of disclosed attributes, making such schemes un-
suitable for multi-attribute authentication scenarios. Multi-
attribute anonymous certificate systems have been studied
extensively to enhance certificate verification efficiency
[15], [16]. However, in these schemes, the revocation
authority directly adds user identity information to the
revocation list. When a user requests a service, to ensure
the unlinkability of the user’s certificate, the verifier must
scan the entire revocation list through bilinear mappings
to verify if the user’s identity is in the revocation list
[17], [18]. If it does exist, the user is denied access to
all services. Therefore, existing schemes revoke all UAV
permissions simultaneously during revocation [19], [20],
[21], failing to support attribute-based revocation (ABR)
while efficiently verifying the validity of multi-attribute
certificates.

@)

A. Contribution

This study proactively address the aforementioned challenges
by proposing a novel cryptographic system called a distributed
fine-grained redactable anonymous certificate. Our contribu-
tions are summarized as follows:

o Efficient distributed multi-service cross-region access:
Based on a distributed key generation (DKG) protocol, we
design a distributed anonymous authentication algorithm,
which enables the effective authorization of UAV permis-
sions in distributed scenarios. The proposed algorithm
innovatively adopts the DKG protocol, in which multiple
publishers spontaneously ally to jointly generate public
and private keys for a certificate signature, avoiding
reliance on a single trusted center. By establishing a
unified distributed trust infrastructure, UAVs are required
to apply for a certificate only once and can subsequently
authenticate and access services across multiple regions
managed by different service providers. This design
eliminates the need for frequent certificate applications
and renewals, reduces the operational complexity of UAVs,
and ensures stable and seamless service provisioning.

o An effective trade-off between fine-grained revocation
and verification efficiency: We developed a fine-grained
revocable algorithm that resolves the inherent trade-off
in existing schemes between verification efficiency and
attribute-level revocation granularity. This algorithm inte-
grates redactable signature schemes (RSS) with dynamic
accumulator techniques, enabling efficient verification
of multi-attribute certificate validity while supporting
the fine-grained revocation of UAV service permissions,
and allows non-revoked attributes to remain usable. By
employing redactable signatures, multiple attributes are
aggregated into a concise, constant-size certificate, and
the UAV’s identity information is bound to the services to
be revoked. When a UAV requests access to a particular
service, specific attribute information in the certificate
can be selectively disclosed or concealed as required,
and a dynamic accumulator nonmembership proof for that
service is provided to the roadside base station. A roadside
base station can use this to verify that the UAV’s service
access permission has been revoked.

e Security Proof and Implementation: We formally
define and analyze the security properties of our scheme,
demonstrating the security requirements for UAV multi-
service cross-region access. Furthermore, we implemented
a scheme based on the BLS12381 curve with a 128-
bit security level and compared it with several state-
of-the-art schemes. The results show that our scheme
offers significant advantages for both computational and
communication overheads.

B. Organization

Section II summarizes relevant prior studies. Section III
reviews the foundational concepts used in the construction.
Section IV introduces the system model and security definitions.
Subsequently, Section V details the proposed scheme. Section
VI provides security proof of the proposed scheme. The
experimental results are presented in Section VII. Finally,
Section VIII presents the conclusions drawn.

II. RELATED WORK

Recent years have seen notable progress in certificate
issuance, presentation, and revocation.

Certificate issuance authorizes UAVs with valid certificates
to enable controlled access to required services. Traditional
certificate generation systems typically rely on a single issuer
holding a signing key. Once the issuer is compromised and the
key is leaked to an attacker, the attacker can forge arbitrary
valid certificates [8]. Therefore, traditional service certificate
generation systems depend on a centralized authorization
authority, which introduces security risks such as single points
of failure [24]. To address the single-point failure issue
associated with relying on a single certificate issuer, research
on threshold certificate systems has been widely explored [25].
Schemes [22] and [26] employ Shamir’s secret sharing and
linear secret sharing, respectively, to distribute the power of
certificate issuance across multiple entities. This effectively
reduces the threat of single points of failure and significantly
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TABLE I: Functionality Comparison

Scheme Threshold Issuing Identity Tracing ran doII}l?;ation Disc?;zg]r?tfe’roo ; Revocation
BBS [22] v X X X X
SPS-EQ [8] v X v TAM-Sign X
DTACB [12] v X v ACC X
TCM [15] v X v ZKP IBR
TDAC [23] v X X X X
TABC [17] v v v URS IBR
PS [19] X v v PS IBR
Our scheme v v v RSS ABR

enhances the system’s fault tolerance. However, their schemes
still rely on a trusted center to issue signing keys, making them
difficult to adapt to distributed environments.

Certificate presentation ensures that UAVs perform tasks
within the authorized scope, preventing misuse or abuse of
system resources. Most existing authentication methods are
designed based on cryptographic techniques such as zero-
knowledge proofs and bilinear pairings, which provide a solid
foundation for certificate display [16], [27]. However, these
schemes issue separate certificates for each attribute [28],
[29], resulting in computation and communication overhead
that grows linearly with the number of disclosed attributes,
making them unsuitable for direct application in multi-attribute
certificate authentication environments. Jia et al. [15] introduced
a threshold certificate management scheme based on non-
interactive zero-knowledge proofs, which enables multiple
authority organizations to collaborate in managing certificates.
However, this scheme incurs high overhead when using zero-
knowledge proofs to verify the legitimacy of multi-attribute
certificates. Schemes [12] and [13] employ cryptographic
accumulators and aggregatable Merkle signatures, respectively,
to effectively display multiple certificates from different issuers,
achieving efficient batch verification of certificates. However,
in their schemes, when displaying certificates, the attributes to
be disclosed must be aggregated into a signature and provided
to the verifier, resulting in lower efficiency.

Revocation of permissions effectively blocks unauthorized
access by revoked UAVs, ensuring the validity of certificates
and the security of the system. As the demand for multi-
service cross-region access increases, more researchers have
begun to introduce revocation mechanisms in anonymous
certificates to effectively manage user permissions [10]. Mir
et al. [23] presented a delegable anonymous certificate au-
thentication scheme built upon threshold predicate encryption,
enabling effective delegation of user permissions. However,
this scheme omits embedding user identities or user-related
secrets within the certificate, thus preventing effective user
revocation. Schemes [17] and [18] use revocation lists to store
the identity information of revoked users, achieving identity-
based revocation (IBR). However, to ensure unlinkability during
certificate access, these schemes require scanning the entire
revocation list via bilinear mappings during verification, which
incurs significant computational overhead. Sun et al. [19]
designed a revocable anonymous certificate authentication
scheme based on cryptographic accumulators, enabling effective
user certificate revocation. However, this scheme directly

incorporates user identifiers into the revocation list, leading to
the simultaneous revocation of all user permissions during
revocation, thus failing to achieve fine-grained permission
revocation. Liu et al. [20] introduced an anonymous certificate
authentication scheme built upon threshold signatures that limits
the number of times a user can present a certificate within a
certain time frame. However, like Sun et al.’s scheme [19], this
scheme revokes all of the user’s permissions at once, preventing
fine-grained permission revocation.

In summary, to address the difficulty of existing schemes
in effectively verifying certificate validity in distributed multi-
service cross-domain scenarios, the proposed scheme is built
upon a DKG protocol, enabling efficient authorization of UAV
permissions in distributed settings. To tackle the challenge faced
by existing schemes in balancing verification overhead and
attribute-level revocation, this paper designs a fine-grained
revocable algorithm that achieves efficient verification of
multi-attribute certificate validity while supporting fine-grained
revocation of UAV service permissions. Table I compares the
functional differences between these schemes and the proposed
scheme, highlighting the strengths of our design with respect
to decentralization, traceability, and attribute-level revocation.

ITI. PRELIMINARIES
A. Accumulator Based on Bilinear-Maps

Cryptographic accumulators [30], [31] can aggregate all
elements in a set and efficiently provide a non-membership
proof for any element, i.e., to verify whether an element exists
in the set. We use the Bilinear-Map (BM) accumulator proposed
by Srinivasan et al. [32] as our revocation blacklist. Let
represent the region of the accumulator. Typically, a Bilinear-
Map accumulator consists of the following algorithms:

e Acc.Setup(1*) — pp: This algorithm initializes with a
security parameter 1*and generates the public parameters
pp. For simplicity, subsequent algorithms assume pp as
an implicit input.

o Acc.Commit(D) — Ap: Given a set D C ¥, this
algorithm returns the accumulator value Ap.

o Acc.Add(Ap,D,I) — Apyr: Given an accumulator
value accp, the set D it represents, and a disjoint subset
I C x with I N D = (), this algorithm returns the updated
accumulator value Apy.

o Acc.NonMemProve(D,I) — (7r,cr): This non-mem-
bership proof algorithm takes two sets D and I C x
that satisfy I ¢ x, it outputs a commitment c; and the
associated proof 7;.
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o Acc NonMemVerify(Ap,cr,@r) — (0/1): This veri-
fication algorithm checks whether all elements in [ are
not in X. It takes as input Ap, the commitment ¢, and
the proof 7, and returns 1 if I g D, and 0 otherwise.

B. Redactable Signatures

An redactable signatures scheme [14], [33], defined by a
set of algorithms (KeyGen, Sign, Verify, Redact), is used
to generate certificates for UAV attributes.

e RSS.KeyGen(1)) — (pk,sk): On input the security
parameter 1*, this key generation algorithm produces a
key pair (pk, sk), where pk is employed for verifying
signatures and sk is used to generate them.

e RSS.Sign(sk, M) — o: Taking as input the private key
sk and a message M composed of n blocks {m;}?_,, this
algorithm outputs a signature o over the entire message
M.

e RSS.Verify(pk, Mr,or) — (0/1): This verification
algorithm takes the public key pk, a partial message M7,
and its corresponding signature oras inputs. It outputs a
bit O or 1, where 1 represents successful verification.

e RSS.Redact(pk,M,I,0) — or: Provided with pk, the
full message M, a subset of indices I C [1,n], and a
signature o, this algorithm generates a new signature oy
over the selected message blocks {m;};cr.

C. Hardness Assumptions

o Definition 1 (Discrete logarithm (DL) assumption): Let
G denote a cyclic group with prime order p, and let g
be its generator. The DL assumption holds that, for any
randomly selected = € Zj, , it is computationally infeasible
for any probabilistic polynomial-time (PPT) adversary to
recover x from the tuple (g, g*) € G? with more than a
negligible probability.

o Definition 2 (Assumption 1 [34]): Let (G1,Go,¢,p,9,9)
be a bilinear group of Type-III, where g and g are the
generators of G; and Gg, respectively. For an arbitrary
length message m, the oracle O(m) is defined as follows:
randomly select an element oy € G; and output a pair
(o1, 0?+H(m)b), where a and b are random elements from
Zy. For any PPT adversary, even if it can query O(m)
and (g, Gy, G2) arbitrarily many times, it cannot generate

. . a+H(m™)b *
a valid pair (oq, 0] ) for a new message m* not
previously queried, where o; # lg,.

IV. SYSTEM AND SECURITY MODEL
A. System Model

As illustrated in Fig. 2, our system architecture involves five
categories of participants: multiple issuers (I), the Air Traffic
Control center (ATC), Unmanned Aerial Vehicles (UAVs), and
verifiers. Additionally, it incorporates a public ledger that
facilitates the publication and retrieval of UAV revocation
records. The detailed responsibilities of each participant are
outlined below:

1) ATC: The ATC, acting as a trusted government authority or
court, is responsible for maintaining the system’s public keys

and global revocation status. It is the only entity capable
of tracking the true identity of malicious UAVs.

2) I;: Issuers generate signature keys using a DKG protocol
to issue certificates to UAVs and support threshold-based
bulk revocation of UAV services.

3) UAV: UAVs need to register with the ATC and request cer-
tificates from issuers. Additionally, UAVs may anonymously
disclose a subset of attributes to verifiers.

4) Verifier: The verifier honestly verifies the correctness of
the certificate showing token generated by the UAYV, but
remains curious about the hidden attribute information and
the real identity of the UAV.

5) Ledger: Ledger can be a blockchain, where the ATC writes
the revocation list into the blockchain using smart contracts.
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Fig. 2: System model.

B. High-Level Workflows

The high-level workflow consists of the following phases:

®System Initialization: The issuers and the ATC collabora-
tively perform the system initialization to generate the system’s
public parameters.

@Issuer Key Generation: Each issuer executes a DKG
protocol to generate their public and private key pairs.

®ATC Key Generation: The ATC generates its own public
and private key pair and initializes the revocation list. Finally,
the ATC writes the public parameters required by the system
to the blockchain.

@UAYV Registration: The UAV submits a registration request
to the ATC. Upon receiving the request, the ATC issues a
pseudonym certificate to the UAV and preloads the UAV’s
pseudonym list for identity tracking purposes.

®Certificate Issuance: After receiving the pseudonym
certificate, the UAV submits requests to n issuers. Each online
issuer generates a partial service certificate for the UAV.

®Certificate Aggregation: Upon receiving partial service
certificates from at least ¢; issuers, the UAV aggregates them
into a complete service certificate.

@Show certificate: When a certificate needs to be presented,
the UAV computes a certificate presentation token and randomly
generates a pseudonym in real-time, embedding it into the
certificate. The UAV then signs the certificate presentation
token using the pseudonym and reveals a subset of its attributes
to the verifier. Additionally, the UAV provides non-membership
proofs for the revealed attribute subset to demonstrate that its
access rights have not been revoked.
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®UAV Identity Tracking: When the real identity of a
malicious UAV needs to be traced, the ATC can reveal the
UAV’s true identity by consulting the pseudonym list.

©Threshold Revocation: The ATC updates the global
revocation list to include a UAV’s revoked permissions only
when at least t7 issuers agree to revoke the UAV’s partial
permissions. Moreover, the scheme supports batch revocation.

C. Formal Definition

Table II summarizes the symbols used in the system and
their corresponding descriptions. The formal definitions of
the algorithms are provided below. Since Ledger is publicly
available to all participants, it is assumed to be an input
parameter in the following algorithm definitions.

o Setup(1*,ns,t;,na,ta,q) — pp: This initialization
algorithm is jointly executed by the I; and ATC. By
invoking the Acc.Setup algorithm, the public parameters
pp are generated. Specifically, given the 17, the issuer’s
threshold value (ny,ts), the revocation threshold value
(na,ta), and the maximum number of attributes ¢ for
UAVs, The algorithm outputs the system parameters pp.

« IssuerKeygen(pp) — {isk;,ipk;}.~,: This key genera-
tion algorithm is executed by each issuer I;. By executing
the RSS.KeyGen algorithm with the system parameters
pp as input, the algorithm generates a private key isk;
and public key ipk; for each issuer, where i € [1,n;].

o ATCKeyGen(pp) — (ask,apk): This algorithm is exe-
cuted by the ATC. It takes the system parameters pp as
input and outputs the private key ask and the public key
apk for the ATC, and initializes the revocation list st and
the verification key pk. Finally, the ATC writes the public
parameters (pp, pk, apk, st) to the blockchain.

o < UApply(id, upk, pp) <> URegister(ask, apk, pp) >—
pseucred: This pseudonym registration algorithm is in-
teractively called by the UAV and the ATC. To obtain a
legitimate identity, the UAV inputs the identity id, public
key upk, and system parameters pp. The ATC inputs
the private key ask, the public key apk, and the system
parameters pp. If successful, the algorithm outputs the
UAV’s pseudonym certificate pseucred.

o PseuGen(pseucred, k*,i*,pp) —  pseup~;~: This
pseudon- ym generation algorithm is called by either
the UAV or the ATC. It takes the pseudonym certificate
pseucred, index k*, time slot ¥, and system parameters
pp as input and outputs a pseudonym psetiy« ;.

e < CredObtion(id, upk, Sig, A, pp) +> Credlssue(isk;,
ipk;,pp) >— (cred;,uk;): This certificate issuance
algorithm is an interactive process between UAV and
I;. The I; generates a service certificate for each UAV
by invoking the RSS.Sign algorithm. To obtain a partial
service certificates from I;, the UAV inputs the identity
id, public key upk, signature Sig, attribute set A, and
system parameters pp. The I; the private key isk;, public
key ipk;, and system parameters pp. If successful, the
algorithm outputs the partial service certificate cred; and
the partially updatable key uk; for the UAV.

o CredAgg({cred;,uk;}ict,pp) — (cred,uk): This cer-
tificate aggregation algorithm is called by the UAV. It takes

the system parameters pp, t; partial service certificates
{cred;};c7, and t; partial update keys {uk;};c7, where
T C [1,ng], as input. The algorithm outputs a complete
service certificate cred and a complete update key uk.
< CredShow (usk, uk, A, I, pseu ;», cred, m,, pp)
CredVerify(pk, W;-,pp) >— (0/1): This certificate
presentation algorithm is an interactive process between
UAV and verifier. In the certificate presentation phase: (1)
the UAV generates a random pseudonym by itself and
embeds it into the attribute certificate, while constructing
a zero-knowledge proof of the pseudonym’s validity; (2)
the UAV, according to the actual service requirements,
invokes the redactable signature algorithm RSS.Redact to
selectively disclose or hide attributes in the certificate; (3)
the UAV executes the non-membership proof generation
algorithm Acc.NonMemProve to demonstrate that the
disclosed attributes have not been revoked. In the
certificate verification phase: (1) the verifier checks the
validity of the UAV’s pseudonym; (2) if the pseudonym
is verified, the verifier invokes the RSS.Verify algorithm
to further verify the validity of the attribute certificate,
ensuring that the UAV possesses the corresponding access
rights; (3) the verifier invokes the Acc.NonMemVerify
algorithm to verify the non-membership proof, confirming
that the relevant attributes have not been revoked.
Trace(PseulL,pseu,i) — (id/L): This UAV tracing
algorithm is executed by the ATC. If the pseudonym
pseu appears within a valid signature, the algorithm
outputs identity ¢d corresponding to the UAV that holds
the pseudonym pseu.

Revoke({ipki,iski,id, S, st}jmetmpp) — st’: This re-
vocation algorithm is jointly executed by T4 issuers and
the ATC. The algorithm takes as input each issuer’s key
pair (ipk;, isk;), the UAV identity id, the attribute set S to
be revoked, and the system parameters pp, and invokes the
Acc.Add algorithm to generate an updated accumulator
value. If successful, the algorithm outputs an updated
revocation list st’ and stores it in Ledger.

TABLE II: Symbols Used and Their Descriptions

Symbol Description

q Maximum number of attributes of the UAV

st Revocation list

k Number of attributes disclosed by the UAV

i* time interval (¢* = T'(time)

R the set of identifiers of permissions to be revoked

I the attribute set disclosed by the UAV

S the attribute set of revoked UAV permissions

id UAV identity

nr / tr number/threshold of issuers
f(x) a polynomial of degree t; — 1

T a subset of [1,n;] with |T| = t;

D a subset of [1,ny] with |D| =t
pseucred Pseudonymous certificate of the UAV
PSEUR* % the k*-th pseudonym of the UAV
{my}i_, Attribute set of the UAV
usk/upk UAV private/public key
isk; /ipk; Issuer private/public key
ask/apk ATC private/public key

cred; [cred Partial/aggregated certificate
H:A{0,1}* - Zy a collision resistant hash function
Hq:{0,1}* — Gy a collision resistant hash function
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D. Security Model

The objective of the proposed scheme is to satisfy the
following security requirements:

Definition 1 (Correctness): For any chosen disclosure
strategy {m;};ep, the display token tok of the service certifi-
cate cred is always verifiable, where cred is the aggregated
certificate of the attribute set {mn;}7_, generated by ¢; honest
issuers, i.e.,

[ (CredShow | Setup(1*,nz,tr,na,ta,q) — pp;]
(usk,uk, A | IssuerKeyGen(pp) —
I pseugs i, | {isk;,ipk; }iiy;
Pr cred, Ty, (CredObtion(id, upk, Sig, fi pp | —q

pp) & ) <> CredIssue(isk;, ipk;, pp))

CredVerify | — (cred;, uk;);

(pk, Wi, pp | CredAgg ({credi, uk;}ieT,pp)
) =1 — (cred, uk). ]

Unforgeability ensures that no malicious UAV can forge
valid certificates and successfully pass verification without
access to the signing key isk. This implies that only honest
UAVs can generate valid certificate presentation tokens. For
completeness, we adopt the security model established by Liu
et al [35].

Definition 2 (Unforgeability): The scheme is considered
secure against existential forgery under adaptive chosen-
message attacks (EUF-CMA) if every probabilistic polynomial-
time adversary A can succeed in the following game with only
negligible probability €(\).

Game 1: Unforgeability 4(1*,n)

« Setup Phase: To generate the signing key pair (isk, ipk),
the challenger runs the IssuerKeyGen algorithm, ini-
tializing a counter d < 0 and a query set Q1 < (). The
challenger then sends ipk to the adversary A.

o Query Phase: The adversary A adaptively selects at most
|Q1| attribute sets My, M, ...,M|q,| and issues certificate
generation queries to the challenger holding ¢pk. For
each query, the challenger runs the certificate generation
algorithm CredIssue(isk,ipk,pp) — (M;, cred;), and
forwards the generated (M, cred;) to A. The challenger
then logs Q1[d] = (M, cred;) and modifies d < d + 1.

o Output Phase: Once the query phase ends, .4 provides
a tuple (M*, cred*). A is deemed successful in the
above game if M* # () and the following conditions
are satisfied:(1)Vj) < d,3m, € M* my ¢ M.
(2)CredVerify(pk, Wi, pp) — 1.

If for any PPT adversary A, even with access to arbitrarily
chosen service certificates, the winning advantage of A in
Game 1 remains negligible, the scheme satisfies unforgeability.

Unlinkability [36] guarantees that even if malicious issuers
and verifiers cooperate, they are unable to link two different
certificates originating from the same UAV. When requesting ac-
cess to a service, the UAV first generates a random pseudonym
and embeds it into its attribute certificate. Subsequently, the
UAV independently randomizes both the attribute certificate and
the accumulator’s non-membership proof using large random
integers, preventing the verifier from linking the pseudonym, the
attribute certificate, and the accumulator non-membership proof

to the same UAV. Here, the unlinkability of the accumulator
is based on Scheme [32].

Definition 3 (Unlinkability): Unlinkability is achieved by
a scheme if, for every probabilistic polynomial-time adversary
A, its advantage in succeeding in the following experiment
remains negligible with respect to the security parameter .
Game 2: Unlinkability 4(1*,n)

« Setup Phase: The challenger executes the I ssuer KeyGen
procedure to generate the key pair (isk, ipk), and trans-
mits ipk to the adversary A.

o Phase 1: The adversary A adaptively selects no more than
|Q1| attribute sets (M, Mo, ..., M|q,|) and requests the
generation of certificates for these sets. For each attribute

set M; , the challenger runs the certificate issuance
algorithm C'redlssue(isk,ipk,pp) — (Mj,cred;) and
sends (M, cred;) to A as the response.
o Challenge Phase:
1) Upon completing Phase 1, the adversary .4 submits two
attribute sets M° = {mgo)}?:l and M* = {mgl) 1
ensuring that for all j € D, mgo) = m§-1). A then sends
MP°, M, and the index set D to the challenger.

2) The challenger picks a random bit ¢ € {0,1} and runs
the algorithm Credlssue(isk,ipk, pp) — (M€, cred®)
to generate the certificate cred®. Subsequently, for the
attribute set M7, the challenger computes an adaptively
redacted certificate credf,.

o Phase 2: The adversary A is allowed to issue further
certificate queries, similar to those in Phase 1.

o Guess Phase: Eventually, .4 provides a prediction ¢’. If
¢ = ¢, ie., A correctly guesses the bit ¢ chosen by the
challenger, A wins the game.

If, for every PPT adversary A , the advantage in Game 2

is negligible, i.e., Adv’"""™F*H(\) = |Prid =c - 4| <
€(A) then the scheme satisfies unlinkability.

V. CONSTRUCTION

Inspired by previous certificate-based authentication tech-
niques, including redactable signature and dynamic accumulator
technology, we design a distributed anonymous authentication
protocol with support for fine-grained revocation. The remain-
der of this section outlines the construction details of our
proposed scheme.

Our proposed scheme offers the following advantages:

By leveraging dynamic accumulator [32] technology, the
scheme achieves fine-grained and threshold-based batch revo-
cation of UAV permissions. Additionally, by integrating DKG
[37], [38] and RSS [33] techniques, the scheme enables efficient
selective disclosure of UAV authorizations in distributed
environments, thereby ensuring that any UAV with appropriate
access rights can seamlessly obtain the corresponding services.

A. Concrete Construction

Setup (1*,n7,tr,m4,t4,q) — pp: Given the input security
parameter 1%, the issuer threshold (ng,tr), the revocation
threshold (na,t4), and and the maximum number of attributes
q for the UAV. The output is the system parameters pp =
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(Zp, Gl, Gg, GT,p, e, 3q,9, g, f), hg, fL, 7~}, H, Hl, S, T()7 ]{31, vy
kn), where T() is a function that takes time values from
the system clock as input and outputs the corresponding
time interval ¢, s is a random element in Z,. g,g € Gy,
G, b, he € Go, 4,0 € Gp. The index set {k1, ..., k,, } represents
the maximum set of pseudonyms that the UAV can generate.

IssuerKeygen(pp) — {isk;,ipk;};%,: Given the system
parameters pp, the issuer executes the distributed key generation
(DKG) protocol to generate random polynomials of degree
tr—1, fo(2) = z+arz4a22’+ - +a,; 127 and fy,(2) =
Yi + b1z +baz? + - + by, 12771 and generates key pairs
{isk;,ipk;}L, for the ny issuers. Here f,(0) =z, f,,(0) =
yl;-~~afyq+3(0) = Yg43, Ti = foli), {vij = fyy(z)}jif
The private key isk; = (24, 9(i,1), Y(5,2)> - - - » Y(i,q+3)) and the
public key ipk; = (Xi,Yi1,Yio, ., Yigss), where X; = g%,
Y, = gvayiil.

ATCKeyGen(pp) — (ask,apk): The ATC generates a
public-private key pair and initializes the revocation list as
follows: (1)Given system parameters pp, the ATC generates
a private key ask, a random element in Z,, and a public key
apk = (apk; = g%, apks = §***). (2)Set the verification
key pk = (X, {}7]};1:‘13) where X = §%, Y7 = g¥.,..,
Y,+3 = g¥o+3. (3)Initialize the revocation list st = (acc, R),
where R = {}, and acc = gllver5T¥)_ (4)Write the system
public parameters pp, verification key pk, ATC public key
apk, and the revocation list st to the blockchain. (5)Computes
Qi = Hy(3%), Wi = Q,+***, and write to the blockchain
before each time slot i* = T'(time) activation.

< UApply(id, upk,pp) < URegister(ask, apk,pp) >—
pseucred: The UAV and the ATC issue a pseudonym certificate
to the UAV through the following steps:

o UAV Computes Registration Information: The UAV sends
its public key upk, a zero-knowledge proof of knowledge
I, = ZK Sok{usk : upk = H, (id)*** = h"s*} for usk,
and the identifier id, where upk = H (id)"*.

o ATC Issues the Pseudonym Certificate: (1)If 7y is invalid,

the ATC outputs L. Otherwise, it randomly selects p € Z,.

(2) It computes Su = §@*%m, Sig = Hy (id)?**. (3)The
ATC sends the certificate pseucred = (u, Su, Sig) to
the UAV via a secure channel. (4)The tuple (id, cred)
is stored in the registration list. (5)Before each time
slot activation, the ATC center and the UAV use the
same pseudonym generation algorithm to generate the

corresponding pseudonyms for the index set {ki, ..., kn }.

Then, the ATC center creates the pseudonym list PseulL,
where each entry corresponds to a UAV and takes the
form {id, psew;» g, ..., pS€Us» k,, }-

o UAV verifies the correctness of the pseudonym certificate
issued by the ATC center using the following equations:
e(g” - apky, Su) = e(g, g), e(Sig, ) = e(H1(id), apks).

Remark 1: For completeness, the instantiation of II; is as

follows: (1)UAV randomly selects a € Z,, computes R = h?,
and ¢ = H(upk, h, R). (2)UAV then computes s = a — ¢ - usk
and sends (c, s). (3)ATC computes ¢’ = H (upk, h, h® - upk®)
and verifies whether ¢’ = c.

PseuGen(pseucred, k*,i*, pp) — pseuy~ ;-: The UAV and

the ATC generate a pseudonym through the following steps:

« Compute the time variant parameter Q;« = Hy (i*).
o Compute d = H" (i*), where H* represents the
recursive application of H for k*, forming a ha/sh chain.
o Compute p/ = (d — p)/2(modp), Pu = ngfﬂl ), Pu=
Sut'
« Output the pseudonym pseuy- ;» = (Pu, Pu).
< CredObtion(id, upk, Sig, A, pp) <> CredlIssue(isk;,
ipk;, pp) >— (cred;, uk;): The UAV and issuer I; generate
a partial service certificate cred; for the UAV through the
following steps:

o UAV Requests a certificate: The UAV sends the attribute
set ff, identifier id, signature Sig, public key upk, and a
zero-knowledge proof m; of usk’s knowledge.

o Issuer I; Issues Partial certificate: (1) Check whether
w1 is correct. If m; is incorrect, terminate the pro-
cess; otherwise, recompute h = H;(id). (2) Ver-
ify the correctness of the UAV’s signature Sig using
the following equation: e(Sig,g) = e(Hy(id), apks).
(3)Compute the partial certificate: cred; = (h,o; =
Bt H(S19) s, a1 +325 2y H(mg) v g upk¥a+2). (4)Send the
partial certificate cred; and the auxiliary key uk; =
h¥i.at2 to the UAV.

CredAgg({cred;, uk;}ic1,pp) — (cred,uk): The UAV
executes this algorithm after receiving t; partial service
certificates.

(1)When UAV receives a partial certificate cred;, it verifies
the correctness of cred; and uk; using Equations (1) and (2).

q
e(0:.4) = ¢ (hX 3| KRR e #552) M
e(Uk“-é) = e(gai}i,q+2) 2)

(2)UAV then aggregates the complete certificate using Equa-
tions (3) and (4):
o= H O-i)\i _ ha:+H(Sig)-yq+1+usk-yq+2+Z;¥:1 H(m;)y; 3)
i€T

uk = [ uk} = hve+ 4
€T

where A; = [HjeT,j;éi(j)][HjeT,j;éi(j —i)]”

< CredShow (usk, uk, A I, pseuys jiv,cred, my, pp) <
CredVerify (pk, W;«, pp) >— (0/1): As shown in Fig. 3, UAV
interacts with verifier to execute the certificate showing protocol.
In this protocol, the UAV can anonymously disclose a subset
of attributes I to verifier.

1

o Selective Disclosure of certificate by UAV: (1) Using uk
and usk, UAV computes: ¢, embedding the pseudonym
into the certificate. (2) UAV randomly selects r,w €
Z, and computes the redactable signature: cred’ =
(01,02,0). (3) UAV computes the zero-knowledge proof
(Cr,my) to prove to verifier that the service permissions
corresponding to the attribute subset / have not been
revoked. (4) Next, UAV computes C' and II, to prove
to verifier knowledge of Sig. (5) To ensure the integrity
of the showing token tok and the validity of the UAV’s
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Unmanned Aerial Vehicles UAV
- Denote TUT = 4,X(s) = I, en (5 + )
- Compute ¢’ =0 - WUk L g jH(PullPw)

R
Select (r, w)«<Z,, compute 0, = h",0, = (¢')" 0}, =

Mg 77(mj), set cred’ = (04,0,,5)

R
Select z<Z,,, compute y = H(Sig) - []

].E,H(m,-),a-X(s) +
B(s)(s +y) = 1,set C; = h5 - §¥,my, = (§% GF®)
Compute C = ()", [1, = ZKSok{H(Sig): C =
(06D, ¢, = hi - 57}, set tok = (cred’, C, IT,)

Compute Q;+ = H (i)

R
- Pick random r4,7,,73,74,75,7, 5‘—Zp
Compute Tg, = Q1,t, = [e(Q,§ - Pw)]™2,9, =

ﬁYf;#ﬂt"j',z = ﬁ&f,u’_ ty = W3D',t, = W2, ts = WS
Set ¢ = H(tok| k" [|71117211T, 1tz ts el lts ] [Pl [Pul|Q;)
- Compute s; =—c(u+u") +ry,s; =—cp' +71,5,83 =—

Yy +713,S, =—C0+14,Ss=—c(6+y)+715

- Set IT = (tok, k*,c, $1,52, 53,54, S5, 1, V2, Pu, Pu)

Verifiers

Compute Qi+ = H,(i*),d = H* (i)

Compute Tg, = Q3 - PuS, &, = e(Qpr, - Pu)s2 - e(Pu - Wy, Pu)°
Compute 5 = T T9155, &, = TH%235, B = 055 (22 )°

Recompute ¢’ = H(tok||k*||31117211Ts, |E2I| E|[E4l (€| Pul|Pul|Q;)

Check ¢’ = c, verify the proof IT,

wHm))  SH(Pu|P >
v a0y e(C, Vo)

Check e(0,,3) = e(01,X T+ M ¥;

Fig. 3: Certificate Showing Algorithm.

pseudonym (Pu, Pu), UAV computes the pseudonym
signature (c, s1, Sa, $3, S4, S5, U1, Y2)-

Verifier Validates certificate Validity: (1) Upon receiving
IT, verifier computes @;+ and d, and obtains W~ from the
blockchain before the activation of each time interval. (2)
Verifier computes Tg,, o, 3,74 and f5, and verifies the
validity of the pseudonym signature by checking whether
¢’ = c. (3) Next, verifier checks if II, is correct. If II,
is valid, then checks the validity of the UAV’s certificate
cred’ using the equation defined in Fig. 3.

To check if the certificate has been revoked, the following
steps are executed: Let A = §*, B = ¢°(%),

1) UAV computes: C} = Cy - g*.
2) UAV randomly selects 71, 73,74 € Z;, and computes:

- 42 = Atha
- @1 - QT39T47
- By = Bg™s.

3) UAV randomly selects 7,7+, 77, Ty, 7655764 € Lp,

and computes
- Ron=g"g"m,
- Rop = (By)'=g "sg "0,
- Rs = e(acc,h)™ - e(g,C7)"™
€(B2, hQ)TZ)’
and sends: (AQ, Bl, BQ, Rg,l, RQ,Q, Rg)
Verifier sends a challenge ¢ € Z,,.
UAV computes the responses:

. e(g7h2)_7‘53 .

4)
5)

- S, =Try,+cz, 87 =1 +CT,

= Sty = Ty + ¢T3, Sty = Try + cT7y4,

- Ss5 = Ty + €03, 85, = T5, + CO4,
where 63 = 73 -z and 04 = 74 - 2.
Verifier checks the following equations:

- Roy = (B1) g3 g,

- Rop = (B1)%g g%,

(acc,Asz)-e(B3,Ch) “
- R3 - (e R ) = elacc, h)n

0)

e(9,9)

6(97 C})STS ! 6(97 h2)7563 ! e(B27 hQ)Sz'

Remark 2: For completeness, the instantiation of Il is
as follows: (1)UAV randomly selects aq,az,a3 € Z, and
compute: Ry 01", Ry = 07*,R3 = h3® - §*, ¢ =
H(C,Cy,01,ha,§, R1, R, R3). (2)UAV computes responses:
s1=a1—c-H(Sig),s2 = ag—c-H(Sig) [ [;cr H(mj),s3 =
az — c¢- z, and sends (¢, s1, $2, $3). (3)Verifier computes ¢’ =
H(C, (]bahhmg,afl.0670?.(01_[]-61 H(mj))c)hgs.gwc;)
and verifies if ¢/ = c.

Trace(PseulL, pseu,i*) — (id/L): When the real identity
of a malicious UAV needs to be traced, the verifier sends
the pseudonym to the ATC. If the pseudonym pseu is part
of a valid signature during time slot ¢*, the ATC performs a
binary search in PseulL during time slot ¢* to identify the
corresponding UAV identity d.

Revoke({ipk;,isk;,id, S, st}, ict,,pp) — st’: The revoca-
tion of UAVs is collaboratively executed by ¢4 issuers. When
certain attributes in a certificate are revoked, the certificate
holder can still generate a valid proof based on the subset of
non-revoked attributes; any proof containing revoked attributes
will be rejected by the verification algorithm. (1)If an issuer I;
intends to revoke the service privileges [] .. o H (m;)of a UAV,
the issuer first computes y = H(Sig) - [[;c5 H(m;), acc’ =
g *¥) and sends (y, id, S) to other issuers. Subsequently, the
other issuers sign y, where sig; = acc'y; 4+3. Here, S is the
set of attributes corresponding to the UAV services that the
issuers wish to revoke. (2)When the ATC receives t4 valid
signatures, it checks whether the following equation holds:
e (HieD sig;‘i,g) = e(acc’,Yyy3), where D C [1,n7]. (3)If
the equation holds, the ATC updates the revocation list st/,
such that acc = acc®+t¥), R = RU{y}, and writes the updated
revocation list to the blockchain.

Remark 3: Issuer I; can revoke the service privileges
of multiple UAVs simultaneously (y1,ys, ..., ¥, ) by sending
these values to other issuers for signing. When the ATC
receives t4 valid signatures, it performs a batch update to
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the revocation list st’, such that acc = accllien (519 and
R = R U {y1,¥y2,...,yn}. Notably, when multiple issuers
submit revocation requests based on the same y;, the ATC can
aggregate updates to eliminate duplicate revocation requests.

VI. SECURITY PROOF AND ANALYSIS

In our security analysis, H is treated as a collision-resistant
function and is modeled as a random oracle, which uniformly
maps inputs to Z,. Therefore, we demonstrate that the scheme
satisfies the EUF-CMA security requirements only under the
condition that Assumption 1 holds. It is important to emphasize

that we consider only forgery attacks on the original certificate,

since redacting it does not require any trapdoor information.

A. Correctness

Theorem 1 (Correctness): Our scheme satisfies correctness.

Proof: First, we demonstrate the correctness of the certificate
generation algorithm by showing that the UAV can validate
the certificate through the following equation.

G(O'i,g) =e

—e (h7gmi+H(Sig)'yi,q+1+USk'yi,q+2+Zg:1 H(m7)y77)

(hﬂﬁi +H(Sig)yi,q+1tusk-yi qr2+327 1 H(m;)vi ; g)
)

H(mg) H(SLH) Yusk )

7q+1 1,q+2

\
H'::]Q

Secondly, we prove that the certificate presentation algorithm
is correct. For any valid token tok = (cred’, C,II3)

v .= o-H(mj) 3 H(Pul|Pu)
Xeo [V Vi
JeI

G(Ca Y/(I-‘rl)

€l o,

r ~x~wyH(Pu Pu >-H(m; H(m;
=c|n", 55 Yq+(2 Il )HY] ( J)Hyj (m;)
jer Jjel

e <(01)H<Sz‘g)’ gfqﬂ)

—e (hr<w+w+H<Pu\\Pu>-yq+z+z;¥:1 H(my;)-y;) )

Y
e (hr.H(Sig)quJA , }7114-1)

—e (hr<w+x+H<Sig>-yq+1+H<Pu||ﬁu><yq+2+zzzl H(mj)-y;) g)

= e(02,9)

Finally, the disclosed certificate attributes are shown to be
non-revoked. For any disclosed attribute set [

<e(acc7 /12) . e(BQ, C}))C
Rj - -

e(9,9)
= Ry (e (9°¢) - g, by - gl Sio s Hlmi+))
e(gllier (59 gor pmy) fe(g, §))°
Ry (o (g Tlentr+0 4500 (40530 T i +4) )

e(g,h2)*™ - e(Ba, ho)®) e(g, §)
e(g,C7)°s - e(g, ha) ™% - e(Ba, ha)®*

-e(ace, h)™ -

= e(acc, h)STl !

B. Unforgeability

Theorem 2 (Unforgeability): Suppose an adversary A
can forge a valid certificate proof ((Cy,m,),cred) for a
revoked attribute set [ with probability p;, and can forge
a valid certificate proof for a non-existent certificate cred with
probability po. Then A succeeds in forging a valid certificate
proof with probability p = p1 + po.

For a revoked certificate, (Cr,m,) can be viewed as a
non-revocation proof, which essentially corresponds to a non-
membership proof in a dynamic accumulator. Based on the
soundness of the accumulator [32], the adversary can only
construct a non-membership proof that simultaneously satisfies
{y} € R and {y} C R with negligible probability ¢;, such
that it passes verification. For a non-existent certificate, under
Assumption 1, our scheme guarantees EUF-CMA security.
Specifically, if the adversary is capable of compromising
the EUF-CMA security of our scheme with a non-negligible
advantage €, then one can construct an adversary that violates
Assumption 1 with success probability exceeding € — @

Proof: Let A be a probabilistic polynomial-time adversary
that attacks the EUF-CMA security of the proposed construc-
tion, and let C be the challenger in the security game. We
design an efficient algorithm B that uses A to break the
hardness of Assumption 1. Without loss of generality, we
suppose that whenever A interacts with the certificate issuance
oracle C'redlssue with an attribute set M, or returns a forged
certificate (M, cred), A has queried the hash function H on
M beforehand.

Setup Phase: The algorithm B obtains the public key pk*
from the challenger C, which includes public parameters
(p,G1,Gy,Gr,e) and (§, X,Y), configured in accordance
with Assumption 1. Next, B selects {«;, 3; ?jf(in, and sets
Y; < Y% g Furthermore, B defines a random hash function
H:{0,1}* — Z,. Finally, it constructs pk + (g, X,Y;) and
sends it to A.

Query Phase: During this stage, the adversary A4 is allowed
to query the random oracle H and the certificate issuance
oracle CredIssuep () in polynomial time. When B obtains
a certificate issuance request from A for an attribute set
M; = {m;1,...,m;,}, it responds to A’s random oracle
queries with uniformly random elements from Z,. Then, B
queries the certificate issuance oracle for the certificate corre-
sponding to m; = ) 3;H(m; ;), obtaining cred = (o1, 09).
This certificate satisfies: (02, ) = e(op, X - YZ i (mij)),
Finally, B computes o + o, ""3) . 5, and returns
o' = (01,04) to A. From A’s perspective, this is a valid
signature for the attribute set M;, because:

e(03,9)

elo o ") g)

e(o ZajH(mi,j)7§)

(027

g)-
X YZﬁJ (mi,j)) EaJH(m’LJ))

e(o1, 9
[ e em g H(mi,ﬂ)

(
( yﬁj goéj)H(mi,j)>
T

= Ulv
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TABLE III: Comparing Communication and Computation Overheads

Scheme Communication Complexity Computational Complexity
Certificate Showing Show Certificate Verify Certificate
DTACB [12] | (5q+4)[G1[+4(g+1)[Cal +IC1[+ 24+ 5)[Z| | (Bqth+8)te, +(54+6)tes +3t, | 2(q+ te, +Agte, +4(a+ 2ty
TABC [17] 5|G1| + |Ga| + (k + 1)|Zy| [2(g+2)+1)te, +(q—k+2)te, | (k+2)te; + ktey + (54 2|L|)tp
PS [19] 4|G1| 4+ 9|G2| + 2|Gr| + (g + 9)|Zp| [3(¢ — k) + 10]te, + 15tc, +4tp (g + 2)te, + 8te, + 8tp
Ours 9|G1| + 2|G2| + |Gr| + (k + 17)|Zp| 15te, + (¢ — k + 6)te, + 5tp (k4 9)te, + 8tp

Output Phase: Finally, after ()1 queries within polynomial
time, the adversary .4 outputs a certificate cred = (o1, 02)
for an attribute set M*. If the attribute set M* was never
submitted to the certificate issuance oracle, and the certificate
cred satisfies the following verification equations, then this con-
stitutes a successful forgery: 1)e(02, §) = e(o1, X- HY (m; ))
2)M* # M;.

If there exists ¢ € {1,...,Q1} such that > 8;H(m,; ;) =
> BjH(m7), algorithm B terminates. Otherwise, B outputs
o* = (o7,03) an*d m* < X3;H(mj), where 0] < 01, 03 <
o9 'ol_zaj'H(m"), and

e(03.,7)
_ ( ) —Xo; H(m}) ~)
e\ 092 0'1 , g
e(02,9) ¢ (UIZ”HW,Q)

(T g5

e (o0, XTI 7)) o, g E et

=e (o, X - [[YPHM)
( 1 H )
=e(o, X -Y™).

Under Assumption 1, if the attribute m* was never submitted
to the certificate issuance oracle, then the certificate (o7, 0})
constitutes a legitimate forgery under the public key pk*. This
indicates that the valid forgery produced by adversary A allows
B to break Assumption 1. Unless there exists some attribute
set M, previously submitted to the certificate issuance oracle,
such that » 8;H(m}) = > B;H(m;;), and M* has been
queried to the random oracle, it must be demonstrated that the
likelihood of such a linear relationship occurring is negligible.

Let {(;}7_y < Zp, and define B8, < f; — (; and
afj <~ «a; + y¢;, where Yy is a random element in Z,,
and the public parameter ¥ = gY. It can be derived that:
§UiYPi = gaitvGyBi=G = gy = Y;. This demonstrates
that the public parameter Y bears no dependency on ¢j and,
thus, does not reveal any information about 3;. Similarly, this
property also holds for o5, which depends on the public key
and the certificate issuance oracle. Thus, from the adversary
A’s perspective, all certificate issuance queries are handled by
the challenger’s certificate issuance oracle, rather than by the
simulated version constructed by /3. Moreover, in A’s complete
view, the values 3; are entirely independent. In conclusmn the
probability that algorithm B aborts is bounded by

C. Unlinkability

Theorem 3 (Unlinkability): Within the framework of
cryptographic information theory, our scheme satisfies the
unlinkability property defined in Definition 3.

Proof: From an information-theoretic perspective, the certifi-
cates generated by our scheme achieve unlinkability, meaning
that the secret bit b selected during the unlinkability experiment
remains completely hidden. During the challenge phase, the

adversary outputs attributes m'” = m® for all j € D,
(b

J J
and the challenger outputs the attributes m; ) belonging to
D. This indicates that the adversary’s ability to distinguish
which attribute set the certificate belongs to is negligible.
Consequently, for the certificate credp of the attribute set
{m;}iep, its distribution remains independent of both the
hidden attribute set {m; };c5 and the original certificate cred
generated from the attribute set {m;}?_,.

Setup Phase: The challenger runs the IssuerKeyGen
algorithm to generate a signature key pair (isk,ipk) and sends
the public key ipk to the adversary A.

Phase 1: The adversary A can adaptively select multiple
attribute sets (My, Ms,..., M|q,|) and request the corre-
sponding certificates from the challenger. The challenger runs
Credlssue(isk,ipk,pp) to generate a certificate cred =
(01,09,0) for each attribute set M and returns it to A.

Challenge The adversary outputs two attribute sets M° =
{m(o }i_) and M' = {m }] .. satisfying m'” = m for
all j € D. The adversary then sends MP°, M*, and the index
set D to the challenger.

The challenger runs the CredShow algorithm, and using
random elements ¢ € Z, and n € G;. For any subset
D c [1,n], define b = £ — >, 5 yiH(m;), a = £, where
k and 7 satisfy n = ¢" and o1 = ¢7.Since £ and 7 are
chosen uniformly at random, it ensures that a and b in
the certificate showing algorithm are also uniformly random.
Using these parameters, the CredShow algorithm outputs
a redactable certificate credp = (01,0%,56") for {m;}7 v
where: 0’1 —of =1, o 0 - ot = prtiiep villmi) g
o'+ g HzED YH(m’) = g¢. It is evident that this certificate
satisfies the Verlﬁcatlon equation.

Phase 2: Similar to Phase 1, the adversary A can continue
to adaptively request new certificates from the challenger.

Guess: Due to the randomness of £ and 7, the distribution of
the redactable certificate credp remains entirely unrelated to
both the concealed attributes {m; };c 5 and the initial certificate.
Thus, even against an unbounded adversary, the bit b cannot
be guessed with non-negligible advantage.

VII. IMPLEMENTATION
A. Theoretical Analysis and Comparison
Table III computational complexities of our scheme with
Scheme [19], Scheme [12], and Scheme [17]. Here, |G4|,
|G2|, |Gr| and |Z,| denote the sizes of elements in the
groups Gy, Go, G and Z,, respectively. t.,, t.,, and %,
represent the time costs of exponentiation in G, Go, and
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pairing operations, respectively. |L| denotes the length of
the revocation list. In Scheme [12], a single certificate only
supports the verification of one service’s subscription status.
Users need to communicate with the trusted center to convert
their certificates into aggregate accumulator membership proofs.
During certificate presentation, the user must aggregate the
membership proofs for disclosure and provide them to the ver-
ifier, resulting in high communication and computational costs.
Scheme [17] ensures unlinkability during certificate access by
scanning the entire revocation list via bilinear mappings during
verification, which significantly increases computational costs.
Scheme [19] utilizes zero-knowledge proofs to support selective
attribute disclosure, incurring substantial communication and
computational overhead. Theoretical analysis indicates that our
scheme achieves fine-grained revocation of UAV permissions
while significantly reducing communication and computational
overhead, thus exhibiting superior performance. Notably, our
scheme supports efficient selective disclosure in distributed
scenarios, enabling fine-grained service revocation and efficient
identity tracing. These improvements are of great significance
for UAV cross-region multi-service access scenarios.

B. Experimental Analysis

To assess the real-world efficiency of our system, we
implemented the proposed scheme using the cryptographic
library miracl core with C++ programming, enabling the use
of the BLS12381 curve to achieve a 128-bit security level. We
conducted tests separately on a personal laptop, a laboratory
server, and a UAV. The laptop is equipped with an AMD
Ryzen 5 7600X 6-core processor, with a CPU clock speed of
4.70 GHz, 32 GB of RAM, and running the Ubuntu 20.04
operating system. As shown in Fig. 4, the UAV used is the
P600 model from AmovLab [39], equipped with an ARM64
Cortex-A78AE 8-core processor, 8 GB of RAM, and the same
Ubuntu operating system. Communication between devices is
established via the Homer module. Fig. 5 illustrates the average
time required to perform a single cryptographic primitive on
both the host and UAV platforms. To evaluate the performance
of on-chain operations, we implemented the corresponding
read and write operations in Go. The testbed consisted of a
ten-node Hyperledger Fabric network deployed on identical
PCs. Each node ran Ubuntu 18.04.3 equipped with an Intel
Core i7-11700 CPU @2.5GHz and 16GB RAM. The network
topology comprised one client node, one orderer node, and
eight peer nodes configured as endorsers.

= =
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Amov Lab P600

. Fig. 4: U d Aerial Vehicle Dgvice. .
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Fig. 5: Execution Time of Basic Cryptographic Operations.

na =05,t4 =3, ¢=10, k = 3, and an initial revocation list
containing 100 revoked UAV permissions. When the registration
list length is 10000, the time overhead of the tracing algorithm
is 50.062ms. In the threshold revocation algorithm, the time
overhead for batch revocation of 100 UAV permissions is
7.716ms. Fig. 6(b) compares the time overhead of the tracing
algorithm in our scheme with that of other schemes. Schemes
[19] and [17] require scanning the entire registration list using
bilinear pairing and g'“, respectively, to retrieve the true identity
of the user, resulting in high computational costs. In contrast,
our scheme employs a self-generated pseudonym algorithm
to achieve an efficient and flexible anonymous authentication
mechanism. The air traffic control center can directly search for
the UAV identity id in PseulL through binary search, incurring
minimal computational overhead. Fig. 6(c) also compares the
time overhead of the revocation algorithm in our scheme
with other schemes. Our scheme supports batch threshold
revocation, whereas schemes [19] and [17] do not support
batch revocation, and scheme [19] does not support threshold
revocation. Therefore, the revocation algorithm in our scheme
demonstrates a significant advantage in computational overhead.

In real-world scenarios, the number of attributes g requested
by a UAV is typically much larger than the number of attributes
k that need to be disclosed. For instance, a UAV may subscribe
to services such as high-precision mapping, data analytics,
and network communication. However, when performing low-
altitude logistics tasks, it only needs to selectively disclose a
subset of attributes to access the high-precision map service,
while the majority of attributes must remain hidden. Therefore,
this section focuses on analyzing the communication and
computational overhead of the C'redShow and CredVerify
algorithms in scenarios where k is relatively low.

Fig. 7 compares the communication and computational
overhead of the CredShow and CredVerify algorithms in
the certificate presentation process. In the tests, & = 10 is fixed
while q increases linearly. Fig. 7(a) illustrates the communi-
cation overhead of the certificate presentation algorithms for
each scheme. The communication overhead of Schemes [19]
and [12] increases linearly with the number of UAV attributes
q. In contrast, our scheme produces certificates whose size
does not depend on ¢, and when £ is fixed, the communication
overhead remains constant and is significantly smaller than
that of Schemes [19] and [12]. Additionally, although the
communication overhead of Scheme [17] is slightly lower than
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that of our scheme, our scheme supports fine-grained revocation read and write performance, with results presented in Fig.
of UAV permissions, offering more comprehensive functionality. 9. Fig. 9(a) demonstrates that with a constant transmission
Fig. 7(b) and Fig. 7(c) compare the computational overhead of rate of 120 TPS, the system throughput remained stable at
the CredShow and CredVerify algorithms, respectively. As ¢ 120 TPS across varying batch write sizes. Fig. 9(b) further
increases, the computational overhead of both our construction indicates that under the same transmission rate, increasing the
and the comparison schemes grows linearly. However, the batch write size only resulted in a gradual rise in average
computational cost of our construction is considerably less latency. These findings confirm that by selecting an appropriate
than that of the other schemes, demonstrating higher efficiency. batch write size, our scheme can effectively leverage the
Fig. 8 compares the communication and computational ~blockchain’s batch processing capabilities to support large-
overhead of the CredShow and CredVerify algorithms in scale UAV permission revocation scenarios. As shown in Fig.
the certificate presentation process. In the tests, ¢ = 150 9(c), with a fixed batch read size of 40, the system throughput
is fixed while k increases linearly. Fig. 8(a) illustrates the increased linearly with the transmission rate. Notably, Fig. 9(c)
communication overhead of the certificate presentation al- reveals that the read latency remained consistently stable at 0.02
gorithms for each scheme. Although our scheme incurs a seconds, unaffected by increases in the transmission rate. Since
communication cost that increases linearly with k, it remains our certificate verification process relies exclusively on read
significantly lower than that of Schemes [19] and [12]. Fig. operations with a fixed data size per verification, the observed
8(b) shows the computational overhead of the CredShow latency characteristics demonstrate the scheme’s capability to
algorithm. The computational overhead of our construction support large-scale UAV verification scenarios.
decreases proportionally as k increases, whereas Scheme [12]
exhibits linear growth as k increases. Fig. 8(c) compares the VIII. CONCLUSION

computational overhead of the CredVerify algorithm. Both When executing multiple tasks, UAVs are typically required
our scheme and Schemes [12] and [17] experience linear to present anonymous certificates containing multiple attributes
growth in computational overhead as k increases, while Scheme  for accessing specific services. However, existing schemes
[19] maintains constant computational costs. Nonetheless, the  encounter challenges in realizing an effective trade-off between
computational cost incurred by our scheme remains lower verification efficiency and fine-grained revocation. Specifi-
compared to that of the existing alternatives. In summary, our  cally, one class of schemes issues separate certificates for
scheme achieves fine-grained revocation of UAV permissions  each attribute, leading to computational and communication
while significantly reducing communication and computational  gverheads that increase linearly with the number of disclosed
overhead, offering superior performance. attributes during verification. Another class aggregates multiple

Following the established experimental configuration, we attributes into a single certificate but cannot revoke individual
conducted a systematic evaluation of the blockchain system’s attributes in a fine-grained manner. Moreover, existing schemes
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Fig. 9: On-chain read and write operations.

typically rely on a trusted authority to issue signing keys; this
requires UAVs to maintain certificates for multiple regions,
resulting in a heavy burden on certificate management. To
address these issues, this study devised a distributed anonymous
authentication scheme that supports fine-grained revocation. By
integrating the redactable signature and dynamic accumulator
techniques, the scheme enables efficient selective disclosure
and attribute-level revocation of UAV attributes. Additionally,
the DKG protocol provides UAVs with stable and seamless
cross-regional services. Security proofs and experimental
results demonstrate that the proposed scheme satisfies security
requirements while significantly reducing communication and
computational overhead.
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