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MPDA-HPR: Multi-Dimensional Privacy-Preserving
Data Aggregation Based on Homomorphic Proxy
Re-Encryption for Industrial Internet of Things

Qingyang Zhang"”, Zhen Fang, Jie Cui

Abstract—As modern communication technologies advance, the
Industrial Internet of Things (IIoT) is progressively evolving to-
wards greater intelligence. The extensive implementation of smart
grids has significantly affected IIoT factories. Data aggregation
is commonly used to protect the factory’s privacy. However, ex-
isting multi-dimensional data aggregation schemes lack flexibility
and are vulnerable to internal attacks, where private data from
certain smart devices may be decrypted by insiders. Moreover,
replacing related devices necessitates updating the keys of the
entire system, which incurs heavy overhead. To address these issues,
a multi-dimensional privacy-preserving data aggregation scheme
based on homomorphic proxy re-encryption (MPDA-HPR) is pro-
posed. Using a modified Paillier encryption algorithm supported
by proxy re-encryption and super-increasing sequences, the pro-
posed scheme enhances flexibility and scalability. Security analyses
demonstrate that the proposed scheme can withstand various secu-
rity threats and effectively preserve the privacy of devices. Finally,
the prototype is implemented and evaluated, demonstrating that
the proposed scheme is robust, efficient, and feature-rich.

Index Terms—Privacy-preserving data aggregation, super-
increasing sequences, homomorphic encryption, proxy re-
encryption, IIoT.

1. INTRODUCTION

HE smart grid is a crucial component of the modern
Industrial Internet of Things (IIoT) [1], [2], [3]. It achieves
a reliable, efficient, and sustainable operation of power systems
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using real-time data and intelligent control techniques [4] that
are helpful for industrial production scheduling. Typically, the
infrastructure of the smart grid in the IIoT includes smart sensors
(SS), an aggregator gateway (AG), and an electricity control
center (ECC) [5], [6]. The smart sensors in factories are deployed
within industrial devices to collect electricity usage data and
transmit it regularly to the aggregator gateways [7]. Aggregator
gateways operate within industrial area networks, collect and
consolidate data, reduce data transmission frequency, and lower
system load and costs. Electricity control centers analyze this
data using mathematical and statistical algorithms to support
decisions such as load optimization, fault warning, electricity
price regulation, and emergency response measures.

While the smart grid of the IIoT offers advantages in power
management and dispatching, it also introduces significant pri-
vacy and security concerns [8]. Most data transmission in the
smart grid of the IIoT occurs through wireless communication
links, which may include sensitive information such as the fac-
tory’s production capacity [9], [10], [11]. Attackers can exploit
privacy breaches for gain [12]. Therefore, it is necessary to
develop effective security schemes to preserve the granular data
of lIoTs from unauthorized access.

Privacy-preserving data aggregation (PPDA) can ensure the
effectiveness of data analyses and mining while minimizing
the risk of privacy leaks. Studies have indicated that homo-
morphic encryption is an effective technique. Homomorphic
encryption supports direct computation on ciphertext, enabling
the processing of sensitive information without exposing the
original data. However, most homomorphic encryption schemes
focus solely on electricity consumption scenarios [13], [14],
[15], [16], [17], [18], preventing electricity control centers from
conducting multi-dimensional analyses and managing regional
electricity usage patterns. In practical environments, multiple
types of information regarding electricity usage exist. Existing
single-dimensional aggregation schemes must handle multi-
dimensional electricity usage data individually. Moreover, be-
cause smart sensors regularly report data to aggregator gate-
ways, the reported plaintext data are generally significantly
smaller than the plaintext space of the encryption algorithms,
leading to significant computational resource waste when en-
crypting single-dimensional data [19]. In response to these
challenges, some studies have proposed multi-dimensional data
aggregation schemes [20], [21], [22]. A multi-dimensional
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privacy-preserving data aggregation scheme refers to transmit-
ting multiple dimensions of data in a single aggregation process,
which typically relies on super-increasing sequences or the Chi-
nese Remainder Theorem (CRT) for implementation [19], [21],
which enables preliminary aggregation of multidimensional data
into a single-dimensional form. The recipient can subsequently
extract individual dimensional data from the aggregated result
through specific algorithms for analytical computation. Such
multidimensional aggregation schemes effectively mitigate re-
dundant computational overhead inherent in single-dimensional
aggregation approaches.

However, most existing schemes aim to defend systems
against external attacks, whereas modern smart grid infrastruc-
tures also face risks from internal attacks. For example, in some
schemes [17], [19], smart sensors encrypt plaintext data using
the public key of the electricity control center. However, the
semi-honest electricity control center holding the decryption
private key can access the private energy consumption data of
any individual smart sensor. Moreover, if insiders collude with
attackers to steal the key, it could lead to large-scale privacy
breaches of industrial equipment, which is highly dangerous for
industrial IoT systems involving diverse devices and complex
user communities. Mitigating internal attacks thus becomes a
crucial challenge for ensuring smart grid security. Most exist-
ing multi-dimensional schemes based on traditional public-key
encryption fail to defend against internal attacks or the risk of
private key leakage [23], [24].

To address these internal attack issues, some studies [20], [22]
have modified the Paillier cryptosystem, where smart sensors
encrypt the collected data using their respective independent
keys. Simultaneously, the electricity control center holds the ag-
gregated key and can only decrypt the aggregated data. This de-
sign effectively prevents curious control centers from decrypting
sensitive data from the registered devices. Even if an adversary
compromises the private key of a single device, other device data
remains secure from leakage. However, these public-key encryp-
tion schemes lack sufficient reliability and require significant
additional overhead to recover the system in the case of missing
aggregation participants. Smart sensors, typically deployed at
the edge of a power grid system, are vulnerable along with their
communication lines [25]. Furthermore, the addition, removal,
and updating of entities within an industrial power grid system
align more closely with real-world usage scenarios. Therefore,
designed schemes should possess adequate fault tolerance and
flexibility to adapt to real-world conditions. Proxy re-encryption
enables a proxy to transform ciphertext encrypted under one key
into ciphertext under another key without accessing the sensitive
data itself. The introduction of proxy re-encryption enables the
conversion of any sender’s ciphertext into a decryptable form
for the recipient, eliminating the dependence on aggregation
keys in public-key algorithm variants and thereby enhancing the
scheme’s fault tolerance. This approach also provides effective
support for dynamic updates of system participants. Even when
some aggregation participants fail or new entities are added
during system expansion, the remaining devices can still suc-
cessfully perform aggregation operations.
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To address the issues of existing multi-dimensional data ag-
gregation schemes, a multi-dimensional privacy-preserving data
aggregation scheme based on homomorphic proxy re-encryption
(MPDA-HPR) is proposed. Specifically, the contributions of this
study are listed as follows.

e Considering the low fault tolerance and poor scalability
of the existing framework schemes, a reliable and flexible
data aggregation framework is proposed based on super-
increasing sequences, homomorphic encryption, and proxy
re-encryption. The proposed framework supports multi-
dimensional data aggregation and the dynamic manage-
ment of smart sensors, aggregator gateways, and electricity
control centers.

e Focusing on less-addressed internal attacks, a privacy-
preserving data aggregation scheme is designed based
on a modified Paillier cryptosystem with the support of
proxy re-encryption. Thus, no entity can obtain individual
plaintext, thereby preserving the privacy of factories in the
IIoT.

e Correctness and security analyses are performed to vali-
date the feasibility of the proposed scheme. The analysis
results demonstrate that MPDA-HPR guarantees privacy,
integrity, authenticity, resistance to internal attacks, and
fault tolerance. The proposed scheme is implemented and
evaluated. The experimental results demonstrate its effec-
tiveness for the IIoT smart grid, offering more functional-
ities with a similar overhead compared to other schemes.

The remainder of this paper is organized as follows: Section
II discusses related works on data aggregation. Section III intro-
duces the prerequisite knowledge used in this study. Section IV
outlines MPDA-HPR, including the system model, threat model,
security model, and system workflow. Section V introduces the
detailed design of the MPDA-HPR. The correctness and security
of the proposed scheme are analyzed in Section VI, and the
performance of MPDA-HPR is evaluated in Section VII. Finally,
we summarize the study in Section VIIIL.

II. RELATED WORK

Homomorphic encryption allows computations directly on
ciphertexts, a feature well-suited for scenarios involving privacy-
preserving data aggregation. Liu et al. [16] developed a 3PDA
privacy-preserving data aggregation scheme independent of a
trusted third party, where users with certain trust levels construct
virtual aggregation regions to shield individual data and achieve
accurate aggregation results instead of approximations. Chen et
al. [21], combining the Chinese Remainder Theorem and the
Paillier encryption algorithm, designed an efficient data aggre-
gation method that uses Shamir’s secret sharing to resist internal
attacks and achieve fine-grained weight distribution for multi-
dimensional data. Zhao et al. [26] constructed a lightweight fog-
based privacy-preserving data aggregation scheme and proposed
the PDA-SP aggregation scheme with intelligent pricing capa-
bilities. Lyu et al. [27] introduced the PPFA privacy-preserving
data aggregation system based on fog computing architecture,
suggesting a provable differential noise generation method using
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Gaussian noise stability and employing a dual-layer encryp-
tion mechanism under a partially trusted aggregator model to
enhance system robustness. The PPFA framework leverages
efficient stream ciphers and employs separate keys for additive
homomorphism. Xue et al. [28] implemented an efficient and
robust data aggregation scheme without relying on trusted au-
thorities, using efficient additional homomorphic cryptosystems
to avoid high complexity computations. MuDA, a multifunc-
tional data aggregation scheme based on the BGN cryptosystem,
was proposed to defend against differential privacy Chen et
al. [29]. Bao et al. [30] enhanced the basic BGN cryptosystem
to construct a fault-tolerant differential privacy data aggrega-
tion scheme (DPAFT), balancing privacy-preserving and fault
tolerance. Zuo et al. [31] proposed an intelligent grid multi-
dimensional privacy-preserving data aggregation scheme based
on ElGamal homomorphic distributed decryption, independent
of trusted authorities in the real world. Zhan et al. [17] introduced
the EC-ElGamal encryption algorithm with a double trapdoor
mechanism, proposing an efficient privacy-preserving query
scheme for smart grids. Lu et al. [19] designed an efficient
privacy-preserving data aggregation scheme (EPPA) based on
the Paillier encryption algorithm and super-increasing sequence,
significantly reducing overhead compared to traditional single-
dimensional data aggregation. The existing schemes mentioned
are based on traditional public key cryptography, where the
sender encrypts plaintext data using the receiver’s public key.
However, they face risks of data leakage if the private key is
compromised or if internal attacks occur.

Li et al. [20] modified the Paillier cryptosystem and, for the
first time, implemented the PPMA privacy-preserving multi-
subset data aggregation scheme for smart grids using super-
increasing sequences. Zhang et al. [22] constructed a veri-
fiable privacy-preserving multi-dimensional data aggregation
scheme (VPMDA) using an enhanced Paillier scheme and super-
increasing sequences. Saleem et al. [32] designed an efficient
fog-supported privacy-preserving data aggregation scheme us-
ing a modified version of the Paillier cryptosystem. However,
the reliability of these modified public key encryption algo-
rithms is not sufficient, and in practical environments, regis-
tration, deletion, and update of participating entities require
system restarts, which do not meet the production needs of the
IIoT.

In recent years, researchers have begun to explore the po-
tential of homomorphic proxy re-encryption in the field of
privacy-preserving data aggregation. Derler et al. [33] intro-
duced the concept of homomorphic proxy re-encryption into
privacy-preserving data aggregation research for the first time,
but their plaintext space was small and unsuitable for real
IIoT environments. Ni et al. [34] designed the P2SM privacy-
preserving data aggregation scheme using proxy re-encryption
and homomorphic validators, but their scheme considers the
computation center as a fully trusted entity, which slightly
compromises security. In response to the above issues, this
paper proposes a privacy-preserving data aggregation scheme
based on homomorphic proxy re-encryption to address the
security vulnerabilities and low usability found in existing
schemes.
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III. PRELIMINARIES

A. Paillier Cryptosystem

The Paillier encryption algorithm is a probabilistic asym-
metric algorithm based on the decisional composite residue
assumption (DCRA) [35], and it possesses excellent additive
homomorphic properties, making it widely used in various
cryptographic systems. The Paillier cryptosystem can mainly
be divided into three parts: key generation, encryption, and
decryption. The description of the Paillier cryptosystem is given
as follows:

e Key Generation: Given a security parameter k, select
two independent large prime numbers p and g randomly,
where [p| = || = k, satisfying ged(pg, (p — 1)(¢ — 1)) =
1. Compute N = pg and A = lem(p — 1,q — 1), where
denotes the least common multiple. Then choose a ran-
dom integer g such that g € Z%,.. Define the function
L(z) = 3+, Ensure the existence of y such that n divides
the order of g by checking the existence of the modu-
lar multiplicative inverse 4 = (L(g* mod N?))~! mod n.
Therefore, the public key of the cryptosystem is (N, ¢) and
the private key is (&, ).

® Encryption: For a plaintext message m € Z, a random
number 7 is selected such that r € Z%; and ged(r, N) = 1.
Then, compute the ciphertext C' = g™ - ¥ mod N2.

® Decryption: For a ciphertext C' € Z’;,, recover the plain-
text using the formula m = L(C* mod N?) - 4 mod N.

The additive homomorphic property of the Paillier cryptosys-
tem is one of its notable features. Its homomorphic property is
described as follows:

D (E(ml,rl) - E (mg, r9) mod N2) =mq + my mod N

The product of two ciphertexts decrypts to the sum of their
respective plaintexts, that is:

E(mq)-E(ms) = (g™ -r{) (¢ - r3') (modN?)
=gmtme. (rlrg)N (mosz)

= E(m1 —l—m2)

B. Super-Increasing Sequence

A sequence in which each element is greater than the sum of all
preceding elements in the sequence is called a super-increasing
sequence. Due to its unique super-increasing property, it is often
applied in the field of cryptography. Super-increasing sequences
are typically characterized by the following form:

n—1
Sn > Si(n>1)

i=1
Super-increasing sequences are introduced to perform pre-
liminary aggregation on initial multi-dimensional plaintext
data. By combining each dimension’s data with elements
of the super-increasing sequence and then aggregating, the
multi-dimensional plaintext can be aggregated into a single-
dimensional plaintext that incorporates the super-increasing
sequence. Subsequently, the multi-dimensional plaintext can
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be recovered from the single-dimensional plaintext using
Algorithm 1 proposed in the following sections, achieving the
aggregation and recovery of multi-dimensional data.

C. Proxy Re-Encryption

Proxy re-encryption is an encryption technique that allows an
agent (a third party) to transform data encrypted by one user
into data decryptable by another user. In this process, the agent
uses a re-encryption key to perform the transformation without
accessing the plaintext or decryption key, thereby ensuring the
security and privacy of the data during the conversion process. A
general description of proxy re-encryption is given as follows:
e Encryption: The sender encrypts the plaintext message m
using their public key pk; to obtain the initial ciphertext
C; : C; < Enc(m, pk;).

® Proxy Re-encryption: The proxy uses the re-encryption
key rk;_,; to transform the initial ciphertext C; into a
re-encrypted ciphertext C'; encrypted under the recipient’s
public key: C; : C; < ReEnc(C;, 7k;;).

® Decryption: The recipient decrypts the re-encrypted ci-

phertext C; using their private key sk; to obtain the original
plaintext message m : m <— Dec(C}, sk;).

D. BLS Signature

BLS signature is a digital signature technique based on the
Diffie-Hellman problem [36], employing elliptic curve pairing
methods based on bilinear mappings [37]. BLS digital signa-
tures offer excellent aggregation capabilities and verification
efficiency, making them a suitable choice for ensuring data
integrity in the transmission process. A general description of
BLS digital signatures is given as follows:

® Key Generation: Define a bilinear mapping e : G; X
G1 — G, where both G; and G are cyclic groups of
prime order ¢q. Choose a generator g for Gy, select a
collision-resistant hash function H, and choose a random
number z as the signing private key. Compute the public
key p = ¢%;

® Digital Signature: Given a message m, compute the hash
value of the message h = H(m), use the signing private
key to sign it, generating the signature o = h*;

e Signature Verification: Verify if the equation e(o,g) =
e(H (m), p) holds. If the equation holds true, the signature
is considered valid.

For the bilinearity of the bilinear pairing: Vg;, g2 € G; and

Va,b € Z;, we have e(g{,g5) = e(g1, g2)*. Therefore, BLS
digital signatures can achieve aggregated signature verification:

e(or+o2+...+0on,9) =e(H (m1),p1)*e(H (mz),p2)
*...xe(H (my),pn)

IV. SYSTEM MODEL
A. System Model

The system model diagram of the proposed scheme in this
paper is shown in the Fig. 1, consisting of four main entities:
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Fig. 1.

System model.

smart sensor, aggregator gateway, electricity control center, and
trusted authority.

® Smart Sensor: SS, edge devices in the smart grid of the
IIoT, are responsible for collecting multi-dimensional elec-
tricity data generated by devices and aggregating it into
initial plaintext using super-increasing sequences. They
encrypt the initial plaintext with their own keys and send
it to the aggregator gateway.

o Aggregator Gateway: The AG collects the initial ciphertext
encrypted by S5, performs proxy re-encryption on it to
transform it into a ciphertext form decryptable by FCC,
then aggregates the re-encrypted ciphertext and sends it to
ECC.

e FElectricity Control Center: ECC is responsible for receiv-
ing the aggregated ciphertext sent by AG, decrypting it to
obtain the aggregated plaintext, then using algorithms to
obtain the sum of various dimensions of data and perform-
ing analyses and decision-making based on it.

o Trusted Authority: Trusted Authority (1'A) is responsible
for generating keys, re-encryption keys, signature keys, and
publishing public parameters for each main entity. After
the system initialization is completed, 7'A generally goes
offline.

B. Threat Model

Data security is a crucial security metric for IIoT. In the
proposed system architecture, T'A is assumed to be completely
trusted, while the EC'C, AG, and S'S are all honest but curious
entities. They will faithfully execute the system’s functions, but
may be curious about other devices’ data. The threat model con-
sidered in the proposed scheme includes the following potential
threats:

e Communication Privacy: Based on the designed system
model, most communication between entities occurs over
public channels. Therefore, attackers may eavesdrop on
data streams over public channels or forge and modify
transmitted data.
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® Data Storage: Attackers may launch attacks on the

databases of AG and ECC to steal plaintext information
stored in the storage space.

® FEdge Device Security: Smart sensors, as edge devices far

from the center, are vulnerable to attacks by attackers.
Therefore, it is necessary to consider data aggregation in
the absence of aggregation participants.

C. Security Goals

® Data Privacy: Devices’ electricity consumption data may

reveal production information and operational modes in the
factory. Therefore, in the design of the proposed scheme
in this paper, no plaintext information will be transmitted
over the public channel, and the AG and EC'C will not
store devices’ plaintext information.

Integrity and Authenticity: Encrypted ciphertext data
should not be tampered with or forged before decryption.
Each entity can verify the correctness and integrity of the
received data through signature verification.

High Fault Tolerance: In practical IloT applications, op-
erational entities may need updates, decommissioning, or
other changes due to external attacks or aging. Therefore,
the proposed scheme should achieve high fault tolerance
to accommodate changes in entities.

Mitigating Internal Attacks: Service providers or third-
party data centers may potentially misuse factory energy
consumption information and operational modes, such as
for confidential theft or targeted marketing. Therefore,
in the proposed scheme design in this paper, ECC will

ZHANG et al.: MPDA-HPR: MULTI-DIMENSIONAL PRIVACY-PRESERVING DATA AGGREGATION BASED ON HOMOMORPHIC PROXY 2493

the primary ciphertext of SS;(i =1,2,...,n) to gen-
erate a secondary ciphertext. The homomorphic proxy
re-encryption proposed in this paper ensures that the ci-
phertext maintains its homomorphic properties after trans-
formation. Subsequently, AG aggregates the transformed
ciphertext to generate the regional aggregate ciphertext
C =3%",Ci. AG signs the aggregated ciphertext and
sends it along with the signature to £EC'C'.

® Data Decryption: In this phase, ECC' first verifies the
signatures of the uploaded data. Upon successful veri-
fication, EC'C' decrypts the aggregated ciphertext. Due
to the use of homomorphic proxy re-encryption, EC'C'
can decrypt the aggregated ciphertext using its own key,
obtaining the aggregated original plaintext. Subsequently,
using an algorithm based on the super-increasing sequence,
ECC calculates the sum of electricity usage data for each

dimension j within the region, D; = > 1" | d;;.

V. PROPOSED MPDA-HPR SCHEME

This paper takes smart sensor devices within a factory re-
gion as an example, consisting primarily of n smart sensors
SS;(i=1,2,...,n), an aggregator gateway AG, and an elec-
tricity control center FC'C. The main workflow of the scheme
is illustrated in Fig. 2.

Initialization: T'A generates the system’s public parameters
and distributes secret parameters to ECC, AG, and SS;(i =
1,2,...,n). The specific details are given as follows:

e Based on the security parameter X, the T'A selects large

not have access to plaintext information of device power
consumption data.

D. System Workflow

The proposed scheme in this paper consists primarily of four
algorithmic components: Initialization, data reporting, proxy
re-encryption and aggregation, and data decryption. Taking the
data aggregation of a factory region as an example, the process of
the proposed scheme mainly involves n smart sensors S.S;(i =
1,2,...,n), aregional AG, and the ECC.

® [nitialization: In this phase, the trusted authority gen-

erates secret parameters for the system based on secu-
rity parameters and distributes public parameters. As-
suming S.S; collects k& dimensional electricity data D; =
{di1,d;a,...,d;ir}, TA determines a super-increasing se-
quence S = {51, Sa, ..., Sk} for preliminary aggregation
of the raw data to generate plaintext.

® Data Reporting: In this phase, S'S; aggregates the raw data

using the super-increasing sequence .S to generate primary
plaintext message m;. Subsequently, the primary plaintext
message is encrypted using the modified Paillier encryption
algorithm proposed in this paper, resulting in the primary
ciphertext. Then, S.S; signs the primary ciphertext and
sends it along with the signature to AG.

® Proxy Re-encryption and Aggregation: In this phase, AG

verifies the signatures of the reported uploads. Upon suc-
cessful verification, AG first performs re-encryption of

prime numbers p and q. [t calculates N = pgand g = N +
1. It also chooses a random 7 such that 7)Y mod N2 =
go € Z». Simultaneously, it determines the bilinear map-
ping pairing e : G; X G; — G, where G, and G are
both prime-order cyclic groups of order v. It selects the
generator g; for Gy and sets up a collision-resistant hash
function H : {0,1}* — Gj.

The TA selects a random number Z.. € Zj. as
the private key for ECC. It also selects random
numbers x; as the private keys for each S55; and
Zag as the private key for AG. Then it calculates
the re-encryption keys 7k secc = gg°=° " mod N2(i =

1,2,...,n) fori=1,2,...,n. Furthermore, it computes
the signature public keys p; = ¢7*(: = 1,2,...,n) and
Pag = gfag

The TA selects a super-increasing sequence S =
{S1,Sa, ..., Sk}, where each S; satisfies S; = Z;;ll(Sj .
M;- N ), where k is the dimension of the reported data, M i
represents the upper limit of the j — th dimension data,
and N represents the upper limit of the number of smart
Sensors.

The T'A sends x... to ECC through a secure channel,
Tag and Tkiecc(t = 1,2,...,n) to AG through a secure
channel, and z; to each SS;(i =1,2,...,n) through
a secure channel. It publishes the public parameters
Q= (Na 9,90,91,¢€,9, Gla GT7 H7 Pag {pi}i:l,?,...,n»
{Si}i<i<k)-

Authorized licensed use limited to: Anhui University. Downloaded on March 24,2026 at 08:46:53 UTC from IEEE Xplore. Restrictions apply.



2494

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 23, NO. 2, MARCH/APRIL 2026

SS

Adg

(dy1,drz -+ dyie) my=dy Sy +dip Syt dye Sk Cf = g™ - gy mod N?
1 0

(da1, dyp -+ day) My =dyy - Sy +dyy - Sy + -+ doie - Sie C} = g™ - gy> mod N2

(dn1,dnz - dnic) My = dny + Sy +dng S+ -+ dnk * Sie Cr = g™ - gg" mod N?
o

ReiEnc

Cn = Gy Tknoece

AG ECC
n
, 2.
Gy =Ci Tkisece i=1
n
Co =G rhy, PO 2 e
ece Dec M:C/"(go )omod N =

Alg

gn-1
m:Zmi: N
i=1

Fig. 2.

MPDA-HPR system process.

After the initialization is complete, the T'A goes offline and
does not participate in the subsequent scheme processes.

Data Reporting: SS;(i =1,2,...,

n) encrypts the collected

k-dimensional data, signs the ciphertext, and reports both the
ciphertext and the signature to AG. Details are given as follows:

SS; aggregates the plaintext preliminarily:

“S1t+dig - So+ o+ dig - S

m; = din

where d;; represents the jth dimension data collected by
S Sz';

S.S; encrypts the original plaintext, computes the primary
ciphertext C:

Ol = g™ - g¥ mod N?

After generating the primary ciphertext, SS; generates a
signature o; = H(C})%;

SS; packages {C}, 0;, T} tothe AG, where T’ is the current
timestamp, which can resist the potential replay attack.

Proxy Re-encryption and Aggregation: After receiving data

{

CZ/-,O'i,T}(Z' = 1,2,...,

n) from SS;, AG performs the fol-

lowing operations:

First, AG verifies whether the timestamp 7" is fresh. After
the time validation passes, it verifies the validity of the
digital signatures. If the equation e(o;, g1) = e(H(CY), p;)
holds true, the verification passes. To enhance the efficiency
of signature verification, AG' can perform batch signature
verification: e(}_7_; 04, 91) = [[]_; e(H(C}), p;), batch
verification reduces the pairing operations from 2nton + 1
times;

AG performs proxy re-encryption on the validated ci-
phertexts. For each primary ciphertext C}, it calculates
the secondary ciphertext C; using the re-encryption key
rki%ecc(i = 1, 2» .. ) C C/ 'rkz%ecc - gﬂ% : gxZ !
ggeccfqu‘, mod N2 = gmL _grwc mod N2: :

After obtaining all the secondary ciphertexts, AG performs
an aggregation operation on them. To prevent decryption
failure due to malfunctioning edge devices, AG counts the
devices involved in the aggregation. It calculates:

o
C = HCZ = 92121 mg | (ggﬁcc)n() mod NQ
i=1

Here, ng represents the number of correctly participating
devices in the aggregation.

Algorithm 1: Procedure: Extracting Multi-Dimensional

Data.
Input: m, S = (S1,52,...,5%)
Output: Dy, Ds, ..., Dy
1: fori=ktoldo
2 D; = (m — (m mod S;))/S:
3: m = m mod S;
4: end for
5: returnDi, D, ..., Dy,

Data Decryption:

{C,

After aggregating the ciphertexts, AG signs the aggregated
ciphertext by computing o,, = H(C)"**;

AG packages {C, 0,4, n0, T} and sends it to ECC.
Upon receiving the data report
Oag,M0, T} from AG, ECC performs the following

operations:

ECC first verifies if the timestamp T is fresh. Upon
successful time verification, it proceeds to signature veri-
fication. If the equation e(o,g4, g1) = e(H(C), pag) holds
true, the verification passes. If EC'C' needs to receive data
reports from multiple AGS, it can still employ batch veri-
fication to enhance the efficiency of signature verification;
After the signature verification passes, EC'C proceeds with
decryption. It calculates:

C/ (g&===)" mod N? = gXi=1™i mod N2

Let m =", m;, According to binomial expansion,

we have ¢™ = (1+ N)™ mod N? = (1 + Nm) mod
NZ. Thus, we get
I S it
m = ;ml =
ECC  determines the plaintext message m =
E?lmz—sl'zll din + S - Z d12+ -+

Sk > di. Then, ECC uses Algonthm 1 to
derive the sum of data values for each dimension
S diny yor g digy ooy i dik. With the total values
of data for each dimension, £CC' can proceed with further
analyses.
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VI. CORRECTNESS AND SECURITY ANALYSES

In this section, the security issues of the proposed scheme
will be analyzed in detail. The correctness of the proposed
scheme is demonstrated from the following two aspects, and the
privacy-preserving and data integrity of the proposed scheme
are demonstrated by analyzing potential privacy leaks.

A. Correctness Proof

Correctness of Signature Verification: Single signature cor-
rectness verification is given as follows:

e(oi,g) =e(H(C)™ ,9)
=e(H(Ci),9™)
= e (H (Cs),pi)

Batch signature aggregation authentication correctness verifica-
tion is given as follows:

6(079) 26(0'1 +U2+--~+0nag>
xe(op,g)

(C2),p2) *

=e(01,9)xe(02,9) * ...

—e(H(C) . p1) ¥ e (H
TLe ) .m)

i=1

..k e (H (Cn) 7p71)

Correctness Verification of Decryption: The recipient per-
forms decryption on the aggregated ciphertext. First, compute
g" = W(modNQ). Since g = N + 1, g™ can be written
as (1 + N)™. According to the binomial expansion formula, we

= ZZZI (?7;

we have (1 + N)™ =1+ Nm(modN?), We can solve for m
asm = L ~ (modN?).

After decrypting, the ECC' obtains the aggregated plain-
text m = Z 1m2—51 Z:—L:ldil-i-SQ'Z?:ldig—f—'“—i-
Sy - >, d;j. Then, executing Algorithm 1 and leveraging the
properties of the super-increasing sequence, we can derive

Sl'zdi1+52'zdi2+"'
i=1 i=1
51.2M1+52.ZM2+...

i=1 i=1

k—
Z “M;-n < Sy

have (1 + N)™ N?. Therefore, in modulo N2,

+Sk1e Y dige

i=1

+ Sk-1 - Z My
i1

Therefore, according to Algorithm 1, we have
S
k- Ev 1 Z dzk

As described above, we can obtain the sum of each dimension
S dii(G=1,2,... k).

m — (m mod Sk)
Sk
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B. Security Analyses

Encryption Algorithm Security: The proposed scheme em-
ploys a variant of the Paillier encryption algorithm constructed
independently to encrypt plaintext data, referring to Li’s scheme
PPMA [20]. The detailed analyses are provided below:

Since go = 7, we have C' = g™ - g% = g™ . V" = g™
(r("’fi)N . Therefore, the ciphertext C' can still be considered as
a valid plaintext under the Paillier cryptosystem, satisfying the
chosen plaintext attack on the semantic security implemented
by the Paillier cryptosystem. Thus, the proposed encryption
algorithm is secure and effective.

Privacy-Preserving of Entities Throughout the System (S'S,
AG, ECC'): Theanalyses of devices’ privacy-preserving within
the system workflow mainly focus on the following three as-
pects:

First, at the individual devices’ end, smart sensors encrypt
the collected raw plaintext data on the edge device SS. SS;(i =
1,2,...,n) preliminarily aggregates and encrypts k types of
plaintext data, obtaining ciphertext C} = g™ - g5 mod N2,
which is then sent to AG via a public channel. Even if an
adversary eavesdrops on the communication channel between
SS; and AG, they can only obtain ciphertext data. Based on
the security analyses of the encryption algorithm mentioned
earlier, adversaries cannot recover any plaintext information
from ciphertext C'. While powerful adversaries may have the
capability to compromise the keys of certain devices within
the region, all secret parameters in this paper are randomly
generated by a trusted authority and are independent of each
other. Therefore, compromising the keys of one or some devices
still does not result in the leakage of privacy of other devices.

At the intermediary node AG, the ciphertext of multi-
dimensional data is first subjected to a re-encryption process.
Utilizing the homomorphic proxy re-encryption designed in this
paper, ciphertext data under the keys of S'S; are transformed into
ciphertext under EC'C keys. During the re-encryption process,
the proxy AG cannot obtain any effective information about
the original plaintext. Moreover, the data is stored in AG in ci-
phertext form. Based on the homomorphic property, AG can di-
rectly perform ciphertext-based aggregation on the transformed
primary ciphertext. According to the above analyses, the initial
ciphertext before transformation, the primary ciphertext after
transformation, and the aggregated ciphertext after aggregation
all have the same form as the Paillier cryptosystem, achieving
invisibility of plaintext information to the proxy AG. Even if an
adversary compromises or intrudes upon AG’s database, they
still cannot obtain any plaintext information from the ciphertext.
Smart sensors are typically located at the system’s edge, far
from the center. Therefore, there may be occurrences of natural
device failures or physical damage to certain smart sensors by
adversaries, rendering them unable to participate in aggregation
normally. In the proposed scheme in this paper, the keys of
each SS; device are independently and randomly generated.
Therefore, the system can continue to function properly even in
the event of device failures.

For the receiving end EC'C,, upon receiving the aggregated ci-
phertext C' = []}%, C;, where ciphertexts from multiple devices
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TABLE I
PERFORMANCE COMPARISON

%)
=
(%)
%)
=)
=)}
%)
=)
~

scheme spl  sp2  sp3  sp4

Xue et al. [28]
Bao et al. [30]
Zhan et al. [17]
Lu et al. [19]
Zhang et al. [22]
Verma et al. [18]
Ours

A N N NN
N N NN
CUNNAX X
WX NN X
X AX X NS
AX NN X X X
CAX AN

spl: Data privacy
sp4: Fault-tolerant
sp6: Multi-dimensional aggregation

sp2: Data integrity sp3: Authenticated
spS: Against internal attacks
sp7: Extensibility

are aggregated into a single ciphertext, EC'C' cannot decipher
the independent ciphertext of any individual device. This ensures
that the privacy of devices is not compromised by the receiving
end.

Identity Authentication and Integrity Verification: In the
proposed scheme, identity and integrity verification are carried
out using digital signatures. Digital signatures are typically
constructed using the sender’s private key and verified using
the corresponding public key. The ciphertext data sent from
SS and AG are both signed using the BLS signature method.
This method is based on the Diffie-Hellman problem and can
be proven secure under the random oracle model. For specific
proofs, refer to the original BLS paper [36].

VII. PERFORMANCE EVALUATION

A. Functionality Comparison

First, several schemes have been compared with the proposed
scheme in terms of functionality, and the comparison results are
shown in Table I. These schemes have been comprehensively
analyzed from various functional perspectives, including basic
security functions (such as data privacy, data integrity, and
authenticated), risk-resistance functions (such as fault-tolerance,
against internal attacks), data analysis functions (such as multi-
dimensional aggregation), and scheme extensibility. The pro-
posed scheme in this paper introduces BLS short signatures,
providing comprehensive data privacy protection, integrity ver-
ification, and identity authentication. Additionally, the scheme
combining homomorphic encryption with proxy re-encryption
is proposed. Homomorphic encryption enhances the scheme’s
resistance to internal attacks, while proxy re-encryption ef-
fectively improves fault-tolerance and extensibility. Further-
more, the scheme incorporates super-increasing sequences, en-
abling single-round computation for multi-dimensional data,
significantly reducing overhead compared to traditional single-
dimensional data aggregation.

B. Theoretical Analyses

To facilitate the comparison of computational costs, the
execution time symbols for some cryptographic primitives
are listed in Table II. Comparing the proposed scheme with
schemes [17], [19], [22]. To address the inefficiency issues
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TABLE II
ENCRYPTION PRIMITIVES
Notations Operation
Ty, Hash
Trm Modular multiplication
Tme Modular exponentiation
Tpm Elliptic point addition
Tpa Elliptic point multiplication

of traditional single-dimensional privacy-preserving data ag-
gregation schemes and the low fault tolerance of public-
key algorithm variants, we proposed a multi-dimensional
privacy-preserving data aggregation scheme based on homo-
morphic proxy re-encryption and super-increasing sequences.
Scheme [17] is a single-dimensional privacy-preserving data
aggregation scheme based on EC-ElGamal, scheme [19] is a
multi-dimensional privacy-preserving data aggregation scheme
based on Paillier, and scheme [22] is a multi-dimensional
privacy-preserving data aggregation scheme based on a mod-
ified Paillier algorithm. These three schemes employ differ-
ent technical approaches to achieve privacy-preserving data
aggregation; therefore, this paper selects schemes [17], [19],
[22] for comparison. The following is a detailed theoretical
analysis.

First, the encryption costat the S'S end is compared. In the pro-
posed scheme, each SS; initially performs preliminary aggre-
gation, computing the plaintext message m; = d;1 - S1 + d;2 -
So + - -+ + d;, - Sk. During this process, S'S; needs to perform
k modular multiplication operations. In the encryption process,
S'S; needs to perform one modular multiplication operation and
two modular exponentiation operations. Therefore, the total en-
cryption computational cost for SS; is (k + 1) - Tynm + 2T me-
It’s worth noting that Zhan et al.’s scheme [17] only supports
single-dimensional data aggregation, so in a multi-dimensional
data aggregation scenario, Zhan et al.’s scheme [17] needs to
handle each dimension separately. Zhan et al.’s scheme [17]
uses the EC-ElGamal encryption algorithm, encrypting each
single-dimensional data from a smart sensor using one modular
multiplication operation and three point multiplication opera-
tions, with a total computational cost of & - (Tim + Tpm ). Lu
et al.’s scheme [19] combines the Paillier encryption algorithm
with super-increasing sequences to achieve multi-dimensional
data aggregation. Encrypting k-dimensional data from a smart
sensor requires k + 1 modular exponentiation operations and k
modular multiplication operations, with a total computational
cost of k- Ty + (k+ 1) - Thpe. Zhang et al.’s scheme [22]
uses a modified version of the Paillier algorithm, where each en-
cryption involves two modular exponentiation operations, k + 2
modular multiplication operations, and one hash operation, with
a total computational cost of T}, + (k + 2) - Ty + 2T e

At the AG end, assuming the number of users participating
in aggregation is n, the proposed scheme is discussed first. In
the proposed scheme, AG first performs proxy re-encryption
on the primary ciphertexts of n devices, calculating C; =
C! - rkisecc. This process involves n modular multiplication

Authorized licensed use limited to: Anhui University. Downloaded on March 24,2026 at 08:46:53 UTC from IEEE Xplore. Restrictions apply.



ZHANG et al.: MPDA-HPR: MULTI-DIMENSIONAL PRIVACY-PRESERVING DATA AGGREGATION BASED ON HOMOMORPHIC PROXY

TABLE III
COMPUTATIONAL COST ANALYSES

Scheme SS

AG ECC

Zhan et al. [17] k- (Tmm + 3Tpm)
Lu et al. [19]
Zhang et al. [22]
Ours

kTmm+(k+1)Tme
(k' + 1) “Tmm + 2T me

2(7’7, — 1) - Tpa Tpm + Tpa
(n - ]-) “Tmm 2Tmm + Tme
2("1 - 1) “Tmm 2T mm + Tme

Set k to the plaintext dimension and n to the number of devices

operations. Then, AG aggregates the re-encrypted ciphertexts
C = H?:Ol C;, which involves n — 1 modular multiplication
operations. The total computational costis 2(n — 1) - Ty, For
Zhan etal.’s scheme [17], the aggregation costis 2(n — 1) - Tpyq.
For Lu et al.’s scheme [19], the aggregation cost is (n — 1) -
Tnm and for Zhang et al.’s scheme [22], the aggregation cost
is also (n — 1) - T}y, In terms of time complexity, the pro-
posed scheme is slightly higher than the comparison schemes
due to the proxy re-encryption operation performed by AG.
However, this addition of a fault tolerance mechanism makes
the proposed scheme more robust compared to the comparison
schemes.

When ECC receives the aggregated ciphertext sent by
AG, it performs decryption. In the proposed scheme, ECC
decrypts the ciphertext, calculating C/(gg°=°)"™ mod N? =
gZlei mod N2, which involves one modular exponentia-
tion operation and two modular multiplication operations. The
total computational cost is 27;,,, + T),e. For Zhan et al.’s
scheme [17], decryption of the aggregated data involves one
point addition operation and one point multiplication opera-
tion, with a computational cost of T},, + T},. For Lu et al.’s
scheme [19], decryption involves one modular exponentiation
operation and two modular multiplication operations, with a
total computational cost of 27,,,, + T,,.. For Zhang et al.’s
scheme [22], decryption involves one modular exponentiation
operation, two modular multiplication operations, and one hash
operation, with a total computational cost of T} + 27T}, +
Tme-

The theoretical cost analyses of each scheme are shown in
Table II1, including the theoretical overhead at the S'S, AG, and
ECC ends.

C. Experimental Evaluation

In this section, the computational overhead at the S'S, AG, and
ECC ends is used to measure the performance of the proposed
scheme. Specifically, the proposed scheme is implemented using
the Python programming language and the miracl core library.
The experiments are conducted on a computer with an AMD
Ryzen 7 6800H 3.2GHz processor, 16GB of memory, and
Windows 11 (64-bit) operating system. Schemes [17], [19],
[22] are also chosen for comparison. At the same security
level as the proposed scheme and the comparison schemes,
the security parameters for both the Paillier cryptosystem
and the modified version are set to 2048 bits. Additionally,
the elliptic curve BLS12-383 is chosen for the EC-ElGamal
cryptosystem.
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Fig. 3. Encryption costs on the SS side.

During the data reporting phase, the S'S initially aggregates
the collected multi-dimensional data and then encrypts the ag-
gregated single plaintext data. The encryption time cost com-
parison chart for each smart sensor side in various schemes is
shown in Fig. 3. Due to the introduction of the super-increasing
sequence, it can be observed that as the data dimension continues
to increase, the advantage of encryption time cost on the S'S side
in the proposed scheme becomes more prominent. Due to the
modified encryption algorithm based on the Paillier cryptosys-
tem, the encryption overhead at the SS end in the proposed
scheme closely resembles that of using the Paillier cryptosystem
for encryption, Lu et al.’s scheme [19]. But compared to Lu et
al.’s scheme [19], the proposed scheme adds resistance against
internal attacks.

During the proxy re-encryption and aggregation phase, AG
first performs re-encryption operations on the reported cipher-
text data after verifying signatures. Then, it aggregates the
re-encrypted ciphertexts. The plaintext dimension is fixed at
k = 10. Fig. 4. shows the time cost comparison chart of data
operations at the aggregator gateway end in various schemes.
Since Zhan et al.’s scheme [17] is a single-dimensional data
aggregation scheme, in Zhan et al.’s scheme [17], the AG
operation is repeated ten times to ensure it can achieve the same
functionality as the multi-dimensional data aggregation scheme.
Due to the choice of introducing proxy re-encryption to enhance
the flexibility and reliability of the system framework, the time
cost may be slightly higher compared to existing schemes.
However, it remains at the millisecond level, which is acceptable
for the practical implementation of the scheme.

Authorized licensed use limited to: Anhui University. Downloaded on March 24,2026 at 08:46:53 UTC from IEEE Xplore. Restrictions apply.



2498

—4- Zhanetal. [15] A
-k Luetal [17] R
Zhang et al. [20] A/‘/

5001

—e— Ours n
4001 ke

3001 A

Computational Cost(ms)
\

1001

200 400 600 800
Number of Registered Devices n

Fig. 4. Ciphertext computation costs on AG side.

160 4
1404
£ 1204
F
o
© 1001
©
5
= 801
e B S UUH PSP S S
Qo
£ 60
(s}
]
401
-*- Luetal [17]
204 Zhang et al. [20]
—8— Ours
0 T T T T T
200 400 600 800 1000

Number of Registered Devices n

Fig. 5. Decryption costs on ECC side.

During the data decryption phase, EC'C decrypts the received
ciphertexts after verifying signatures and then uses an algorithm
to extract the sum of the data for each dimension from the
aggregated plaintext. The plaintext dimension is also fixed at
k = 10. Fig. 5 shows the decryption time cost comparison chart
at the power computation center end in various schemes. Since
the decryption in Zhan et al.’s scheme [17] is only suitable for
data in a smaller plaintext space, it was not included in the
comparison. From the figure, the proposed scheme has a low
decryption overhead. Compared to Zhang et al.’s scheme [22]
and a similarly costly scheme like Lu et al.’s scheme [19], the
framework can support updates to ECC'.

D. Communication Costs Analyses

In this section, the communication overhead between SStoAG
and AGtoECC has been theoretically analyzed. In the proposed
scheme and the comparison schemes, the ciphertext size for both
the Paillier cryptosystem and its variant algorithms is 4096 bits,
while the ciphertext size for the EC-ElGamal cryptosystem is
392 bits. The signature algorithms for all schemes are imple-
mented on the BLS12-383 curve, with a signature size of 392
bits. To ensure the correctness and consistency of the theoretical
analyses’ results, the size of identifiers and timestamps is set to
32 bits.
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TABLE IV
THEORETICAL ANALYSES OF COMMUNICATION

Scheme SStoAG AGtoECC

Zhan et al. [17] (1176k+848)n 784k + 848
Lu et al. [19] 4584n 4584
Zhang et al. [22] 4520n 4912
Ours 4520n 4552

First, the data reporting phase from SS to AG is ana-
lyzed. In the proposed scheme, each SS sends a data re-
port {C,0,T} to AG, resulting in a communication cost
of (4096 + 392 + 32) - n = 4520n bits for n SSs to AG.
In Zhan et al.’s scheme [17], each SS sends a data report
{T,ID,C,L,o} to AG, resulting in a communication cost of
(32 4+ 32 + 3923 + 392 + 392) - n = 2024n bits. Since Zhan
et al.’s scheme [17] is a single-dimensional data aggrega-
tion scheme, as plaintext dimensions increase, the communi-
cation cost becomes (32 + 32 + 3923 - k 4 392 + 392) - n =
1176kn + 848n. In Lu et al.’s scheme [19], each SS sends
a data report {C,RA,U,T,c} to AG, resulting in a com-
munication cost of (4096 + 32 + 32 + 32 4 392) - n = 4584n
bits. In Zhang et al.’s scheme [22], each SS packs {C, 0, T}
and sends it to AG, resulting in a communication cost of
(4096 + 392 + 32) - n = 4520n bits.

Next, the data reporting phase from AG to ECC is analyzed.
In the proposed scheme, AG sends a data report {C,o,n, T}
to ECC, resulting in a communication cost of (4096 + 392 +
32 + 32) = 4552 bits. In Zhan et al.’s scheme [17], AG sends
{t,ID,C,L,o}to ECC. Considering Zhan et al.’s scheme [17]
is a single-dimensional scheme, the communication cost is
(32432 + 3922 - k + 392 + 392) = 784k + 848 bits. In Lu et
al.’s scheme [19], AG reports {C, RA,GW,T,o} to ECC,
resulting in a communication cost of (4096 + 32 4 32 + 32 +
392) = 4584 bits. In Zhang et al.’s scheme [22], AG sends
{C,0,,T} to ECC, resulting in a communication cost of
(4096 + 392 + 392 + 32) = 4912 bits.

The theoretical cost analyses of each scheme are shown in
Table IV. From the figure, it can be seen that changes in plain-
text dimensions affect the communication overhead of Zhan
et al.’s scheme [17]. When the plaintext dimension is greater
than or equal to 4, the SStoAG communication overhead in
Zhan et al.’s scheme [17] already exceeds that of the proposed
scheme. When the plaintext dimension is greater than or equal
to 5, the AGtoECC communication overhead in Zhan et al.’s
scheme [17] exceeds that of the proposed scheme. The proposed
scheme achieves multi-dimensional data aggregation while con-
suming fewer communication resources.

VIII. CONCLUSION

In this study, we propose a privacy-preserving multi-
dimensional data aggregation scheme based on homomorphic
proxy re-encryption (MPDA-HPR). To enable the dynamic
management of entities in the smart grid of IIoT, a modified
Paillier cryptosystem with the support of proxy re-encryption
is designed. The proposed scheme enhances privacy for sensi-
tive device and electricity consumption data while increasing
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resilience against internal attacks and fault tolerance. Security
and performance analyses demonstrate the effectiveness and
applicability of MPDA-HPR for smart grids of IloT systems
compared with other schemes, where the proposed scheme
provides more security functionalities but a similar overhead.
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