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Abstract—Federated diagnosis, a concept emerging in Internet
of Things (IoT)-based e-health systems, addresses the inter-
connectivity challenges of medical resources across different
regions. Furthermore, flexible access control is required, which
allows users to modify the access policy for encrypted data
in the cloud without revealing sensitive information. Current
solutions rely on third parties for policy modification, incur high
computational overheads during user revocation, and expose user
attributes to plaintext access policies. To address these issues,
this study introduces a blockchain-assisted revocable federated
diagnostic ciphertext policy attribute-based encryption (RFD-
CPABE) scheme that enables policy conversion and revocation,
which allows users to convert attribute-based encryption (ABE)
ciphertext to inner product encryption (IPE) ciphertext swiftly
and facilitates fast revocation using binary trees. This scheme
enhances privacy protection by separating attribute names from
values, thus concealing sensitive information within the access
policies. Moreover, to reduce the computational burden on
trusted institutions, the workload is decentralized utilizing a
blockchain to minimize the pressure on the central servers.
The formal security proof demonstrates the resilience of the
scheme against selective chosen-plaintext attacks (CPA), and the
experimental analysis confirms its superior efficiency compared
to existing solutions.

Index Terms—Access control, blockchain, federated diagnosis,
Internet of Things (IoT), privacy-preserving, revocation.

NOMENCLATURE

Eg Exponentiation in G1 and GT .
Pg Bilinear pairing computation.
Mg Multiplication operation in G1 and GT .
l Access policy size.
s Initial attribute value count.
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n Number of attributes that match the pol-
icy.

r Length of the cover(R).
t Maximum number of revoked users.
l′ Size of the revocation policy in [37].

I. INTRODUCTION

THE rapid development of the Internet of Things (IoT)
has ushered in a new era of intelligent electronic medical

care, which empowers efficient healthcare services by integrat-
ing medical devices and data [1], [2], [3]. E-health systems
are superior to traditional paper-based methods. They enable
the cloud-based storage and sharing of electronic medical
records, thereby promoting the interconnectivity of medical
resources across regions [4]. However, relying on third-party
cloud providers raises concerns regarding data security and
user privacy [5]. To address these concerns, attribute-based
encryption (ABE) [6] has been proposed as a potential solution
for protecting sensitive medical information. Although ABE
provides effective access control mechanisms, its static nature
and reliance on predefined access policies limit its applicability
in scenarios that require dynamic collaboration with flexible
policy modifications, such as federated diagnosis (FD).

We define FD as a case-specific, privacy-preserving, cross-
institutional collaborative process in which multiple healthcare
entities jointly produce a diagnosis or decision support for
an individual patient without sharing raw data. In e-health
systems, FD applies to scenarios such as remote second
opinions and cross-hospital consultations for rare diseases at
small institutions. As clinical contexts change, participating
entities and their access to encrypted data may adjust dynam-
ically, making access control inherently dynamic; therefore,
systems must support fine-grained policy formulation, timely
delegation, and efficient permission revocation.

The following scenario illustrates the limitations of tra-
ditional ABE schemes in supporting FD. As depicted in
Fig. 1, Bob, a patient with lung disease, encrypts his med-
ical examination results using an access policy P1: “Hefei,”
“Respiratory Medicine,” and “Assistant Director Physician,”
thereby granting access only to the assistant director physician
of the respiratory department in Hefei. The encrypted data
and access policy are stored in the cloud. Alice, who meets
access policy requirements, can access the information of Bob.
However, when the condition of Bob worsened, he required
medical resources in Beijing, to assist with his treatment. A
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Fig. 1. Federal diagnostic scenario.

new access policy P2: “Beijing,” “Respiratory Medicine,” and
“Director Physician” must be defined to enable secure access
to the results of Bob by the Director Physician in Beijing for
advanced treatment. If the condition of Bob improves subse-
quently, we must revoke the access rights of P2 to minimize
treatment costs. The challenge is to efficiently modify access
policies and revoke the access rights of users over time.

To address these challenges, existing methods uti-
lize attribute-based proxy re-encryption (ABPRE). Existing
ABPRE solutions typically rely on a trusted third party to
generate re-encryption keys, thereby enabling the conversion
of the ciphertext access policy from P1 to P2 in the cloud. This
approach aims to reduce the computational burden on users
and allows Bob to receive more advanced treatment. However,
outsourcing computational tasks to a third party or relying
on cloud services does not fundamentally address the issue
of high computational overhead. Although the computational
workload may shift because of this, it fails to reduce the
overall resource consumption. Moreover, introducing a third-
party entity to help with computation will incur additional
operation and maintenance costs as well as communication
overhead, which will significantly affect the practicality of the
e-health system.

Furthermore, the existing ABPRE revocation schemes
present significant challenges in terms of efficiency and pri-
vacy. When a user needs to be revoked, the re-encryption
key must be regenerated, which places a substantial burden
on a trusted third party. This entity is responsible for gen-
erating new re-encryption keys, identifying revoked users,
and managing the entire key distribution process. Further-
more, the resulting overhead can hinder timely revocation
and potentially affect system performance. Existing ABPRE
schemes neglect the privacy risks associated with storing
access policies in plaintext on the cloud. For instance, the
inclusion of “Respiratory Medicine” in access structure P1
could compromise the medical information privacy of Bob by
potentially revealing his lung disease.

A. Motivation

Although the existing ABPRE schemes provide data secu-
rity and facilitate the sharing of encrypted data, they suffer
from limitations in efficiency, revocation mechanisms, and user
privacy protection. Therefore, this study introduces a more
effective ABE scheme to support the sharing of encrypted

Fig. 2. Partial hiding policy example.

data, protect user privacy, and provide direct revocation. This
proposed ABE mechanism offers the following functionalities.

1) Enables efficient and lightweight access policy modifica-
tion without third-party involvement. Users can modify
access policies through simple calculations, thereby
facilitating federal diagnosis.

2) No regeneration of re-encryption keys, thus enabling a
prompt user revocation. This significantly reduces the
workload of the trusted institutions and improves the
revocation performance of the scheme.

3) Establishes a hidden access policy for sensitive privacy
protection mechanisms during data interaction to ensure
the confidentiality and integrity of the medical data.

B. Related Work

1) Attribute-Based Encryption: ABE [6] is generally
divided into two types. Key-policy ABE (KP-ABE) [7] and
ciphertext-policy ABE (CP-ABE) [8]. In CP-ABE, a user’s
key is associated with their attribute set, while the ciphertext
contains the access structure. To enhance both the efficiency
[9], [10], [11], [12] and security [13], [14] of ABE schemes,
several enhancements have been proposed.

2) Policy-Hidden ABE: Although the performance and con-
fidentiality of ABE have been significantly improved, the
access structure still reveals user privacy information. To
safeguard user privacy, several CP-ABE schemes incorporating
access policy concealment have been introduced [15], [16],
[17]. Nishide et al. [18] proposed partially hiding the strategy
and allowing AND gates to appear in the access structure.
Gu et al. [19] proposed an efficient ABE method for reliable
policy updates under complete policy hiding. By dividing
attributes into attribute names and values, Lai et al. [20]
and Zhang et al. [21] implemented a form of partial policy
concealment for access control policies. They only allow
attribute names to appear in the access structure, as shown
in Fig. 2 (similar methods can also be found in [22]). Inner
product encryption (IPE) [23], [24], [23], an evolution of ABE,
ingeniously achieves full access policy hiding by converting
attributes into vectors. Although IPE is efficient, its expressive-
ness is limited to AND gates. Therefore, it is not as expressive
as the linear secret sharing scheme (LSSS) [25].

3) ABE for Tracking and Revocation of Users: In addition
to protecting user privacy, tracking and revoking users are
equally important for a secure ABE system. Liu et al. [26]
proposed a clear-box tracking scheme. Later, Ning et al.
[27] extended the access structure in [26] by supporting the
tracking of universe attribute sets. Ge et al. [28] implemented
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revocation by modifying the access structure matrix in LSSS;
however, this approach increased the decryption cost with each
revocation operation. Wang et al. [29] used the user’s personal
information to build a binary tree and realize the revocation
of user attributes. Li et al. [30] proposed an ABE scheme for
revocable registration with user cancellation functionality.

4) Attribute-Based Proxy Re-Encryption: To facilitate data
access for users with new access structures, proxy re-
encryption [31], [32] was introduced. The concept of
re-encryption was initially incorporated into attribute-based
frameworks by Liang et al. [33], which facilitated a more
adaptable representation of user identities. Following their
contribution, a multitude of ABPRE schemes have emerged,
with a primary focus on enhancing the expressiveness of
access policies [34], [35], [36]. Ge et al. [37] addressed the
user revocation problem in ABPRE; however, the computa-
tional overhead of their ABPRE is the same as the encryption
and decryption overhead of ABE, which not only brought more
computational overhead but also additional communication
overhead.

5) Blockchain: Introduced by Nakamoto [38], blockchain’s
immutability and traceability properties offer significant
advantages for simplifying complex computations in ABE
schemes. Therefore, more and more ABE schemes have been
combined with blockchain and widely used in medical systems
[39]. Since hospitals do not trust each other, consensus nodes
on the blockchain can be composed of various hospitals. These
hospitals are subject to strict audits by the health department
and use Byzantine fault-tolerant consensus to ensure data
consistency even when a few nodes fail or act maliciously,
thus ensuring the reliability of data management.

C. Our Contribution

To address the challenges of secure and efficient FD, we
propose revocable federated diagnostic ciphertext policy ABE
(RFD-CPABE), a novel blockchain-assisted ABE scheme. The
main contributions of this study are as follows.

1) To address the high overhead of re-encryption key
generation in ABPRE, we propose a novel access control
scheme based on ABE and IPE. This scheme first
encrypts the data using the highly expressive LSSS
algorithm in ABE and then uses attribute vectors with
high encryption efficiency in IPE to modify the access
policy. This scheme guarantees consistent access seman-
tics before and after data encryption, allowing data
owners (DO) to quickly modify the access policy in the
ciphertext stored in the cloud without interacting with
an authority.

2) Considering that when revoking a user in ABPRE, the
re-encryption key must be regenerated. A binary tree
composed of users is used to complete the revocation,
and the operation on the ciphertext is recorded in the
blockchain to locate the user who must be revoked.
Separating attribute names from values ensures that only
the names are visible in the ABE access structure, while
the values are securely embedded in the IPE vector,
effectively hiding the policy of the user.

Fig. 3. Binary tree.

3) The formal security proof demonstrates the selective
chosen-plaintext attack (CPA) security of the proposed
scheme. Simulations and smart contract deployment in
the blockchain demonstrate that the proposed scheme
outperforms related approaches by reducing compu-
tational overhead. The feasibility of the practical
application of the proposed scheme is also demonstrated.

II. PRELIMINARIES

This section introduces the preparation work before this
study.

A. Access Structure

Let Y = {Y1,Y2, . . . ,Yn} represent a set of participants
(denoted as attributes in ABE). A monotone access structure
A on Y is a nonempty subset of the power set 2Y of Y , that
is, A ⊆ 2Y \ {∅}, and it satisfies the following monotonicity
condition: for all B,C, if B ∈ A and B ⊆ C, then C ∈ A. The
sets in A are called the authorized set, while those not in A
are considered unauthorized sets.

B. Binary Tree

Let UID represent the set of all users and Revoke represent
the list of revoked users. Construct a binary tree Γ based on
the user set.

1) Each leaf of the binary tree corresponds to a user uid in
the system. Given that the total number of users is |UID|,
the total number of nodes in the tree is 2|UID|−1. Using
a breadth-first search, all nodes are numbered starting
from the root node, which is numbered 0, until the last
leaf node is numbered 2|UID| − 2.

2) For any node i in Γ, Trail(i) represents the shortest path
from the root node to node i.

3) Define DominatingSet(Revoke) as a minimum set
of nodes that can cover all users not included in
Revoke. For each unrevoked user uid, the intersec-
tion of its path Trail(uid) and DominatingSet(Revoke)
must have one and only one node DistinctNode =

DominatingSet(Revoke) ∩ Trail(uid).
As shown in Fig. 3, if the list Revoke is {u1, u4}, then the

corresponding minimum cover set DominatingSet(Revoke) is
{2, 8, 9}. In the tree, we know that the path Trail(u8) of user
u8 is Trail(14) = {0, 2, 6, 14}. Therefore, the path intersection
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of u8 and DominatingSet(Revoke) contains only one node
DominatingSet(Revoke) ∩ Trail(u8) = {2}. The revocation is
implemented utilizing the characteristics of the binary tree.

C. Inner Product Encryption (IPE)

Given a set of attribute values Attrv =

{attrv1, attrv2, . . . , attrvn} for the system.
1) For each access policy U composed of attribute subsets,

it is transformed into an n + 1-dimensional vector x,
where U ⊆ Attrv. The selection of components in the
vector is as follows: for 1 ≤ i ≤ n, xi ∈ Z∗p is randomly
chosen if attrvx ∈ U and xi = 0 if attrvx < U. Finally,
xn+1 = −

Pn
i=1 xi(mod p).

2) For the attribute set SU submitted by the data user (DU),
it is transformed into an n + 1-dimensional vector y,
where SU ⊆ Attrv. The selection of components in the
vector is as follows: for 1 ≤ i ≤ n, yi = 1 if attrvy ∈ SU,
and yi = 0 if attrvy < SU. Finally, yn+i = 1.

When the attribute satisfies the access policy, 〈x, y〉 = 0.

D. Complexity Assumptions

The hardness assumptions used to demonstrate the security
of the proposed scheme are described.

Definition 1 (q-BDHE Assumption [22]): The description
of the q-BDHE hardness assumption is as follows. Let G1 be
a cyclic group of prime order p under multiplication, where g
is a generator of G1. Define a bilinear map e : G1 ×G1 → GT .
Let s and t be randomly selected elements from Z∗p. Define
a tuple R as (g, gs, gt, gt2

, . . . , gtq
, gtq+2

, . . . , gt2q
). There is no

polynomial-time algorithm that can distinguish e(g, g)tq+1 s

from a random element in GT .
Definition 2 (DBDH Assumption): The description of the

DBDH hardness assumption is as follows. Let G1 be a cyclic
group of prime order p under multiplication, where g is a
generator of G1. Define a bilinear map e : G1 × G1 → GT .
Let u, v,w, and z be randomly selected elements from Z∗p.
Define two tuples, R and R′, as (gu, gv, gw, e(g, g)uvw) and
(gu, gv, gw, e(g, g)z). There is no polynomial-time algorithm
that can distinguish between R and R′.

III. SYSTEM AND SECURITY MODELS

A. System Architecture

Fig. 4 depicts the proposed system model architecture.
The system consists of several interacting entities: DO, DA,
DU, cloud server (CS), and the blockchain. Their tasks are
introduced in detail below.

1) DO: Patients who share encrypted health information
with hospitals for storage in the cloud. They can sub-
sequently modify the access policy of the ciphertext as
needed.

2) DA: The trusted third party is responsible for the
management of doctor attributes and user groups and
generates decryption keys for users. It can also locate
users by accessing blockchain records.

3) DU: Data users are divided into two categories: doctors
who meet the original access policy and doctors who

meet the policy after it has been modified. Both types
of doctors contribute to the federated diagnosis process.

4) CS: The patient’s data is stored in the cloud, and the
ciphertext can be modified according to the request of
the DO. Using blockchain to record ciphertext opera-
tions.

5) Blockchain: This scheme adopts the alliance chain and
selects large and reputable hospitals as consensus nodes.
Smart contracts store the download, upload, and mod-
ification records of ciphertexts, thereby helping DA
identify malicious users and helping CS locate cipher-
texts for modification.

B. Formal Definition of the System

The RFD-CPABE scheme is formally constituted by the
following seven algorithms, which are precisely defined as
follows.

1) Setup (λ, Attrv,Γ) → PK, MSK: The security parameter
λ, the binary tree Γ of users, and a set of user attribute
values Attrv are taken as input. This algorithm is run
by DA, outputting the public key PK to be published to
each entity and saving the system primary key MSK.

2) Keygen (Attr, MSK)→ SK: DA runs this algorithm. Input
the attribute set Attr = (IAttrv,Attrv) and the MSK. DA
generates a decryption key SK related to the attribute
set for the user.

3) Encrypt (PK, MSP, Revoke, A) → CT: This algorithm
is run by DO and provides the information MSP to
be encrypted, the PK, and the revocation list Recover.
Define the access policy A according to the access
requirements. Use this policy to encrypt the input mes-
sage MSP and calculate the ciphertext CT. Send the
generated CT containing the access policy Ā of the
deleted attribute value to the cloud.

4) Decrypt (CT, SK) → MSP: DU provides its decryption
key SK and CT containing the access policy of the
hidden attribute value. Only DU whose attribute values
and attribute values satisfy the access policy and are not
listed in Revoke can decrypt MSP.

5) Trace and Revoke (Rovke, CT) → CT′ or ⊥: When a
user needs to be revoked, DA uses the blockchain to
help locate the revoked user and then checks whether
the user exists in the user’s binary tree. If it does not
exist, the algorithm outputs ⊥. If the user exists in Γ,
Revoke is updated to NewRevoke and a new ciphertext
CT′ is generated by the cloud.

6) Share Encrypt (U)→ (CT∗): When a new doctor needs
to access the data, the DO generates parameters TK
based on the required access policy U and sends TK
to the cloud. The CS will find the ciphertext to be
modified based on the upload record of the ciphertext in
the blockchain and modify it to CT∗.

7) Share Decrypt (CT∗, SK) → MSP: The DU provides
their SK and a ciphertext CT∗ which is stored in the
cloud and uploaded by the attending physician. Only
users whose attributes satisfy the access policy and are
not listed in Revoke can decrypt MSP.
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C. Security Model

In the proposed scheme, it is assumed that the CS is an
honest but curious entity, meaning that the CS will follow
the established protocol while attempting to collect all the
information it can obtain. In our model, we assume that the
DA and DO (patients) are fully trusted, meaning they will
not collude with the CS. Furthermore, we assume that the
blockchain will not access the ciphertext content or obtain the
user’s private information throughout the entire process. The
proposed scheme employs two ciphertext formats: the initial
ciphertext and a modified ciphertext resulting from access
policy adjustments. According to the adversary’s attack goal,
we consider two selective CPA security games.

1) Game GAME-ABE: The selective CPA security model
for the original ciphertext of this scheme is defined through
a security game between a challenger CABE and an adversary
AdvABE. The game is shown concretely as follows.

1) Init: Chooses an access structure A∗ = (M∗, π∗,∆) and
a revocation list Rover∗ as the challenge target of the
AdvABE. In the access structure M∗ is an n∗ × m∗

matrix, π∗(i) maps the ith row in M∗ to the attribute
name. Moreover, ∆ = {δπ∗(i)}i∈[1,n∗] is the attribute value
contained in π∗(i) in the access structure.

2) Setup: CABE runs the Setup algorithm and sends the
generated public key PK to the AdvABE.

3) Phase 1: AdvABE uses a series of attribute sets
(uid1,Attr1), (uid2,Attr2), . . . , (uidq,Attrq) to ask CABE
for the corresponding decryption key.

a) If Attr � A∗, it means that Attr satisfies the access
structure A∗. If uid < Revoke∗, then the algorithm
terminates.

b) If Attr 2 A∗, it means that Attr not satisfies
the access structure A∗, or uid ∈ Revoke∗, CABE
generates SK for (uidi,Attri)i∈[1,q], and returns it to
AdvABE.

4) Challenge: The AdvABE submits two equal-length mes-
sages, M0 and M1, to the challenger CABE. Then, CABE
randomly picks Mµ(µ ∈ {0, 1}), then encrypts it using
A∗ = (M∗, π∗,∆), and Revoke∗ selected by AdvABE.
Finally, the encrypted ciphertext is sent to AdvABE.

5) Phase 2: Phase 2 and Phase 1 are the same.
6) Guess: AdvABE outputs a guess µ′ for the value of µ. If

the guess µ′ is equal to the actual value µ (i.e., µ′ = µ),
then AdvABE wins.

The advantage of AdvABE winning the GAME-ABE is
expressed as ε = |Pr[µ = µ′] − 1/2|.

2) Game GAME-IPE: The selective CPA security model
for the ciphertext after the access policy is modified can be
described by a security game between a challenger CIPE and an
adversary AdvIPE. This game is shown concretely as follows.

1) Init: AdvIPE chooses an access structure ~a∗ to challenge.
2) Setup: CIPE executes the Setup algorithm and sends the

generated public key PK to the AdvIPE.
3) Phase 1: AdvIPE uses a series of attribute sets

(uid1,Attr1), (uid2,Attr2), . . . to ask CIPE for the corre-
sponding decryption key.

a) If 〈~a∗, ~b〉 = 0, it means that Attr satisfies the access
structure ~a∗, the algorithm terminates.

b) If 〈~a∗, ~b〉 , 0, it means that Attr not satisfies the
access structure ~a∗, CIPE generates a decryption key
of (uidi,Attri) and returns it to AdvIPE.

4) Challenge: The AdvIPE submits two messages M0 and
M1 of equal length to CIPE. CIPE randomly selects a mes-
sage Mµ(µ ∈ {0, 1}) and then calculate the new ciphertext
using the access structure ~a∗ = (a∗1, a

∗
2, . . . , a

∗
n+1) selected

by AdvIPE. Finally, the encrypted ciphertext is sent to
AdvIPE.

5) Phase 2: Phase 2 and Phase 1 are the same.
6) Guess: AdvIPE outputs a guess µ′ for the value of µ. If

the guess µ′ is equal to the actual value µ (i.e., µ′ = µ),
then AdvIPE wins.

The advantage of AdvIPE winning the GAME-IPE is
expressed as: ε = |Pr[µ = µ′] − 1/2|.

Definition 3: Under a selective access policy, the RFD-
CPABE scheme achieves against CPA, if GAME-ABE and
GAME-IPE are secure.

IV. PROPOSED SCHEME

This section introduces the RFD-CPABE scheme in detail.
RFD-CPABE enables efficient modification of ciphertext
access policies, supports rapid user revocation, and safeguards
DO privacy with blockchain assistance.

A. Setup

Given the security parameter λ, the system’s attribute value
domain Attrv, and the binary trees Γ generated by all users,
these are input to the DA. A prime order multiplicative cyclic
group G1 with generator g is selected, and a bilinear mapping
e : G1 × G1 → GT is chosen. Set G = (G1,GT , p, g, e).

1) Randomly select γ, β, η ∈ Zp and f1, . . . , fAttrv ∈ G1, then
computer e(g, g)γ and gβ.

2) For the node in Γ, randomly choose {xi}
2|UID|−2
i=0 ∈ Zp,

where |UID| indicates the total number of users. Then
compute {yi = gηxi }

2|UID|−2
i=0 .

3) Based on the defined quantity of attribute val-
ues |Attrv| within the system, DA randomly selects
~c = {c1, c2, . . . , c|Attrv|+1} ∈ Z∗p and computes
{hi = gci }i∈[1,|Attrv|+1].

The generated public key is PK =

(G, gβ, e(g, g)γ, { fi}i∈[Attrv], {yi}
2|UID|−2
i=1 , {hi}i∈[1,|Attrv|+1]) and

save the primary key MSK = (γ, β, η, {xi}
2|U |−2
i=0 , ~c).

B. Keygen

The DU provides its attribute set Attr = (IAttrv,Attrv), where
IAttrv represents the attribute name in the access structure,
Attrv = {attrvi}i∈IAttrv and its unique uid to the DA. Assuming a
Tail(i0, . . . , iuid), where i0 is the root and iuid is a leaf node in
Γ related to the DU. DA randomly selecting r ∈ Zp and then
computed as follows:

SK1 = g
r

ηxuid ,
˚
SK2,i = fattrvi

r	
i∈IAttrv

SK3 = gγgrβ, SK4 = gr.
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DA computes the vector ~b = (b1, b2, . . . , b|Attrv|+1) for each
attribute value attrvi belonging to the DU. For 1 ≤ i ≤ |Attrv|,
it computes (

bi = 1, attrvi ∈ DU
bi = 0, attrvi < DU

where b|Attrv|+1 = 1. Then, DA computes SK5 = g−r〈~c,~b〉grβ.
SK = (SK1, {SK2,i}i∈IAttrv

,SK3,SK4, {xi}i∈Tail(iuid),SK5) and
{bi}i∈[1,|Attrv|+1] are sent to the DU.

C. Encrypt

DO selects the private information MSP to be encrypted and
encrypts it using the access structure A = (M, π,∆). Among
them, M represents an n × m LSSS matrix, where n is the
number of attribute names and π maps each row of M to an
attribute name. ∆ = {δπ(i)}i∈[1,n] is the attribute value related
with the access structure (M, π). The algorithm randomly
selects a vector θ = (t, t2, . . . , tn)T, where t2, . . . , tn ∈ Zp and
t ∈ Z∗p. For each row {Mi}i∈[1,n] in M, compute λi = Mi · v.

1) For i ∈ [1, n], this algorithm randomly chooses
si ∈ Zp and a ∈ Z∗p. DO randomly selects ~d =

{d1, d2, . . . , d|Attrv|+1} ∈ Z∗p. The following computations
are performed:

C0 = MSP · e(g, g)γt, C1 = gt˚
Ci,1 = gλiβ+a fδπ(i)

−si ,Ci,2 = gsi
	

i∈[1,n]˚
Ci,3 = ht

ig
a+di

	
i∈[1,|Attrv|+1].

2) DS(Revoke) denotes the minimal cover set related to the
revocation list Revoke. For each node k ∈ DS(Revoke)
in Revoke, the algorithm computes {Tk = ya

k}k∈DS(Revoke)
associated with the revocation list Revoke.

3) The incomplete access strategy of deleting attribute
values is expressed as Ā = (M, π). DO uses SHA256 to
calculate the hash value of MSP for data identification,
recorded as HD = SHA256(MSP).

The DO stores ~d locally. Then, it uploads
CT = (C0,C1, {Ci,1,Ci,2}i∈[1,n], {Ci,3}i∈[1,|Attrv|+1], {Tk}k∈DS(Revoke),
Revoke,A∗,HD) to the cloud. After receiving the ciphertext,
the CS records (HD, DOid, “upload”) on the blockchain.

D. Decrypt

CS sends CT to the DU, while also uploading (HD, uid,
“download”) to the blockchain for recording. After receiving
CT, the DU performs the following computations.

1) If the attribute set IAttrn of the DU does not satisfy
(M, π) or the user identity uid ∈ Revoke, the algorithm
is terminated.

2) If uid is not in Revoke and IAttrn ∈ (M, π).
a) There exists a node xk ∈ DS(Revoke) ∩ Tail(uid).

The algorithm computes α = xuid/xk and then
calculates B = e(SK1,Tk)α = e(g, g)ar.

b) Assuming V = {i : π(i) ∈ Attrn} ⊆ {1, 2, . . . , n} that
satisfies (M, π), there exist coefficients {wi|i ∈ V}
such that

P
i∈V wiMi = (1, 0, . . . , 0). Consequently,

we can calculate
P

i∈V wiλi = t. The computation
proceeds as follows:

D = e (C1,SK3) = e(g, g)tγe(g, g)trβ

E = e
�
Ci,1,SK4

�
e
�
SK2,Ci,2

�
= e

�
gλiβ+a fδπ(i)

−si , gr� e
�

fattrvi
r, gsi

�
= e(g, g)are(g, g)rβλi

F =
Y
i∈I

�
E
B

�wi

=
Y
i∈I

�
e(g, g)rβλi

�wi

= e(g, g)rβt.

c) Recover MSP = C0F/D.

E. Trace and Revoke

DA executes this algorithm, and DA can track the download
records in the blockchain that need to be revoked. These
records contain the unique uid of the user, then DA to check
whether the uid exists in Γ. If the node corresponding to uid
cannot be found in the leaf node of Γ, the algorithm terminates
and outputs ⊥.

If uid is found in the binary tree Γ, but does not exist in
Revoke. Then, Revoke is updated to NewRevoke = Rrvoke ∪
{uid}. For k′ in DS(NewRevoke), there are two cases.

1) If there is a k ∈ DS(Revoke) such that k = k′, DA set
ξk′ = 1.

2) If there is a k ∈ DS(Revoke) such that k is the ancestor
of k′, DA set ξk′ = xk′/xk.

DA sends UpdateKey = {ξk′ }k′∈DS(NewRevoke) to the cloud. To
ensure the cloud can correctly update and revoke encrypted
components related to users.

1) If there is k ∈ DS(Revoke) such that k = k′, cloud
calculate Tk′ = (Tk)ξk′ .

2) If there exists k ∈ DS(Revoke) such that k is the ancestor
of k′, cloud calculate Tk′ = (Tk)ξk′ .

The CT be updated to CT′ =

(C0,C1, {Ci,1,Ci,2}i∈[1,n], {Ci,3}i∈[1,|Attrv|+1],
{Tk′ }k′∈DS(NewRevoke),NewRevoke,A∗,HD).

F. Share Encrypt

1) TransformKeygen: When other doctors need to access
patient data, the DO selects a new access structure U ⊆
Attrv and establishes a vector ~a = (a1, a2, . . . , a|Attrv|+1)
of dimension |Attrv| + 1 based on the access structure.
For 1 ≤ i ≤ |Attrv|(

ai
R
←Z∗p, attrvi ∈ U

ai = 0, attrvi < U

where a|Attrv|+1 = −
P|Attrv|

i=1 ai(mod p). The DO calcu-
lates {C′i = gai−di }i∈[1,|Attrv|+1] as TK and sends it with
DOid to the cloud.

2) UpdateCT: The cloud finds the corresponding
ciphertext through the DOid and modifies
the original ciphertext to CT∗ = (C′0 =

C0,C1, {Ci,3C′i }i∈[1,|Attrv|+1], {Tk}k∈DS(Revoke),Revoke,HD)
and modified the ciphertext in cloud, then use
Algorithm 1 to record (HD, DOid, “modify”) on the
blockchain.
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Algorithm 1 RecordContract
RecordTable table = createRecordTable();
Entry entry = table.newEntry();
entry.set(“Hash result of MSP”, HD);
entry.set(“The uid of the user”, uid);
entry.set(“Operation on the ciphertext”, Operation);
entry.set(“Timestamp”, currentTimestamp());
entry.set(“Previous Hash”, getPreviousHash());
entry.set(“Entry Hash”, hashEntry(entry));
blockchain.insert(entry);
return entry;

G. Share Decrypt

CS sends CT∗ to the DU, while uploading (HD, uid,
“download”) to the blockchain for recording. After receiving
CT∗, the DU performs the following computations.

1) If the uid of DU in Revoke, the algorithm is terminated.
2) If uid < Revoke.

a) There exists a node xk ∈ DS(Revoke) ∩ Tail(uid).
This algorithm computes α = xuid/x j and then
calculates B = e(SK1,Tk)α = e(g, g)ar.

b) Then, DU performs the following computations:

D = e (C1,SK3) = e(g, g)tγe(g, g)trβ

L = e

 
n+1Y
i=1

C′iCi,3
bi ,SK4

!
= e(g, g)rt〈~c,~b〉e(g, g)r〈~a,~b〉e(g, g)ra

P|Attrv|+1
i=1 bi

= e(g, g)rt〈~c,~b〉e(g, g)ra
P|Attrv|+1

i=1 bi

N = e (C1,SK5) = e
�

gt, g−r〈~c,~b〉grβ
�

= e(g, g)trβe(g, g)−tr〈~c,~b〉.

c) Recover MSP = C′0NL/DB
P|Attrv|+1

i=1 bi .

V. SECURITY ANALYSIS

In this section, a formal security proof for the proposed
scheme RFD-CPABE is provided.

Theorem 1: Aiming at the original ciphertext, the proposed
scheme is selective CPA-secure if the q-BDHE hardness
assumption holds, where q > 2|UID| − 1 and |UID| is the
number of users in the system.

Proof: The challenger CABE defines a bilinear map e : G1 ×
G1 → GT , where G1 is cyclic group of prime order p and g
is the generator of group G1. Then, CABE randomly selects a
bit ζ ∈ {0, 1}. Give R = (g, gt, gγ, gγ

2
, . . . , gγ

q
, gγ

q+2
, . . . , gγ

2q
)

and when ζ = 0, then CABE computes N = e(g, g)γ
q+1t; when

ζ = 1, CABE randomly selects N ∈ GT .
Init: The AdvABE selects an access structure A∗ =

(M∗, π∗,∆) to challenge, along with a revocation list Revoke∗.
In this phase, M∗ is a matrix of size n∗ × m∗, and π∗ is a
function that maps each row of M∗ to a unique attribute name.
The attribute values, denoted as ∆ = {δπ∗(i)}i∈[1,n∗] are associated
with (M∗, π∗).

Setup: CABE runs the Setup algorithm and generated PK as
follows.

1) Randomly choose γ′ ∈ Zp and get γ = γ′ + dq+1 by
setting e(g, g)γ = e(g, g)γ

′

e(gd, gdq
).

2) For Revoke∗, set IRevoke∗ = {i ∈ Tail(uid)|uid ∈

Revoke∗} and randomly select {ui ∈ Zp}∀i=0,1,...,2|UID|−2. If
i ∈ IRevoke∗ , set yi = (gui gdi

)η, then xi = ui+di; otherwise,
set yi = (gui gdq

)η, then xi = ui + dq.
3) CABE simulation group elements f1, f2, . . . , fAttrv. For

each b in 1 ≤ b ≤ Attrv begin by choosing a
random value zb, such that δπ∗(i) = b. fb be set as
fb = gzb

Qm∗
m=1 gdn M∗k,n , otherwise set fb = gzb .

Send the follow public key PK to AdvABE:

PK =
�
G, e(g, g)γ, gβ,

{ fi}i∈[Attrv] {yi}
2|UID|−2
i=1 , {hi}i∈[1,|Attrv|+1]

�
.

Phase 1: The AdvABE requests a set of decryption keys
for the corresponding attributes set (uid,Attr = (IAttrv,Attrv)),
where IAttrv is the attribute name and Attrv = attrvi{i∈IAttrv} is
the attribute value. There are four cases after submitting the
attribute set.

Case 1: If Attr � A∗, it means that Attr satisfies the access
structure A∗. If uid < Revoke∗, then the algorithm terminates.

Case 2: If Attr � A∗ and uid ∈ Revoke∗, CABE performs the
following computation.

1) Let r = −dq + dq−1M∗i,1/M∗i,2 and compute

SK2,b = (SK4)zb

264 m∗Y
k=1

gdq+k M∗i,k

!−1

×

 
m∗Y
k=1

gdq+k−1 M∗i,k

! M∗i,1
M∗i,2

375
SK3 = gγ

′+dq+1
g

�
−dq+dq−1 M∗i,1

M∗i,2

�
β

SK4 = g

�
−dq+dq−1 M∗i,1

M∗i,2

�
.

2) Suppose that Tail(iuid) = {i0, . . . , iuid}, where i0 represents
the root and iuid corresponds to the leaf node value in
the tree related to uid. Given that uid ∈ Revoke∗, then
set xiuid = uiuid + diuid . C computes

SK1 =

"
g−dq

gdq+1
M∗i,1
M∗i,2

# 1

(uuid+duid)η
.

Case 3: If Attr 2 A∗ and uid ∈ Revoke∗, CABE performs the
following computation.

1) A vector will be found that ~w = (w1,w2, . . . ,wn∗ ) ∈ Zn∗
p

such that w1 = −1 and we have M∗i · ~w = 0 for all i
where π∗(i) ∈ IAttrv.

2) Randomly select s ∈ Zp and let r = s + w1dq + w2dq−1 ·

· ·+wm∗dq−n∗+1 and then compute

SK3 = gγ
′

gdq+1
gβs

m∗Y
j=1

gw jdq− j+1

SK4 = gs
m∗Y
j=1

gw jdq− j+1
.
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If there exists b such that attrvi = δπ∗(i) = b

SK2,b = (SK4)zb ·

m∗Y
j=1

  
gs·d j

m∗Y
k=1

gwkdq+1+ j−k

!!M∗i, j

otherwise SK2,b = (SK4)zb .
3) Suppose that Tail(iuid) = {i0, . . . , iuid}. Given that uid ∈

Revoke∗, then set xiuid = uiuid + diuid . CABE computes

SK1 =

0@gs
m∗Y
j=1

gw jdq+1− j

1A 1

(uuid+diuid )η
.

Case 4: If Attr 2 A∗ and uid < Revoke∗, CABE performs
the same computation as Case 3 and calculates SK3, SK4,
and SK2,b. Suppose that Tail(iuid) = {i0, . . . , iuid}. Given that
uid < Revoke∗, then set xiuid = uiuid + dq. CABE computes

SK1 =

0@gs
m∗Y
j=1

gw jdq+1− j

1A 1
(uuid+dq)η

.

Challenge: The AdvABE submits two messages of equal
length, M1 and M2, to CABE and then calculates as follows.

1) CABE randomly picks up coin µ ∈ {0, 1} and then
calculates C0 = Mµe(g, g)γt,C1 = gt,Ci,2 = g−adi

.
2) CABE randomly selects r2, . . . , rn ∈ Z∗p and set θ =

(t, td + r2, td2 + r3, . . . , tdm∗−1 + rm∗ )T and compute
Ci,1 =

Qm∗
j=2 (gβr j )M∗i, j Qm∗

j=1 (gβtd j−1
)

M∗i, j (gzδπ∗ (i) )adi ga.
3) For ∀k ∈ Revoke(R∗), since xk = uk + dq and yk =

g(uk+dq)η, then set Tk = g(uk+dq)aη.
Phase 2: Phase 2 and Phase 1 are the same.
Guess: AdvABE provides a guess µ′ for the value of µ. We

consider the following two cases based on the relationship
between µ and µ′.

1) If µ = µ′, CABE outputs a guessed ξ = 0 and
N = e(g, g)α

q+1 s. Assuming advantage of AdvABE is
ε = Pr[µ = µ′|ξ = 0] − 1/2, so the probability of CABE
winning the game is Pr[µ = µ′|ξ = 0] = ε+ 1/2.

2) If µ , µ′, CABE outputs a guessed ξ = 1 and N is a
random element in GT . So, the advantage of AdvABE is
ε = Pr[µ , µ′|ξ = 1] − 1/2 = 0, the probability of CABE
winning the game is Pr[µ , µ′|ξ = 1] = 1/2.

Finally, the advantage of CABE in solving the q-BDHE
assumption is as follows:

AdvCABE =

�
ε+

1
2

�
·

1
2
+

1
2
·

1
2
−

1
2

=
1
2
ε.

Therefore, Theorem 1 is proved.
Theorem 2: Aiming at the ciphertext after modifying the

access structure, the proposed scheme is selective CPA-secure
if the DBDH hardness assumption holds.

Proof: The challenger CIPE defines a bilinear map e :
G1 × G1 → GT , where G1 is a cyclic groups of prime order
p and g is the generator of group G1. Then, CIPE randomly
selects a bit ξ ∈ {0, 1}. Give (U,V ,W,Z) and when ξ = 0,
then CIPE computes (U,V ,W,Z) = (gu, gv, gw, guvw); when
ξ = 1, (U,V ,W,Z) = (gu, gv, gw, gz), where u, v,w ∈ Z∗p. Define
system attribute value set Attrv, with the number of attribute
values denoted as |Attrv| and the vector dimension is |Attrv|+1.

Init: The AdvIPE chooses an access policy ~a∗ to challenge.
Setup: CIPE runs the Setup algorithm, computes

A = e(U,V) = e(g, g)uv, chooses random elements
c1, c2, . . . , c|Attr+1| ∈ Z∗p, and sets hi = gci . Finally, CIPE
sends PK to AdvIPE

PK =
�
G, e(g, g)γ, gβ, { fi}i∈[Attrv] {yi}

2|UID|−2
i=1 ,

{hi}i∈[1,|Attrv|+1]

�
.

Phase 1: The AdvIPE requests a set of decryption keys
for the corresponding attributes set (uid,Attr = (IAttrv,Attrv)),
where IAttrv is the attribute name and Attrv = attrvi{i∈IAttrv} is
the attribute value. CIPE generates the corresponding private
key SK

SK =
�

SK1,
˚
SK2,i

	
i∈IAttrv

,SK3,

SK4, {xi}i∈Tail(iuid),SK5, {bi}i∈[1,|Attrv|+1]

�
where 〈~a∗, ~b〉 , 0.

Challenge: The AdvIPE submits two messages of equal
length, M1 and M2, to CIPE. CIPE randomly picks up
coin µ ∈ {0, 1} and then calculates CT∗ = (C′0 =

MµZ,C1, {Ci,3C′i }, {Tk}k∈DS(Revoke),Revoke,HD).
1) If ξ = 0, Z = e(g, g)uvw. Assume w = t, the ciphertext is

as follows:

CT∗ =
�
C′0 = Mµe (g, g)uvw ,C1,˚

Ci,3C′i
	
, {Tk}k∈DS(Revoke),Revoke,HD

�
.

2) If ξ = 1, Z = e(g, g)z. Then, the ciphertext is as follows:

CT∗ =
�
C′0 = Mµe (g, g)z ,C1,˚

Ci,3C′i
	
, {Tk}k∈DS(Revoke),Revoke,HD

�
.

Here, z is selected from Z∗p randomly.
Phase 2: Phase 2 and Phase 1 are the same.
Guess: AdvIPE provides a guess µ′ for the value of µ. We

consider the following two cases based on the relationship
between µ and µ′.

1) If µ = µ′, CIPE outputs a guessed ξ = 0 and Z =

e(g, g)uvw. Assuming advantage of AdvIPE is ε = Pr[µ =

µ′|ξ = 0]−1/2, so the probability of C winning the game
is Pr[µ = µ′|ξ = 0] = ε+ 1/2.

2) If µ , µ′, CIPE outputs a guessed ξ = 1 and Z is a
random element in GT . The advantage of AdvIPE is ε =

Pr[µ , µ′|ξ = 1] − 1/2 = 0, and the probability of CIPE
winning the game is Pr[µ , µ′|ξ = 1] = 1/2.

Finally, the advantage of CIPE in solving the DBDH assump-
tion is as follows:

AdvCIPE =

�
ε+

1
2

�
·

1
2
+

1
2
·

1
2
−

1
2

=
1
2
ε.

Therefore, Theorem 2 is proved.

VI. EFFICIENCY ANALYSIS

In this section, we evaluate and compare the function-
ality and efficiency of the proposed scheme with other
schemes from both theoretical and experimental analysis
perspectives.
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TABLE I
EFFICIENCY COMPARISON

TABLE II
EFFICIENCY COMPARISON IN MODIFYING ACCESS POLICIES

A. Theoretical Complexity

In our theoretical analysis, the Nomenclature lists the sym-
bols and their interpretations.

Table I compares the costs of Keygen, Encrypt, Decrypt, and
Revoke between our scheme, [22], and [37]. In Keygen, our
scheme requires fewer multiplications than [22] but slightly
more than [37]. In Encrypt, efficiency is slightly lower than
[22] and [37] due to embedding the IPE parameter in the ABE
ciphertext. In Decrypt, fewer pairing operations than [22] yield
efficiency comparable to [37] and better than [22]. For user
tracking, blockchain records uid, removing the need for key
integrity checks as in [22]. Revocation in [37] requires mod-
ifying re-encryption keys and updating ciphertexts, incurring
high cost. Compared to the binary tree revocation algorithm
in [22], we have improved the algorithm’s correctness by
ensuring that only users whose data has not been revoked
can calculate e(g, g)ar using the binary tree. Our scheme
modifies the ciphertext update method proposed by Han
et al. [22] for better security while maintaining similar
efficiency.

Our scheme and [37] both implement the function of
modifying access policies. Table II shows the efficiency com-
parison between our solution and [37] in modifying access
policies. The TransformKeygen algorithm in [37] has the same
overhead as its encryption. In contrast, our scheme uses IPE
encryption, resulting in lower overhead compared to ABE-
based approaches. In our scheme, since there is no third
party to assist in the computation, after DO generates the
transform key, the cloud can find the corresponding ciphertext
through the blockchain and modify it, so the ciphertext can
be updated faster. The decryption of the updated ciphertext is
more efficient than the ABE decryption in [37] since the use
of IPE decryption.

B. Experimental Performance

1) To demonstrate the effectiveness of the proposed
scheme, a series of experimental analyses is conducted.
The experiments are performed on Ubuntu 22.04.4 64-
bit, with 4 GB RAM, using Python 3.10 with the
SS512 elliptic curve from the Charm 0.50 framework.

Fig. 4. System model.

The virtual machine is configured on an Intel Core i7-
10700K CPU @2.9 GHz. It is equipped with 32 GB of
RAM. We set the number of attribute values |S | = 1000
and all access strategies to full AND gates. Access policy
size and re-encrypted access policy size ranged from
10 to 50 in steps of 10. The user attributes and re-
encrypted user attributes are also set to range from 10
to 50 with a step size of 10. The user set was UID =

{uid1, uid2, uid3, uid4, uid5, uid7, uid8}, and the revocation
list was R = {uid6}. Each experiment is repeated 50
times to obtain the average time. Fig. 5 compares the
execution times of our scheme with [22] and [37]. In
Fig. 5(a), Keygen is slightly less efficient than [37] (no
policy hiding) but significantly faster than [22] with
the same functionality. Fig. 5(b) shows encryption cost
grows linearly with attributes; ours is slightly higher than
[22] and [37]. In Fig. 5(c), our scheme reduces about
one-third of pairings versus [22], achieving decryption
speed close to [37] and better than [22]. For revocation,
ciphertext update time for uid8 matches [22] at 1.6
ms. Fig. 6 demonstrates the comparison between our
scheme and [37] in the process of modifying access
policies. In Fig. 6(a), we analyze the computational
cost of TransformKeygen, where our scheme outper-
forms [37]. For 50 attributes, our computation time is
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Fig. 5. Computation time of our proposed RFD-CPABE scheme. (a) Keygen time analysis. (b) Encrypt time analysis. (c) DecryptCT time analysis.

Fig. 6. Computation time of our proposed RFD-CPABE scheme in modifying access policies. (a) TransformKeygen time analysis. (b) UpdateCT time analysis.
(c) DecryptCT∗ time analysis.

TABLE III
SMART CONTRACT SETTINGS AND PARAMETERS

0.049 s, while [37] takes 0.18 s. Moreover, our scheme
allows DO to modify the access policy, unlike [37],
which allows DU to modify the access policy. Fig. 6(b)
shows the comparison of the cost of updating ciphertext
in the cloud between our scheme and [37]. With 50
attributes, our time is 2.7 ms, while [37] takes 72 ms.
The comparison of decryption efficiency between our
scheme and [37] after modifying the ciphertext is shown
in Fig. 6(c). As the number of attributes increases, our
decryption efficiency significantly improves compared to
[37]. When there are 50 attributes, our decryption time
is only 3 ms, while [37] takes 71 ms.

2) To evaluate our functionality for user tracking, we use
Geth 1.10.25 to build a blockchain to test the gas cost
of user upload records. Smart contracts are written in
Solidity 0.8.7 using Remix IDE, and their design details
are shown in Table III. In the experiment, uploading
user operation records requires 405 443 gas, and the total
transaction cost for the smart contract is 489 745 gas.

The experimental results demonstrate the efficacy and
practicality of our proposed scheme. Based on IPE and

ABE, our scheme achieves efficient ciphertext access pol-
icy modification, user revocation, and policy hiding. The
blockchain is introduced to supervise user records and
help the trusted institution locate users. This approach not
only reduces computational costs but also protects user pri-
vacy, thereby realizing the objectives of secure federated
diagnosis.

VII. CONCLUSION

In this study, we designed a blockchain-assisted access
control scheme to realize federated diagnostic functions in
the cloud, which realizes flexible data sharing and fast user
revocation, significantly reduces the computing cost of patients
and doctors, and hides the access policy during the interaction
process. Patients can convert an ABE ciphertext in the cloud
into an IPE ciphertext through simple computations, which
reduces the computing cost of all entities while ensuring
security. User revocation was streamlined using a binary
tree to eliminate the need for complex calculations. Further-
more, the workload of trusted institutions can be reduced
by leveraging smart contracts to record data operations.
Formal security proofs and theoretical experimental analy-
ses demonstrate that our scheme is efficient while ensuring
security, which also demonstrates its applicability in medical
systems.
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